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Abstract

This research intends to address the issues of cooperation and intelligence sharing between the national
authorities within the network of Anti-Money Laundering and Counter-Terrorist Financing regime. In this
way, it is aimed to better understand and analyse the underlying issues behind the gaps in effective
operational exchange of financial intelligence information within the wider network of national security
structures. Therefore, this work contributes to a highly varying and inter-disciplinary academic field of
studies on AML/CTF but also wider to the researches on security, terrorism and crime prevention. The
academic debates on the methods of measurement of effectiveness of the AML/CFT models has
developed a range of different perspectives, which have certain constraints and limitation for analysis.
The traditional approach of evaluation relies heavily on the outcome-orientation and, therefore, is not
always able to identify the weaknesses on the operational level and related processes. This approach is
especially in use in the contemporary official evaluations and assessments of AML/CTF regimes. In this
way, this dissertation applies a theoretical framework of a “target-centric” intelligence and tries to go

deeper into the intelligence sharing processes to supplement the recent FATF analysis on Finland.
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Chapter 1: Introduction and Outline of the Research

Justification

Money laundering and terrorist financing (ML/TF) are illegal activities that pose a significant threat to
various dimensions of national and international security in a contemporary globalised world. Given its
complicated and discreet nature, ML/TF is usually seen (Unger 2013, p. 20) as a victimless or secondary
crime in comparison to drug trade, terrorist attack, human trafficking, kidnapping, and other more violent
crimes that dominate the headlines in media. This observation is supported by the fact that the first
international measures to tackle such activity were taken only 30 years ago with the establishment of
Financial Action Task Force (FATF) in 1989. FATF is coordinated

by the OECD in Paris but is still and independent standard setter, which is now considered as one of the
main international organisations in the field of anti-money laundering and counter-terrorism financing

(AML/CTF) (Schott 2006, pp. III-7-11112).

However, through more detailed analysis it becomes evident that ML and TF form a backbone of every
serious criminal enterprise and thus require detailed attention from security professionals and academic
researchers. The strategic importance of ML/TF lays in its operational framework that brings together
different illicit actors such as terrorists (Keene 2012, pp. 271-366), cyber criminals and hackers (Ibid, pp.
143-270), organised criminal groups (Campbell 2019), corrupt officials (Garside 2019), human traffickers
(Lake 2015), and illegal wildlife traders (Thomas 2019) to mention a few. Combined together these
crimes are a serious challenge to any government and the international community in general as they
undermine security and create a vicious cycle that can penetrate every field of state and society. ML/TF is
an Achilles’ heel of the criminal threat and targeting this heel can help to prevent and disrupt further
growth of wrongful behaviour. Even if ML/TF includes large quantity of methods to move criminal funds
(Reuter & Truman 2004), its ultimate objective is constantly the same: to hide criminal origins of
financial assets and additional investment in illegal operations. Consequently, an effective anti-money
laundering and counter-terrorism financing regime could not only supplement criminal investigations and

trials but also serve as a tool in identifying and preventing illicit actors in their undertakings.

Despite the formidable growth of international and national attempts to fight money laundering and
terrorist financing, the current situation is still far from ideal. Recent scandals of “Global” Laundromat
(Harding 2017; Garside 2019) and leaks of “Panama”/ “Paradise” papers (Bernstein 2017) demonstrate

well how relatively easy it is for criminals to avoid detection from authorities. These documents are
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related to the offshore jurisdictions and the law firms, which were providing corporate services that were
also widely used for illegal purposes. While the papers have caused various political scandals and
investigations (BBC, 2018), these leaks lead to a conclusion that there are still multiple gaps in the
international AML/CTF, and more work needs to be done. Moreover, the mentioned examples are just the
peak of an iceberg as even careful estimates show a figure of approximately 0.8 — 2 trillion USD being
laundered yearly worldwide (UNODC 2019), and situation is not likely to change with a growing threat
of organised crime and terrorism (EUROPOL 2019).

The steady flow of exposures of ML/TF cases in the US, EU, and other parts of the globe raise the
question of how effective are the national and international AML/CTF regimes and how could they be
improved to meet the requirements in their given tasks. Taking into consideration the global scale of the
problem, different security environments, and national responses, the question of effectiveness is not easy
to answer as the eventual outcome depends on the applied perspective and theory. The research topic of
(A)ML/(C)TF is composed of multiple elements with various influential factors that complicate the
development of unified methods of analysis. This research project will focus on the important issue of
inter-organisational cooperation and the flow of intelligence between financial intelligence units and local
police departments. The main goal is to concentrate on a national level and assess the efficiency of
cooperation; identify the existing obstacles and problems; and provide recommendations for potential

improvement of the chosen model.

Cooperation matters are not new in security studies and there is a growing amount of literature related to
intelligence (Shiraz 2013), law enforcement (Alpert and Dames 2011), counter-terrorism (D’Souza 2008),
and other forms of combined efforts to tackle various threats including in their financial dimension.
Increasing interest in topics of cooperation can be explained by the inability of a state or any organisation
to face contemporary security challenges relying solely on its own capabilities. Especially in AML/CTF,
where criminal tentacles are widely spread and can emerge on all levels of a financial system,
simultaneously crossing multiple international and national jurisdictions. Therefore, effective counter-
measures require sophisticated network of organisations that could form a single mechanism in a national
security environment. However, as it often occurs, established partnerships can face various challenges
that complicate the efforts to reach shared objectives and potentially affect the operationality of the whole
network (Prezelj 2014). In AML/CTF models, Financial Intelligence Units (FIU) are a central point of
contact between public and private sectors, and their tasks include gathering, analysis, and dissemination
of financial intelligence to relevant organisations. At the same time, Law Enforcement Agencies (LEA)
are responsible for conducting investigations and preventing further crimes, and, thus, an uninterrupted

flow of information is required between LEAs and FIUs.



Research Question

This study will focus on the Finnish AML/CTF model where, according to the recent FATF (2019a)
mutual evaluation report, cooperation between the local police departments and the financial intelligence
unit is insufficient and requires further improvement. The report does not provide explanation of
underlying reasons and obstacles for effective communication or any recommendations for necessary
actions. In addition, the author of this work has necessary language skills, regional knowledge and
working experience in the Finnish government structures such as the Helsinki Police Department and the
Finnish Immigration Service. Therefore, this research will fill the gap in knowledge of identified problem
and provide instruments of analysis for further researches in other countries with a similar AML/CTF
system. The result of this study could benefit the professionals working in the field and provide practical
solutions for more effective coordination of their actions. Consequently, the research aims to answer the
question: How efficient is the flow of information and cooperation between the local police

departments and Financial Intelligence Unit within the Finnish AML/CTF?

Theoretical Framework

This research project falls into the scope of qualitative analysis and will engage with various sources of
information to build a holistic and analytical review of the current situation in the Finnish AML/CTF with
a particular emphasis on cooperation matters between the FIU and local police departments. Therefore,
this analysis will supplement a recent FATF mutual evaluation report and go deeper into various
AML/CTF models that were addressed in previous research. The aim is to understand the outcomes of
report and apply critical analysis for its assessment. Although the research field of AML/CTF is
undermined by insufficient empirical data and limited access to primary sources, there is good number of
official documents that will be analysed through the lenses of security and intelligence studies to identify
factors potentially influencing on intelligence sharing. In order to measure the efficiency of cooperation
between FIU and LEAs this research aims to answer the following sub-questions in a similar order

throughout the research paper:

1. What are the characteristics of the Finnish security environment regarding dominating predicate

crimes and terrorist threat?

2. What is the structure of the Finnish AML/CTF model and how does it align with the

contemporary security environment?



3. What are the main tasks, responsibilities, and intelligence needs of the FIU and LEAs? What sort
of financial intelligence does FIU gets access to or generate and how does it share this intelligence

with the partner organisations?

4. How does cooperation of FIU and local police departments fit in a broader terrorist and crime

prevention strategy?

5. How and what factors influence intelligence sharing and cooperation in this context?

Structure

The rest of this chapter is devoted to introduce the reader to the main definitions related to money
laundering and terrorist financing, as well as go through the main studies in the field of AML/CTF.
Further, this dissertation includes three additional chapters, which aim to consistently outline the main
points and cumulate knowledge before the final analysis of the main research questions. In this way, the
second chapter will look at the major developments on the international, regional and national levels to
equip the reader with the necessary information about the elements in contemporary AML/CTF practices.
AML/CTF related documents and organisations will be discussed to narrow the attention to national
states and different security models. After presenting the general trends, the attention will be shifted to the
Finnish security environment and variation of the AML/CTF structure. The aim is to identify relevant
legislation, practices and organisations in anti-money laundering and counter terrorist financing. Finally,
the last chapter is the main analytical body of this work. There, this dissertation will operationalise the
concept of a “target-centric” intelligence and approach the operational issues regarding the cooperation
and intelligence sharing between the financial intelligence unit and the investigative authorities within the
AML/CTF network and wider national security structure. Finally, the outcomes of the analysis will be
assessed in light of the FATF report and final conclusion will be made on the efficiency of the flow of

information and cooperation between the local police departments and the FIU.

Main Terms and Definitions

From a legal perspective, money laundering can have many definitions depending on the jurisdiction and
the state’s historical, economic, and criminal context (Utrecht University 2013, pp. 12-28). In simple
terms money laundering is “the processing of the criminal proceeds to disguise their illegal origin”
(FATF 2019b). As a result, money laundering is always related to a predicate crime, such as drug trade or
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human trafficking, that generates a large amount of illegal income and creates a need to integrate these
funds back into legal economy. Usually, the process of money laundering is divided into three main steps
that are “placement”, “layering”, and “integration” (Cassara & Jorisch 2010, pp. 9-17). Through these

simplified concepts it is easier to understand the complex stages of ML and separate them for an analysis.

Placement is a first step and it is the most vulnerable for detection. At this point, criminals try to place
their illegal incomes in accessible financial instruments and create a basis for money flows across
economic systems. The most straightforward example is a drug dealer trying to deposit his earnings in
banks to turn significant amount of cash in more convenient form of financial assets. Layering means
actions taken to distance the money from the crime that could be in form of multiple bank transaction
across the national borders, where the drug dealer tries to prevent authorities from tracing his funds.
Finally, integration is a stage where criminals invest their seemingly legitimate funds back into economy
by utilising such opportunities as investment in real estate, arts, luxury products, or businesses to benefit
from the dirty money. It is worth to mention that there are multiple variations of ML schemes depending
on a type of predicate crime or available opportunities for the criminal actors and in some cases certain

steps (placement for example) can be avoided (Koningsweld 2013).

Terrorist financing is in many ways similar to money laundering as there is a strong link between
terrorism and crime (Makarenko 2004). This correlation means that terrorists and their supporters can
benefit from the same sources and methods to access illicit funds. In addition, similar to criminal actors,
terrorists try to remain discrete regarding their funds and its link to terrorist purposes. However, terrorist
activity, contrary to organised crime, is not only aimed to generate funds but attracts money to meet the
financial requirements for terrorist operations and to cover broader organisational costs (FATF 2019c¢). In
this way, terrorists can also raise funds from legitimate sources and state sponsors (Ibid), which

complicates the work of law enforcement and intelligence agencies.

To tackle these crimes and activities, states have established national AML/CTF regimes and deepened
their cooperation through the platforms of regional and international organisations such as the United
Nations or the European Union (Schott 2006, pp. III-1-IV-9). An AML/CTF regime can be defined as a
framework of legislation, norms, practices, and organisations that are implemented to safeguard a national
economy and financial institutions from a toxic flow of dirty money. These regimes also form a basis for
gathering, analysing, and disseminating financial intelligence in order to provide law enforcement and
security professionals with crucial information for further actions. An AML/CTF network includes
various government bodies and private sector representatives with specific tasks related to their field and

type of responsibilities within a state hierarchy. Each organisation within such networks has important
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roles but also limitations in terms of meeting the demands of preventing and disrupting ML/TF. For
example, a tax office may have its own tools to identify cases of tax evasion but might not able to detect
drug traders. Law enforcement officials are sometimes dependent on information from the private sector,
that is legally obliged to provide data about suspicious activities in their business areas. Therefore, inter-

organisational cooperation is essential to the effectiveness of the whole system.

At the centre of any AML/CTF model and broader counter-terrorism and crime prevention strategies is
financial intelligence, which can support criminal or intelligence investigations by providing information
on money flows from criminal sources. Financial intelligence can be valuable on its own and draw the
attention of security agencies on suspicious transactions and financial activities that could eventually
expose criminals and terrorists. This research will adopt former (US) Assistant Secretary of the Treasury
for Terrorist Financing and Financial Crimes Juan C. Zakarte’s approach (2013, p. 77) who defines
financial intelligence as ‘“any bit of information—however acquired—that reveals commercial or
financial transactions and money flows, asset and capital data, and the financial and commercial
relationships and interests of individuals, networks, and organizations”. Such a broad definition is
particularly useful for a wide analysis of an AML/CTF model aiming to counter highly varying and to an

extent unpredictable criminal behaviours.

Finally, security measures do not exist in a vacuum and are shaped in accordance to the threats seek to
tackle. Therefore, this security environment (Tang 2007) has a decisive influence on the allocation of
scarce resources and formulation of strategic objectives. In the AML/CTF landscape, similarly to
traditional national security, chosen tactics and strategies should be constantly updated depending on
strengths and capabilities of an adversary in form of criminals and terrorists. Every country has its unique
features and challenges that limit and simultaneously provide various opportunities for ML/TF operations
and, thus, determine priorities for law enforcement and intelligence agencies. Conclusively, the
AML/CTF environment encompasses illicit actors, methods, vulnerabilities, and available resources
related to the realities of national, regional, and international frameworks. While criminal actions are not
static -- it is unavoidable that methods will become more creative in order to avoid unwanted attention --
a recognition of the specific nature of each security environment can increase the effectiveness and

precision of AML/CTF efforts.

Literature review

Money laundering, terrorist financing and related topics have been studied from various approaches in

different disciplines. Since ML/TF is highly complicated in nature and brings together many aspects of
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crime, security, international relations and other fields, a variety of works are important to generate
deeper knowledge and understand the processes happening in the criminal environment. Criminals are
constantly adopting their methods in accordance to national and international responses, and states have
to follow up with the changing trends. Understand the methods of AML/CTF also requires a good grasp
of the threat landscape and related issues such as predicate crimes, actors, the scale of the threats and their
consequences, and loopholes in the contemporary security system. Altogether, the academic community

has produced a large amount of research on ML/TF.

The threat of money laundering and terrorist financing poses a danger to states and societies. A wide
range of scholars and organisations have tried to measure how harmful ML/TF is and who actually suffers
from this activity. The academic literature suggests that ML/TF can have direct and indirect negative
effects economically, socially, and politically (Ferwerda 2013, pp. 35-38). Scholars have showed that
money laundering and terrorist financing can increase levels of crime (Serio 2004), fuel the spread of
corruption and bribery (Armey and Melese 2018), undermine the integrity and reputation of financial
system (Bartlett 2002), support terrorist movements (Rudner 2010), and by implication create a basis for
more serious consequences such as the spread of weapons of mass destruction (FATF 2008). All these
works are useful to realise the risks and justify the costs of AML/CTF, since every crime eventually has
to have a victim that makes it harmful in the eyes of public and justice (Groot 2013). However, Joras
Ferwerda (2013) rightly points out that the main problem with academic research in this field is that it is
undermined by insufficient empirical evidence and research material, which leaves many of the estimates
on the side of speculations. While Ferwerda touches upon the important question of available data, there
is no reason to under-evaluate the issue as even the “second chance for law enforcement” (Ibid, pp. 38-
39) to disrupt the toxic flows of money, and, therefore, dismantle terrorist and criminal organisations is

valuable enough to bear the costs of AML/CTF.

Academic studies regarding the nature of ML/TF are supplemented by analyses of vulnerabilities and the
scale of the problem. Peter Reuter and Edwin M. Truman (2004) accentuate that such estimates are
necessary to guide policymakers and allocate resources to more problematic and vulnerable financial
sectors to ML/TF. In this particular task researchers have mostly relied on economic approaches and
developed a number of models to measure the threat on the global (Walker and Unger 2013) and national
levels (Bagella, Busato and Argentiero 2013). Based on the amount of suspicious transaction reports
(Harvey 2004), estimates of illicit financial flows (UNODC 2011), or analysis of “grey economy”
(Kommer 2013), it is possible to shed a light on approximate figures of dirty money and loopholes in the
international financial system. The most notable example are the estimates of UNODC (2011) in which

dirty money forms around 2-5% of global GDP. Moreover, case studies (Marat 2015) on specific states
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can help to identify major risks and typologies of ML/TF to help identify pathways to strengthen
international and domestic inter-agency cooperation. However, terrorist financing poses a particular
research problem for a global measurement because of its different objectives and partly legal sources of
funds that are difficult to separate from the healthy financial transactions. Case studies on regional level
regimes (Croissant and Barlow 2007) and particular terrorist groups (Rudner 2010) are a predominant

choice for researchers in this field.

Due to a large number of theoretical frameworks and the use of different databases, there is no consensus
on what methods are most reliable to study (A)ML/(C)TF topics as many of them suffer from various
drawbacks. For example, both the United Nations Office on Drugs and Crime and Financial Action Task
Force use information provided by the member states, and might receive manipulated material for
political reasons. Moreover, a comparison of national statistics is problematic as every country has
distinct legislation, compliance requirements, criminal environment, reporting procedures, and AML/CTF
structure. From this perspective, the question of effective international AML/CTF is strongly related to
every individual state’s capacity and political will to eliminate ML/TF from its jurisdiction (McCarthy

2013).

While a general overview of potential threats and illicit flows helps to understand the problem in general,
money laundering and terrorist financing are notable for the diversity of their forms, participants and
settings. It is futile to expect that criminals and terrorists will always follow same patterns in hiding their
money. Their adaptability creates a need for detailed knowledge about their methods and illicit markets.
Broadly speaking, ML/TF forms a complicated web at the intersection of legal and illegal dimensions.
Every string of this web has particular characteristics depending on a predicate crime that determines the
ways of certain laundering tactics. Heavily cash dependant drug dealers may rely on cash smuggling,
gambling, structuring, and cover business whilst terrorist might use charities and “hawalas” (informal
banking system) to move money to conflict zones. This issue is widely acknowledged in academic and
professional circles which have produced studies on specific methods (Hunt 2011), general trends
(Morris-Cotterill 1999), emergence of new payment systems (Stokes 2012), and detailed analyses of
predicate crimes (Levi 2013). In addition, FATF (2018) has recently released a study on professional
money launderers where an in-depth overview of ML services and actors is made available to the public

for the first time.

Despite the large amount of literature, every aspect of ML/TF is still debatable, which makes it difficult
to develop a comprehensive set of counter-measures. Specifically, the measurements of effectiveness and

efficiency of AML/CTF have been under scrutiny, Levi, Reuter and Halliday (2018) highlight differing
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interpretations and perspectives on them. A lack of exhaustive theoretical knowledge and empirical data
raises the question of how to assess something that is unknown? If an FIU manages to freeze 1,000,000€
then how much money was laundered? If CTF aims to prevent terrorist attacks then how many of them
did not actually happen? Moreover, AML/CTF and financial intelligence formulate only part of the
complicated security networks (Prezelj 2014, p. 326) and it remains unclear to what extent successful

crime and terrorism prevention is dependent on such measures.

At this point, as it is outlined by Barbara Vettori (2013), there are two general approaches to the study of
AML/CTF: traditional and new assessment methodologies. Traditionally, an analysis of an AML/CTF
and its effectiveness has been done through the evaluation of outcomes across the set standards of
effectiveness. This methodology is particularly common in official evaluations done by FATF (and other
organisations) that aim to develop universal AML/CTF standards and follow implementation of required
policies in its member states. The evaluation process relies on national statistics coming from (Ibid, p.
475): 1. suspicious transaction reports; 2. number of investigations, prosecutions, and convictions
including on property frozen, seized and confiscated; 3. legal assistance and international requests for
cooperation; and 4. on-site examinations (e.g. interviews). Gathered material is then compared to existing
requirements such as FATF 40+9 recommendations (FATF 2019d) to identify whether an AML/CTF
model has been structured accordingly. In addition, FATF member states are encouraged to conduct
national risk assessments to keep track of changing trends in their jurisdictions and take necessary steps
further. In this way FATF “mutual evaluation reports” provide the most comprehensive insights on
national AML/CTF regimes, and their current status is discussed based on key topics such as legal system

and supervision mechanisms (FATF 2019a).

This traditional perspective has been criticized for its overreliance on policy analysis and the instrumental
side of AML/CTF, leaving aside potential consequences and the impacts of the system under study.
Critical voices question whether AML/CTF is reaching its objectives of reducing the level of crimes
(Ferwerda 2009), prevent terrorist attacks (Brzoska 2016), effectively fight global “public bads” (Reuter
& Truman 2004), and bring criminals to justice (Vettori 2013). “New assessment methodologies” that
apply methods of cost-benefit analysis to estimate the extent to which AML/CTF requirements are
beneficial compared to the costs created for the private sector (Sathye 2008) and taxpayers (Reuter &
Truman 2004). By questioning traditional assessments and putting official statistics into another
perspective, alternative researches contribute to discussions on AML/CTF efforts. The potential impact of
AML/CTF policies is worthy of interest since it could form an obstacle for a state to take such actions

(MONEYVAL 2015).
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Analysing outcomes and impacts do not necessary provide insights on problematic spots in the system
itself. Our main assumption is that inability to reach sufficient performance in AML/CTF and establish
uninterrupted flow of financial intelligence might actually hide in details as, for example, in inefficient
public-private cooperation (Maxwell and Artingstall 2017). Therefore, an effective security mechanism
requires functionality in all of its elements and strong intelligence capacity. In intelligence studies, the
role and circulation of information is usually approached from the perspective of policymakers and their
intelligence needs (Scott and Jackson 2004). In the traditional framework intelligence is represented in
the form of a cycle that starts from consumers’ needs and by going through several stages generates a
final product, ideally in a timely and accurate manner (Johnson 1986). Additional characteristics of
“good” intelligence include relevance, usability, reliability, and validity depending on an issue at the
moment. Nevertheless, intelligence gathering, analysis and dissemination become more complicated
when there are multiple consumers with varying intelligence needs (Clark 2013, pp. 80-90). In this
situation organisations working together on a same target or objectives have to structure their cooperation

in a supplementary way to meet the requirements.

Coming back to AML/CTF models, it is possible to notice that there is a linear structure with diverse
objectives set for each organisations and, therefore, intelligence needs are formulated in accordance to
their respective tasks and responsibilities. These organisations belong to multiple networks
simultaneously and their information comes from a number of sources including some that are outside of
the AML/CTF network (Carter 2009, p. 11). As a result, to take this complex landscape into account, the
proposed research should be formulated in a way that highlights how where and what sort of information
is going through the established channels. loana Deleanu (2013)’s analysis of “the role of information for
successful AML policy” evaluates different flows of information in three types of financial intelligence
units (administrative, judicial, law enforcement). Through a framework of collaborative filtering approach
and prosecutor services as “the end-users”, Delenau managed to identify the strengths and weaknesses of
each AML settings, and most importantly FIU’s access to various databases. Delenau proposes a “hybrid”
type of FIU that would maximise intelligence collection and analysis for effective prosecution. Her work
is then expanded further as a part of an EU-wide “ECOLEF” project (Utrecht University 2013) on “the
economic and legal effectiveness of anti-money laundering and counter terrorist financing policy”.
Although to an extent similar to FATF evaluation reports, this project demonstrates well the unique

characteristic of national information transmission chains and varying differences among institutions.

The evaluations of FATF, Delenau/ECOLEF, and other researchers working on effectiveness of
AML/CTF all emphasise the centrality of FIUs. The powers of FIUs will be discussed later in the

research but at this point it is worth to mention that FIUs are mostly passive actors in the network and
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operate with information provided by other parties (IMF 2004, pp. 32-70). In this way, FIUs have reactive
approach to terrorism and crime prevention and mainly draw the attention of other security agencies on
suspicious elements. On the contrary, law enforcement agencies include reactive and proactive
approaches, they investigate crimes that already took place and prevent new ones from happening.
Moreover, LEAs have a broad set of tools for collection of intelligence and FIUs form only one valuable
source of financial information. Therefore, evaluations of FIUs performance and cooperation with any of
the organisations in AML/CTF are incomplete without incorporating their needs and interactions within

the broader context of AML/CTF and crime/terrorism prevention.

Writing in 2002 and referring to growing threat of Al-Qaeda and terrorism John Arquilla (2002)
emphasised that “it takes networks to fight networks.” According to his logic, an old hierarchical
approach to security threats has to be restructured to build an “interconnected strike force of our own”.
Security studies have followed this trend and inter-organisational, -agency, -sectoral cooperation attracted
increasing scholarly attention following the growth of security partnerships between and across public-
private sectors (Treverton 2016; Taylor and Russel 2011). Academic theories have evolved around
multidimensional layers of analysis aimed to address various levels of “complexities” in cooperation
networks (Prezelj 2014). There is no agreement on what factors influence more on inter-organisational
networks as type of partnerships can vary in accordance to operational contexts (Perrow 1991). In
addition, the debates between constructivists and positivists (Provan and Sydow 2009) have brought to
light “external” and “internal” factors (competition, trust, power etc.) of influence through structural
analyses (Perrow 1991) or detailed inquiry of managers and personnel within the liaising organisations
(Prezelj 2013). While constructivists touch upon an important question of human factor, is the structure
that determines a way of cooperation and available opportunities for organisations within a network. Iztok
Prezelj (2014, p. 325) writes that “interagency cooperation is an effort of state officials from at least two
agencies to coordinate their activities or share their sources for the purpose of creating results that a single
agency would be unable to achieve”. Therefore, “Such cooperation evolves according to the perceived
threats, needs, opportunities, and inter-organizational chemistry” (Ibid, p. 327). In this way, in addition to

flows of information, it is possible to identify the structural weaknesses within the AML/CTF system.

This research project starts from an assumption that in order to measure the efficiency of intelligence
sharing and cooperation, it is necessary to look at a broader network of organisations with specific tasks
and needs. A hypothesis is that by outlining the Finnish security environment and AML/CTF structure, it
is possible to identify what sort of financial intelligence is generated by the system and required for local

police departments as well as flow of information between the organisations. Further, the study will
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assess the findings in light of national security strategies to analyse the importance of such information

for LEAs in a broader crime/terrorism prevention.
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Chapter 2: International, Regional and National AML/CTF efforts

A so-called money trail is not new in criminal investigations and can be traced back to the times of Al-
Capone who, by fuelling his illegal alcohol revenues through the cover business of public launderettes, is
originally responsible for an emergence of the whole term “money laundering” (Unger 2013). Since then,
the approach of “following the money” has rooted deeply in the thinking of law enforcement
organisations across the globe and became an integral part of any efforts against organised crime and
terrorism. However, international response in this dimension was slow to develop and first measures took
place only in the 1990s during the period of rapid globalisation. Aimed to suppress the growing threat of
drug trade, international regulations have expanded drastically to include multiple predicate crimes from
corruption to terrorism. This chapter will introduce main international and regional organisations as well

as national AML/CTF models to create a basis for further analysis of the Finnish structure.

International Organisations

The United Nations

The United Nations is a key organisation in international AML/CTF due to its global outreach,
Conventions, and Security Council Resolutions, which are binding for all the member countries.
Moreover, the UN has initiated the Global Programme Against Money Laundering operated from the
United Nations Office of Drug and Crime that provide training, analysis, assistance, technical
information, and expertise for its employees and member states” AML infrastructure (UNODC 2019). On
a side of counter-terrorism financing, the UN includes the Counter Terrorism Committee to promote
cooperation between the Security Council and member states related to SC resolution 1373 (UNSC
2001), as well as 1267 Committee (UNSC 1999) to identify individuals and entities for freezing their

assets.

The UN has adopted three important Conventions that are “Convention Against Illicit Traffic in Narcotic
Drugs and Psychotropic Substances” (Vienna Convention), “Convention Against Transnational
Organized Crime” (Palermo Convention), and “International Convention for the Suppression of the
Financing of Terrorism”. Adopted in 1988 and valid from 1990, the Vienna Convention set a requirement
of criminalisation the activity of money laundering related to illicit drug trade and limiting the access of
criminal money to the banking system (UN 1988). Although not mentioning money laundering directly,
the Vienna Convention provides definition of such activity and concentrate on law enforcement and

international cooperation issues. The efforts to fight international organised crime were supplemented by
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the Palermo Convention in 2000 (UN 2004) that is corresponding to the FATF 40 recommendations and
urge to expand criminalisation of money laundering to all serious crimes, establish AML regime, promote
national and international cooperation, and consider the establishment of financial intelligence units.
Finally, adopted in 1999, the third convention for the suppression of the financing of terrorism (UN 1999)
requires criminalising terrorism, organisations and acts with a particular attention to punish any person
that aim to provide or collect funds for any of the acts of terrorism. In 2005 entered in force the UN
“Convention Against Corruption” (UN 2004) but, with an exception of more detailed attention to the

specific predicate crime, it is generally following the lines of the Palermo Convention.

However, in order to become a national law, the UN conventions have to be signed, ratified and
implemented by the UN member country what leaves some space for political manoeuvres and limit the
scope of international AML/CTF. Therefore, within the hierarchy of the UN, the Security Council has a
power to issue resolutions that have to be implemented by all the members. While there are no resolutions
on money laundering, the Security Council has taken steps in CTF through Resolutions 1373 (UNSC
2001) and 1267 (UNSC 1999). Including some elements form the Convention for the Suppression of the
Financing of Terrorism, Resolution 1373 obliges states to deny and prohibit all forms of support and
assistance to terrorist groups, criminalise terrorist financing, and freeze funds, assets, or other resources
directed for terrorism. In addition, Resolution requires the UN members to refrain from providing
provision of safe heaven or support for terrorists on their side. Most importantly, Resolution 1373 has
established the Counter Terrorism Committee (CTC) that is aimed to monitor the performance of the
global capacity building against terrorist activity. However, the CTC has no punitive powers and rely on

self-evaluation reports coming from the member states themselves.

More precise and targeted actions were set in Resolution 1267 that was aimed against the Taliban and
created the “Sanctions Committee” (1267 Committee) to upkeep the list of designated persons and
entities (UNSC 2019). After 1999, the responsibilities of the 1267 Committee have grown to cover the
activities of Al-Qaeda (Resolution 1333) and obviously ISIL/ISIS in 2015(resolution 2253). Eventually,
in 2011, the 1267 Committee was split in two separate groups for AL-Qaeda (and later ISIL) and Taliban
(Resolutions 1988 and 1989). Nevertheless, the monitoring teams are concentrated on the main
international terrorist movements and have no instruments against other terrorist entities or individuals.
Therefore, national states still play a key role in international counter terrorism as for example in case of

returning foreign fighters addressed in Resolution 2178 (UNSC 2014).

Financial Action Task Force
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The Financial Action Task Force is an intergovernmental body that was established in 1989 by the G7
countries and it aims to “to set standards and promote effective implementation of legal, regulatory and
operational measures for combating money laundering, terrorist financing and other related threats to the
integrity of the international financial system” (FATF 2019e). Therefore, based in Paris in the same
premises with OECD, FATF has a responsibility to monitor the implementation of AML/CTF measures
among its members, promote FATF standards globally, and report on changing laundering trends. FATF
has also established cooperation with similar FATF-style regional bodies and all the organisations that
include “a specific anti-money laundering mission or function” in addition to their other tasks and
objectives (FATF 2019f). At the moment, FATF includes 37 countries and 2 regional organisations as its

members.

FATF has developed 40 recommendations for a comprehensive AML network that is applicable to all the
countries around the globe and after 2001 FATF has expanded its reach to CTF through 9 special
recommendations (FATF 2019d). As a result, FATF recommendations are seen as a universal
international standard for anti-money laundering and are expected to be implemented by every country
seeking to obtain international recognition as a reliable actor in AML/CTF. Due to the constantly
changing laundering tactics, the recommendations have been revised in 1996, 2001, 2003 and 2012 to
incorporate best national practices to the international level. In short, FATF recommendations urge

countries to:

1. Develop AML/CTF in accordance to national risks (risk-based approach).

2. Criminalise money laundering and terrorist financing with legislative measures to freeze, seize

and confiscate any criminal related property or assets.

3. Set a framework for national cooperation and coordination with appropriate supervision and

mechanisms for exchange of information on policy and operational level.

4. Oblige financial institutions to create customer due diligence programs and record keeping for

potential investigations as well as report suspicious transactions to FIUs.

5. Create a set of appropriate sanctions for punitive actions against individuals and legal entities

related to ML/TF.
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6. Establish financial intelligence unit and competent law enforcement and investigative authorities.

7. Promote international cooperation.

8. Monitor national development in money laundering and terrorist financing methods.

9. Follow and implement the requirements set in the UN Conventions and Resolutions that were

mentioned above (not a separate recommendation but is mentioned throughout the text).

Despite the fact that FATF recommendations do not have power of law, FATF has developed a capability
to pressure countries in case of non-compliance. If any of FATF members refuses to go through or
provide information for a two-stage evaluation process (self-evaluation and mutual evaluations), FATF
can advise financial institutions to pay special attention to its business transactions with this country or
any related individual and organisation. Consequently, these actions will have negative impact on
national banking and business services and in worst case scenario a non-compliant country will be

suspended from the FATF itself.

Nevertheless, FATF’s reach goes beyond its membership and include progress monitoring in other
countries and territories. The assessment is done through gathering all the available relevant material such
as laws, regulations, and evaluation reports that is then compared to 25 criteria coming from 40
recommendations (FATF 2007). Contrary to the FATF members, non-compliant countries face much
harsher consequences with gradual process of escalation measures (Ibid). First, as a warning step, FATF
add a country to the publicly available “list of non-cooperative countries and territories” (FATF 2019g)
and require special attention from financial institutions. Further actions may lead to enhanced customer
identification and stringer requirements for business ties, including systematic reporting to FIUs as every
transaction is seen as suspicious. Moreover, FATF can warn non-profit sector about the ML/TF risks in
business with the country and even terminate all the financial transactions coming from the FATF

member states.

The Egmont Group of Financial Intelligence Units

Nowadays, after 30 years from the first international actions in AML/CTF, financial intelligence units are
deeply integrated in almost every national security structure and provide a basis for intelligence sharing
between financial institutions and law enforcement agencies. In addition, FIUs conduct various analyses

and reports on statistics and laundering methods for other government organisations for various purposes.
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Therefore, an FIU “serves as a national centre for the receipt and analysis of: (a) suspicious transaction
reports; and (b) other information relevant to money laundering, associated predicate offences and
financing of terrorism, and for the dissemination of the results of that analysis” (Egmont Group 2019a).
However, organised crime, terrorism, and consequently ML/TF are widely spread on a global scale and in

this way require extended international cooperation between states and competent authorities.

Financial intelligence units are not an exception and in 1995 a group of 20 FIUs established the platform
for cooperation called the Egmont Group that brings together the heads of units to work on promotion and
coordination of national AML programs and initiatives (Egmont Group, 2019b). In addition, including
164 FIUs at the moment, the Egmont Group is a wide network for secure exchange of expertise and
financial intelligence through its yearly plenary meetings, working groups, and secure website that is
developed exclusively for the use of FIUs (Ibid). The Egmont Group follows the development and
implementation of international AML/CTF standards as well as provides publicly available material on
ML cases, methods or even operational issues (Egmont Group 2019c¢). However, it remains unclear to
what extent the Egmont Group has operational value as FIUs have direct channels for intelligence sharing
between each other and the Egmont Group has no sanctions against non-cooperative jurisdictions.

Therefore, group’s main outcomes remain on the strategic and policy levels.

Other Organisations

Anti-money laundering and counter terrorism financing are not limited to the previously discussed
organisations and one way or another are spread across multiple international institutions in accordance to
their respective fields and responsibilities. These include law enforcement, supervision, banking,
insurance, customs, and other dimensions that can be penetrated by or related to illegal activities. Taking
into consideration the limited scope of this research, a list of FATF liaising organisations (excluding
FATF-style regional bodies and organisations introduced above) is added below to provide a rough

outline of international AML/CTF network (FATF 2019f):

- African Development Bank

- Anti-Money Laundering Liaison Committee of the Franc Zone (CLAB)
- Asia Development Bank

- Basel Committee of Banking Supervision (BCBS)

- Camden Asset Recovery Inter-Agency Network (CARIN)

- European Bank for Reconstruction and Development

- European Central Bank (ECB)
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- Eurojust

- Europol

- Group of International Finance Centre Supervisors (GIFCS)

- Inter-American Development Bank (IDB)

- International Association of Insurance Supervisors (IAIS)

- International Monetary Fund (IMF)

- International Organization of Securities Commissions (I0OSCO)

- Interpol

- Organization of American States/Inter-American Committee Against Terrorism (OAS/CICTE)

- Organization of American States/Inter-American Drug Abuse Control Commission
(OAS/CICAD)

- Organization for Economic Co-operation and Development (OECD)

- Organization for Security and Co-operation in Europe (OSCE)

- World Bank

- World Customs Organization (WCO)

Regional Organisations and Groups

The European Union and MONEY VAL

International platforms for cooperation bring together differing national priorities that can undermine the
dialogue between the countries and slow down or even terminate the implementation of working
mechanisms be it in conflict, crime, or terrorist prevention. The current settings of the United Nations
with the veto powers and disagreements between the Security Council’s permanent members are a
notable example of complicated processes of international politics and policy formulation. Moreover, the
UN powers of sanctions against the international “outlaws” have demonstrated limited scope of success
and partially selective approach to the world crises (Habib 2015), not to mention “minor” issues of
implementation of recommended AML/CTF standards. Therefore, international AML/CTF efforts require
additional channels and frameworks to reach the national level and the desired operationability. Although
FATF has more effective tools of “shaming and blaming”, its resources are not sufficient to upkeep the
role of global supervisor as it is in case with the mutual evaluation process that take place only once in 4-

8 years.
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In such complex international environment and lack of proper coercive instruments, regional formations
took an additional responsibility to promote AML/CTF in their respective regions and states. This
development was particularly visible in the European Union where free movement of goods, services,
capital and persons brought a need for a stronger intervention to prevent a criminal abuse of the system.
During the time period from 1991 and up to this day, the EU has issued 5 money laundering directives
and established a permanent monitoring body of the Council of Europe - MONEYVAL. These steps are
aligning with the UN and FATF requirements but have more specific nuances related to the reach and

interpretation of customer due diligence, reporting, and predicate crimes.

First EU Directive 91/308/EEC “on prevention of the use of the financial system for the purpose of
money laundering” (EU 1991) gives a definition of money laundering activity but most impotently it
outlines the responsibilities, tasks and particular guidelines for financial institutions and “competent
authorities” of the member states. The document set a threshold of 15000€ (ECU back then) and requires
its members to ensure that credit and financial institutions take proactive steps in reporting suspicious
activities above the threshold with appropriate internal controls to avoid carrying out suspicious
transactions. However, even transactions below the threshold have to be reported in case if they can be
related to money laundering. In this way, the directive brings together the knowledge in possession of the
private sector and expertise of government officials to establish a system of filters that would collect the
arriving leads and filter them for law enforcement investigations. In order to monitor the transportation of
the directive to national law, promote dialogue and gather feedback from national state, the EU created a

contact committee with the appointed persons from the member states and committee itself.

Soon after the introduction of AML tools, criminals have learned to avoid the threshold of suspicious
transactions and shifted their attention away from the heavily regulated financial sectors (mostly banks)
towards low-value operations and less regulated intermediates (FATF 2018). This development was then
reflected in the second directive 2001/97/EC (EU 2001) that is, similarly to all the following directives,
an amendment to the first document with the intention to close the gaps coming from practical
experience. The second document adopts the approach of the UN Vienna Convention to include the
similar types of serious predicate crimes but also expands its scope to fraud, corruption, participation in
the activities of criminal organisations, and any “offence which may generate substantial proceeds and
which is punishable by a severe sentence of imprisonment in accordance with the penal law of the
Member State”. In terms of reporting requirements, the European Commission decided to include a list of
professions such as auditors, real estate agents, notaries and dealers of high-value goods which, in
additional to traditional financial institutions, could serve the interests of criminal actors. The most

interesting step was to include legal professionals to the reporting processes what sparked the debates
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around the client-attorney privilege and has various legal outcomes in different member states (Utrecht

University 2013, pp. 76-79).

Nevertheless, starting from 2003, the international AML/CTF has slowly shifted from the rule-based to
the risk-based approach due to highly unpredictable and complicated nature of illicit flows. In this
context, contrary to the previous attempts to set the clear and unified criteria for effective counter-
measures and information gathering, the risk-based approach emphasises the importance of understanding
the areas of high, medium, and low risk in various spheres of countries’, state authorities’ and private
sector’s field of responsibilities. According to this logic, the identification of risks should determine the
levels of scrutiny of AML/CTF programmes depending on the particular ML methods and threats to a
state or an organisation. Therefore, the third EU Directive 2005/60/EC (EU 2005) is an attempt to make
customer due diligence (CDD) more effective in gathering relevant information such as on “politically
exposed persons” to address the most pressuring threats. The directive provides the guidelines on
simplified and enhanced CDD procedures with a special attention on beneficial ownership that goes
beyond the previous requirements of identification of middlemen and managers. However, in this
document, the list of predicate crimes has been expanded further to include financing of terrorism as a
serious predicate crime adopted from the Framework Decision 2001/500/JHA (EU 2001). In addition,
following the UN Resolutions 1373 and 1267, the EU has implemented its own practise of listing terrorist
persons and entities (EC 2019).

The most recent actions in the EU AML/CTF are the fourth directive 2015/849 (EU 2015) and the fifth
directive 2018/843 (EU 2018) that has to be implemented by 10 January 2020. Both of the documents
address the issues of national and international cooperation, adjust the risk-based approach with
clarification in cross-border situations, and include the emergence of new technologies such as virtual
currencies and pre-paid cards. In this regard, the directives enhance the powers of national FIUs and their
access to broader information, set a criteria for the assessment of high-risk third countries, as well as
require the established of publicly available registers on companies, trust and other legal arrangements. It
is worth to mention that all the directives were followed by intensified discussions around the impacts of
the AML/CTF system related to data protection, legal outcomes and general burden to the private sector
(for example Harvey 2004). Therefore, similarly to FATF and UN, the EU directives have left a

considerable space for national adjustments in the implementations of its requirements.

Finally, starting from 1997, the EU includes “The Committee of Experts on the Evaluation of Anti-
Money Laundering Measures and the Financing of Terrorism” (MONEYVAL) that is responsible for

assessment, monitoring and providing recommendations to national authorities related to international
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AML/CTF standard (Council of Europe 2019). In addition, the Committee provides technical assistance,
training, and annual reports to raise the awareness and contribute to the global fight against money
laundering and the financing of terrorism. Therefore, MONEYVAL is FATF-style Regional Body that
concentrate on the jurisdictions of the European Council that are not members of FATF or voluntarily

agree to participate in additional assessment regardless of their FATF membership.

FATF-style Regional Bodies

FATF-style Regional Bodies are voluntary and cooperative organisations that follow the steps of the
Financial Action Task Force in monitoring and research procedures. These organisations are formatted on
the regional basis and membership is open to any country from the same geographic area that is willing to
accept the working principles of the bodies. In this way, the international AML/CTF standards are getting
a supplementary global outreach and most importantly typology reports on ML/TF methods related to the
specific nature of every region. The Regional Bodies can also issue their own additional
recommendations as in case of CFATF with the 19 “Aruba Recommendations” (IMOLIN 2019) from the
perspective of the Caribbean region. In addition to MONEY VAL, there are eight regional organisations

that are listed below:

1. Asia/Pacific Group on Money Laundering (APG)

Caribbean Financial Action Task Force (CFATF)

Eurasian Group (EAG)

Eastern and Southern Africa Anti-Money Laundering Group (ESAAMLG)

wok wN

Financial Action Task Force of Latin America (GAFILAT) (formerly known as Financial Action
Task Force on Money Laundering in South America (GAFISUD)

6. Inter Governmental Action Group against Money Laundering in West Africa (GIABA)

7. Middle East and North Africa Financial Action Task Force (MENAFATF)

8. Task Force on Money Laundering in Central Africa (GABAC)

National AML/CTF Models

As it becomes evident from the previous parts of this chapter, the international development in AML/CTF
has seen a significant improvement to address constantly changing criminal behaviour. All the
international and regional organisations are in a good balance with each other and promote the
implementation of unified models for effective cooperation, prevention, research, supervision,

enforcement and other aspects of problematic dimension of money laundering and terrorist financing.
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However, regardless of the comprehensive international tools and efforts in this field, the question of
illicit flows is far from being resolved and there is no evidence of decline in ML/TF. While part of the
explanation lays in the international context itself and in the methods of measurement (Lavi et al. 2018),
the other side of the coin can be found in varying national regimes with the complexities and incapability
between them. This means that, during the transition of AML/CTF laws and requirements to national
security structures, states have adopted those measures in accordance to their legal circumstances and

priorities.

Under careful analysis, these differences form considerable challenges of various extent for an
uninterrupted prevention and prosecution of ML/TF. In the ECOLEF project (Utrecht University 2013)
on the legal and economic effectiveness of the national AML/CTF structures within the EU borders it is
well presented that the member states have applied different solutions in regard to legal privilege,
reporting procedures, legal definitions and supervising authorities. In this way, one country might exempt
auditors from reporting duties and prosecute money laundering related only to “external” launderers (a
person who assists criminal actors in ML) while another takes a broader approach and chase self-
launderers (same person who also committed a predicate crime) inclusively. In addition, customer due
diligence programmes can be implemented only to major financial institutions with no significant effort
to include other financial service providers into the reporting framework. Therefore, based on these
specific decisions, an AML/CTF model provides different intelligence products and leads to various
outcomes in crime prevention. Moreover, international cooperation can be undermined by inability of a
state to react and receive information in a timely matter for effective identification and seizure of dirty
money. In this regard, one of the most important development in the national AML/CTF setting is the

position of a financial intelligence unit within the national security structure.

According to the overview done by the International Monetary Fund (2004), there are roughly four types
of financial intelligence units which have different objectives, responsibilities and access to databases. At
the beginning of the international AML/CTF there was no single definition of “competent authorities” for
combating money laundering and states were forced to establish new organisations or adjust the existing
institutions with new units. Only in 2003, as for example in the revised FATF recommendations and the
Palermo Convention, the established authorities received the name of financial intelligence unit and more
clarified guidelines regarding their activity. Nevertheless, national variations of FIUs required a
formulation of coordinative actions and strategies to promote a unified approach in counter-measures
what partially falls into the responsibilities of the Egmont Group. At the same time, each of the type of

“judicial”, “law enforcement”, “administrative” and “hybrid” financial intelligence units determine the

priorities of national model and type of intelligence that is circulating within the official channels. By
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looking at the flows of information and type of intelligence in possession of FIU, it is possible to identify
to what role does the FIU play in the system and to what extent it is able to satisfy the intelligence needs

of law enforcement and other organisations.

Judicial model of FIU set the unit as a part of the prosecutor’s office and brings into play judiciary
powers for effective seizing of funds and further actions that require immediate response. The Judicial
FIU can cross-check the received leads with judicial information and provide more polished intelligence
for investigative and prosecuting authorities that is then turning into evidence in court cases. In this
setting, the FIU is well aware of the work of the prosecutor’s office and needs less feedback from law
enforcement agencies on the type of information and quality of disseminated information. The judicial
FIU is most common for the countries where judicial system can direct and supervise criminal
investigations and investigatory bodies what also put more pressure on financial institutions to follow the
reporting procedures. Other benefits of this model are the higher degree of autonomy from political
interference and minimal layers of organisations between the reporting entities and
investigative/prosecuting authorities (IMF 2004, p.16). On the other hand, while having the access to
judicial information, this model of FIU is relatively distant from regulatorily databases and criminal
intelligence in the possession of the law enforcement agencies. In addition, judicial FIU share similar
disadvantages with law enforcement FIU that are, for example, prioritising investigative measures over
prevention and obstacle of launching formal investigations to access financial information of an

organisation (Ibid).

Some countries have decided to establish their FIUs as part of law enforcement agencies with an
emphasis on enforcement aspect and appropriate powers within the existing legal and administrative
framework. Therefore, law enforcement FIUs may have similar powers to judicial type FIU in terms of
seizure and freezing of assets as well as conducting interrogations and searches. Moreover, LEA type
FIUs have a direct access to criminal intelligence and are closer to the special units within police forces
that concentrate on financial crimes and terrorism, what brings additional sharing of expertise and
knowledge in coordinated manner. Simultaneously, law enforcement agencies have a direct access to
FIU’s information what improves its usefulness and precision in criminal and intelligence investigations.
However, the biggest disadvantage of LEA and also judicial type FIUs is possible reluctancy of financial
institutions to disclose sand share information with such agencies. IMF (Ibid p. 14) emphasises that “law-
enforcement agencies are not a natural interlocutor for financial institutions; mutual trust must be
established, which may take some time, and law-enforcement agencies may lack the financial expertise

required to carry out such a dialogue”. Also, “reporting institutions may be reluctant to disclose
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information to law enforcement if they know it could be used in the investigation of any crime (not just

money laundering and the financing of terrorism)” (Ibid).

In order to avoid the disadvantages and promote more natural cooperation between the financial sector
and national authorities, certain states have established an administrative type FIUs that are under
supervision of an administration or an agency other than law enforcement. Conclusively, “The main
rationale for such an arrangement is to establish a “buffer” between the financial sector (and, more
generally, entities and professionals subject to reporting obligations) and the law-enforcement authorities
in charge of financial crime investigations and prosecutions” (Ibid, p. 10). In this particular setting, an
FIU might be a part of a central bank or fall under the framework of ministry of finance and, therefore,
establishing its access to regulatory databases. At the same time, an administrative FIU is a purely passive
player within the network and has relatively weak access to criminal records, intelligence information and
judicial sources. Deleanu (2013, p. 466) points out that “from an intelligence gathering point of view, in
this system, a large amount of information from criminal sources circumvents the screening of the FIU.
Furthermore, there is little interaction between the prosecution and the FIU, and hence the end- user
might lose sight of what the FIU is or should be doing”. Moreover, a significant disadvantage of an
administrative type FIU is the lack of powers of law enforcement and judicial authorities to act on

urgency cases in seizure and confiscation of assets.

Last type of FIU has no particular categorisations and it is officially labelled as a “hybrid” model that
incorporates various characteristics from all the previously mentioned models. This model is an attempt
to effectively implement working features of all the other models to find a flexible solution for counter-
measures. Financial intelligence units of hybrid nature can be a result of merged

organisations, personnel with powers from other agencies, or combination of crossing powers and data

access from parallel jurisdictions (police, custom etc.).
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Chapter 3: Finnish Security Environment and AML/CTF Structure

Security environment

Current AML/CTF standards are predominantly emphasizing the so-called “risk-based” approach that
intends to equip countries and reporting entities with an adoptable thinking to the challenges coming from
ML/TF. For example, FATF and the most recent EU directives require its member states to conduct
national risk assessments in order to identify, assess, and understand the national risks on a regular basis,
and apply their counter-measures accordingly. This form of thinking is different from the “ruled-based”
philosophy that aims to pre-determine the applicable measures and simultaneously limit the space for
interpretation and different variations of AML/CTF procedures within the reporting entities as well as
national authorities (Costanzo 2013, pp. 350-352). Therefore, the “rule-based” approach is also based on
a general evaluation of risks but tries to incorporate a unified set of rules, which eventually will be useful
in all the cases of money laundering and terrorist financing. In this way, the responsibility of preventive
measures lay solely on governments while financial institutions have to carefully follow the established
framework and guidelines. The situation is different with the acknowledgment of unpredictable and fluid
nature of criminal behaviour what makes it impossible to calculate all the ML/TF variations in different
fields and jurisdictions. Conclusively, the “risk-based” perspective is an attempt to share the tasks
between private and public sectors as well as to maximise efficiency of practical experience of financial

institutions and government officials in their respective spheres of influence.

In practice, the “risk-based” logic is particularly useful in forcing financial and credit institutions to
develop a deeper knowledge regarding relevant markets, services, products, customers, and other aspects
that could prevent the illegal activity and actors in cleaning their money. Accordingly, this requirement
creates an additional filter for information going to a financial intelligence unit and other authorities. At
the same time, similarly to the states on the international level, private sector professionals can cumulate
their knowledge of best practises in form of general overviews and specific guidelines for lawyers
(Suomen Asianajajaliitto 2017), real-estate agents (Kiinteistonvilitysalan keskusliitto 2018), auditors
(Suomen Tilintarkastajat 2017) and other lines of work. Therefore, shared responsibilities and application
of relevant expertise increase the precision of national AML/CTF structure on strategic, operational and
tactical levels. This means, for example, that: 1. suspicious transaction reports will include more relevant
information and require less time for investigations, 2. financial institutions will be better equipped with
tools to identify illicit behaviour, 3. financial information will be more usable for national and
international cooperation, 4. supervision will become more efficient, and 5. relevant authorities can

exercise their powers in more rapid way to prevent the illicit flows of funds. On the other hand, to adjust
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their scarce resources and regulations to the most vulnerable sectors for ML/TF, national authorities have
to upkeep a much broader situational awareness of methods and actors in their unique security

environments.

By identifying criminal actors and methods, states can close the gaps in AML/CTF models and increase
its capability in prevention and investigation of criminal cases. Coming to the Finnish security landscape,
it is identifiably that over the years its development has been influenced by the geographic location, EU
membership and lack of internal borders, increased volume of immigration, technological progress, and
domestic transformation of the criminal underworld. In the recent FATF evaluation report (2019a) it is
stated that “Given its geographical location, Finland is a major European gateway to and from non-
European countries, and strong business and trade relationships have developed between Finland and
Russia, as well as with neighbouring Baltic States and other Nordic countries. This geographic proximity
supports the development of commercial routes, including trade routes in illicit flows of goods and
funds”. The dark side of trade and business can have many beneficiaries but most dangerously it quickly
attracts all types of organised criminal groups which aim to increase its influence, hide the illegal funds
and multiply their illegal revenue through the legal sources. Therefore, it is important to understand the
features of these groups, which are originally the main target for the AML/CTF regimes and law

enforcement agencies.

According to the Finnish police “Handbook on Prevention of Organised Crime” (Suomen Poliisi 2019a),
there are approximately 90 organised criminal groups operating in the country, from which about 70 are
the so-called “symbolic” gangs that have clear identifiers of their criminal orientation. The biggest
majority of those groups are the violent motorcycle gangs with a traditional scope of criminal activity of
drug trade, racketeering, arms trade and human trafficking (Salminen and Suomala 2018, pp. 21-24). It is
estimated by the police that the rapid growth of motorcycle gangs from the four major groups in the
beginning of the 2000s up to almost 70 in 2019 is a clear indicator of the growing criminal threat. While
small groups have limited power of influence and access to resources, part of the Finnish “criminal
bikers” belong to the wider international and regional networks such as “Hell’s Angels”, “Bandidos” and
“Satudarah”. Moreover, due to the tight criminal market there is an evidence of growing cooperation
among various groups of international and Finnish origin (Iltalehti 2010), as well as additional emergence
of new formations such as Russian “Night Wolves” (Iltalehti 2019). Therefore, the fundamental members
of the Finnish underworld are growing their capabilities over the borders and follow the trends of

international crime networking developments.
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Furthermore, growing globalisation and high volume of immigration have brought new opportunities for
the local gangs with an easier access to the criminal markets and expertise within the EU but also wider
connections to the third countries. Predominantly Finnish gangs have started to actively recruit new
members with foreign origin from the immigrant and refugee communities (Iltalehti 2018), who have
specific language and regional knowledge to establish relationships with criminal actors in their home
countries. Also, members with foreign origin can have access to immigrant communities living in other
European countries to gain support in transit of arms, drugs and humans. Such examples can be already
found in Sweden with the Balkan connections and refugees from the region (Huhtamédki 2019) what is
also emerging in Finland through the crawling influence of Albanian organised crime (Suomen Poliisi
2019a, pp. 19-21). On the other hand, due to the enlargement of the Schengen zone, Finnish security
environment has witnessed an influx of ethnic gangs and criminal elements from Poland, Romania,
Bulgaria, the Baltic States, and the Post-Soviet space more widely. In this way, new actors have adopted
to the available opportunities and specific crimes as in case of African gangs and fraud, drug and human
trade, as well as robbery and itinerant Georgian groups (Ibid). As a result, rapid internationalisation of the
criminal underworld has brought to light previously unknown forms of criminal elements of “thieves-in-

law” and other influential financial and power players.

Contrary to organised crime, terrorist activity and its financing have different form and objectives.
Although crime-terror connection brings additional income to terrorist actors, legal sources of business
and financial transactions can be equally utilised for terrorist acts in purpose to spread fear, chaos and
violence in a targeted state. So far Finland has avoided major terrorist attacks with an exemption of
“Turku terrorist assault” in 2017 conducted by an asylum-seeker of a Moroccan descent which left 2
people dead and 8 injured (Rimpildinen and Mansikkaméki 2017). Nevertheless, the Finnish Security
Intelligence Service (the SIS) evaluates that the level of terrorist threat to national security is now
“increased”, and there is a growing influence of radical Islamic ideology due to the propaganda efforts
from the inside and abroad (SUPO 2018). Other potential threats of an already formatted “jihadi-
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underworld “(Paananen 2019) are described to be in form of “lonely wolves”, “returning and other
foreign fighters”, “influential inciters” or “significant financial supporters” (SUPO 2018, pp. 28-29). The
most worrying development is the expanding “surveillance” list of individuals with terrorist connections
which now includes 370 persons (Ibid. pp. 32-33) compared to only 70 in 2012 (SUPO 2017). Therefore,
terrorist activity poses an additional challenge to the AML/CTF efforts and national security structure in

general. Particular issue is to identify case of terrorist financing in hawala systems, charities, and misuse

of social benefits, for example (Malkki and Saarinen 2019, pp. 91-93).
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The identification of criminal/terrorist actors and dominating predicate crimes in national security
environment is particularly important for the law enforcement and intelligence agencies. However, from a
perspective of a strategic analysis for more effective AML/CTF guidance, it is equally decisive to identify
the methods of moving toxic money and, therefore, vulnerabilities in the financial system. In 2015,
conducted by the Police University College in cooperation with national authorities and private sector
representatives, Finnish government issued a national risk assessment of money laundering and terrorist
financing (Jukarainen and Muttilainen 2015). The document introduces main methods of ML/TF and
vulnerabilities that require special attention in Finland. This range of weaknesses includes “investment in
real estate”, “cash smuggling”, “cover businesses”, “digital payment services”, “online fundraising” and
“client asset management” (Ibid, pp. 105-107). These findings are based on the practical experience and

estimates of professionals coming from all levels of the Finnish AML/CTF and related financial

industries that are then put in the context of international developments in the field.

Starting from the real-estate sector, the national threat assessment outlines that, in light of consequences
to national economy and society, this sector is particularly important for AML/CTF. The lack of
appropriate supervision over the sector as well as insufficient means to verify the origins of funds coming
from foreign investors pose a gap for the preventive measures. Real estate agents emphasize that it is
difficult to remain confidentiality of reporting persons in case of suspicious transactions. In additional,
only few real-estate agents have up-to-date and comprehensive guidelines of ML with no available
instructions on terrorist financing. Although not mentioned in the assessment itself, there are few
examples where arguably poorly regulated real-estate sector helped the illicit actors from neighbouring
countries to move their illegal funds coming from crime and corruption (Paunonen 2018). Similar
difficulties with proper regulations can be found more generally in client asset management where
accounting principles are not properly defined by law and are arguably one of the most common methods
of ML/TF. Moreover, an open competition in trade of securities and bonds complicate the information

gathering especially from abroad.

The usual international menaces of “cash smuggling” (Cassara & Jorisch 2010, pp. 39-55) and “cover
businesses” (Bernstein 2017) are also present in Finland with specific challenges for border control and
financial crime prevention. As part of the assessment, the Finnish border control has pointed out the
difficulties in prevention of “cash smuggling” within the EU internal borders and lack of means to
identify cash for terrorist purposes. While organised criminal groups can aim to smuggle large amounts of
banknotes, terrorists and their supporters may rely on significantly lower amounts without even reaching
the reporting threshold (Cassara & Jorisch 2010, pp. 39-55). Moreover, the Finnish financial intelligence

unit and border guards have powers to seize suspicious fund for only for ten days (act 445/2017) for
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further investigation. Therefore, without identified crime, cash recipient or open criminal investigation in
the country of generated funds, the Finnish authorities have no means to prevent cash from entering the
country and the Schengen zone. At the same time, “cover businesses” or “shell corporations” are another
form to disguise criminal origin of funds and this method is especially applicable in the dimensions of
“grey economy” for tax evasion and avoidance of other statutory payments (Bernstein 2017). In the
Finnish context, “grey economy” and related financial crimes are seen as the dominating form of ML/TF
with particular influence in businesses of construction and logistics (Jukarainen and Muttilainen 2015, pp.

105-107).

Finally, the advancement of payment and communication technologies has opened a window to more
sophisticated and safe methods of criminal operations beyond the reach of regulatory powers. Those
include “virtual currencies” (Hunt 2011), fraud schemes (source), terrorist fundraising (Cassara & Jorisch
2010, pp. 137-157), and of course traditional crimes of various types (Goodman 2015). The Finnish risk
assessment concentrate its attention on “online fundraising” and “online payment services” that briefly
include gambling, virtual currencies, mobile payments and other online financial services (Jukarainen and
Muttilainen 2015, pp. 105-107). Therefore, the document points out the emerging difficulties of that time
which would be later addressed in various national documents related to broader use of NGOs for terrorist

financing (Arpajaishallinto 2019) and other issues.

In conclusion, as it is visible from the introduction above, Finnish security environment incorporates
various illicit actors with connections to the underworld and terrorist networks. Moreover, available
opportunities and vulnerabilities on the national and international levels provide these actors with
sophisticated methods to move money across and beyond national jurisdictions and financial sectors.
FATF report (2019a) concludes that, based on the security context, the dominating ML/TF crimes are
coming from “grey economy” (e.g. financial crimes), drug trade frauds of various kind and terrorist
sympathisers. Therefore, the most pressuring issues that have to be addressed are business relationships
with neighbouring countries, grey economy and tax evasion, supervisory framework, transport of cash,
hawala institutions and NGOs, and real-estate, gambling, and precious metal and stone sector (?). The
analysis of this research mostly corresponds to the findings of FATF but with an exception that other
predicate crimes of human and arms trade and domestic organised groups should be equally addressed in
AML/CTF to upkeep the crime prevention in light of growing organised crime. In addition, as part of the
country assessment, FATF has used additional sources from “international organisations” that were not
identified and, therefore, could not be verified as in case of precious metal and stone sector. Nevertheless,
we agree that the national AML/CTF model have to be properly equipped to supplement the efforts of

law enforcement and intelligence agencies in crime/terror prevention, identification, and disruption.
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Finnish AML/CTF Model

In general, Finnish AML/CTF model is corresponding to the international requirements and follow the
established framework of the organisations introduced in chapter 2. The major guiding organisations are
the United Nations and its Security Council, Financial Action Task Force, and the informal organisation
for national financial intelligence units - the Egmont Group. In addition, Finland has signed, ratified and
implemented the Vienna “Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic
Substances “in 1994, followed the same path with the “Convention Against Transnational Organized
Crime” in 2004, as well as adopted the conventions on suppression of terrorism in 2002, and convention
on corruption in 2006. Finland has implemented one of the most extensive AML/CTF models in
accordance to 40 recommendations and the EU directives which aim to cover a broad range of reporting
entities and provide detailed guidance on “risk-based” approach for the private sector professionals (KRP
2012). Therefore, Finnish AML/CTF structure has multiple tools for international and national
cooperation, asset seizure and freezing, wide range of supervising authorities, and analysis of changing

trends in money laundering and terrorist financing.

On the national level, the legal principles for the national counter-measures are founded through the
criminal law, the “act on Preventing of Money Laundering and Terrorist Financing (444/2017)”, the “act
on the Freezing of Funds with the View to Combating Terrorism (325/2013)”, and the “Act on the
Financial Intelligence Unit (445/2017)” (Suomen Poliisi 2019) as well as Criminal Code (39/1889). These
legal documents provide definitions of activities related to ML/TF, predicate crimes, reporting obligations
and entities, as well as powers of the national authorities and the financial intelligence unit. In this way,
according to the Finnish law, money laundering is a punishable crime in case of if an individual “accepts,
uses, converts, hands over, moves, transmits, or possesses assets of criminal origin with an intention to
benefit itself or assists others to benefit from these funds, cover or hide illegal nature of assets, or help
criminals to avoid legal consequences ” (own translation from source act 39/1889). Accordingly, terrorist
financing is a punishable crime if an individual “either directly or indirectly provides or collects funds
with an intention of financing or knowing that these funds will be used for the defined terrorist acts” (own
translation from act 39/1889). Terrorist acts are then described in five different categories. However,
interesting exception is that in both cases terrorist financing and money laundering charges are not
applicable if a person is charged or convicted directly of a predicate crime or terrorist activity. Therefore,

self-launderers and terrorist actors will not be prosecuted for ML/TF by the Finnish system.
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Coming to the reporting entities and supervision, Finnish law obliges (act 444/2017) to establish reporting
procedures and AML/CTF measure to all the organisations and individuals working in the field of

(simplified list):

1. credit, finance and investment sectors
. pawnbroking
. insurance
. gambling, casino and betting services

. real-estate sector

2

3

4

5

6. accounting and auditing
7. tax advisement

8. legal services

9. sales of goods if transactions happen in cash over the set threshold

10. property management and business services

These fields of reporting entities are then divided between the appropriate supervising authorities in form

of

1. Financial Supervisory Authority (financial sector)

2. National Police Board (gambling)

3. the Local Government of Aland (gambling in Aland’s jurisdiction)

4. Finnish Chambers of Commerce and Finnish Patent and Registration Office (accounting and auditing)
5. Regional State Administrative Agencies (pawnbroking and property management services)

6. the Finnish Bar Association (legal service)

The supervisory authorities have various powers to enforce AML/CTF requirements in their respective
fields as well as to provide, monitor and implement best practises in accordance to changing trends in
money laundering and terrorist financing. Therefore, the AML/CTF standards should cover all the main
fields of vulnerable sectors and provide relevant information to national authorities. However, the

situation is more complicated as it was mentioned in the previous part on security environment.

In practice, the guidelines for reporting entities are done in form of the so-called Customer Due Diligence
procedures that go through the general processes of business client relationship. In 2012, the Finnish FIU
has released a handbook on “best practises in money laundering prevention” (KRP 2012) and opened the

main paragraphs from the related legislation. The handbook outlines the major rules that the reporting
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entities have to follow from establishing a relationship with a costumer, during their business
transactions, to the terminations of service providing. in that way, it is necessary to confirm a real identity
of the customer, a real beneficial ownership behind the legal entity, follow and monitor clients’
transaction in order to uncover suspicious changes in behaviour, and keep all the related document
available for the national authorities for minimum five years. There are two due diligence procedures that
are simplified and enhanced customer due diligence. Before being applied, both of the approaches have to
take into consideration all the influential factors such as the level of risk in a country of origin, including
sanctions, political situation and corruption. In addition, client background, field of business, owners, size
and frequency of transactions, product risk, and other factors should be evaluated for further procedures
of CDD. Nevertheless, it is worth to mention that financial institutions and other reporting entities have
no access to extensive data of government organisations and have to operate based on the limited

available information.

The reporting framework is not only limited to the private sector and includes few government
organisations with a particular requirement to pay attention to ML/TF in addition to their other objectives.
Those organisations are Finnish Customs, the Border Guard, the Tax Office, the National Administrative
Office of Enforcement, and the Office of Bankruptcy Ombudsman. In addition to monitoring
requirements, the Finnish Customs and Border Guards have powers to seize suspicious cash
transportations up to ten days. The procedure may happen on the request of the leading officers from the
financial intelligence unit but at the same time customs, border, and police officials are required to seize
all cash transportation over 10000 euros crossing the EU external borders without appropriate
documentation (Jukarainen and Muttilainen 2015, p.36). On the other hand, these procedures, monitoring

and AML legislation do not apply to the EU internal borders.

Finally, the central authority that receives, analyses and disseminates suspicious financial information is
the Finnish financial intelligence unit. In the “Act on the Financial Intelligence Unit” (Act 445/2017)
main activities and duties of the unit are described to include (simplified list): 1. ML/TF prevention,
disclosure, analysis and bringing for investigation, 2. analysis of suspicious transaction reports and
provision of feedback to the reporting entities, 3. cooperation with other national and international
authorities as well as reporting entities in ML/TF prevention, an 4. conducting of statistics on the amount
of reports, asset freeze orders, cooperation requests and other information. Moreover, as part of the main
functions of the FIU, the act established the so-called “money laundering register” that will include
relevant financial intelligence in possession of the unit. The register can include all the personal details of
the suspected criminal individual and terrorist actor. Therefore, established in 1998 as part of the National

Bureau of Investigation the financial intelligence unit partly enjoys the powers of law enforcement
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organisation and is an indicator of an investigatory orientation of the Finnish AML/CTF model. The FIU
can seize suspicious assets for ten days and investigate reported cases of ML/TF. In case of further
investigation and prosecution, the FIU is required to handle its cases to the National Bureau of

Investigation, the Local Police Departments or the Security Intelligence Service.

From the perspective of the national security environment, the Finnish AML/CTF model is generally well
structured to address the challenges of organised crime, terrorism and ML/TF related predicate crimes
that generate a large amount of funds and might affect various sectors of national economy. The issues
with neighbouring countries, grey economy and tax evasion, supervisory framework, transport of cash,
hawala institutions and NGOs, and real-estate and gambling sectors are not easy to address as its well
demonstrated through the international experience (for example EUROPOL 2015). Nevertheless, the
Finnish authorities have made progress to improve some elements of the AML/CTF model. Most
importantly, the adaptation of the strategic document based on the Finnish Government Resolution “on
the prevention of “grey economy” and financial crimes for 2016-2020” (Valtioneuvosto 2016) for guiding
the cooperation of authorities in prosecution, investigation, identification, and prevention of financial
crimes, but also money laundering as part of this activity. As part of the strategy, it is emphasised the
importance of guidance and advisement of supervisory authorities for further improvement the reporting
entities. In this regard, Tax office’s “Grey Economy Information Unit” produces and disseminate
valuable strategic reports on recent developments (Verohallinto 2019). Also, additional guides were
published for real-estate (Kiinteistonvilitysalan keskusliitto 2018) and non-government organisations

(Arpajaishallinto 2019).

On the other hand, the transport of cash, criminal funds coming from abroad, and hawala institutions are a
particular challenge that is to an extent out of reach of national authorities. While the Border Guards
continue to monitor the transport of cash over the EU external borders, cash smuggling remains to be the
biggest problem in ML/TF that cannot be addressed alone by any country (EUROPOL 2015). Similarly,
the identification and filtration of funds coming from abroad is a daunting task that poses a risk of over-
regulation and disruption of healthy business transactions (MONEYVAL 2015). Private sector has
limited tools and access to information what is especially problematic with states with high corruption
and unstable situation. Finally, Hawala money transfer institutions have been on the agenda of the
international AML/CTF since the beginning of the “war on terror” (Zakarte 2013) and has no visible
results in preventing the constant abuse for terrorist and criminal purposes. Hawalas are trust-based
money remittance services where money does not physically leave a country what is a challenge for
monitoring actions. In addition, millions of people are using the system to send money to their relatives

living in the conflict zones that would potentially be used for terrorist purposes, but cannot be verified
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without knowing identities of illicit actors. Therefore, while all the issues are acknowledged, and various
solutions are introduced in theory, it remains to be seen what frameworks will be implemented in the

future. In this regard, no visible progress has been made by the Finnish authorities.

Financial Intelligence Unit and Intelligence Sharing

International connections of terrorist and criminal actors as well as globally spread infrastructure of
finance, trade and business increase the importance of various forms of cooperation between national and
international authorities. The forms of cooperation might include technical assistance, sharing of
equipment and personnel, and financial support, but at the central role of any combined efforts in crime
and terrorism prevention is intelligence sharing. A valuable piece of information can be crucial in
identifying illicit actors, criminal investigations and preventive measures of related organisations.
Different officials and private sector representatives have various levels of expertise and access to
databases that can effectively supplement their effort in achieving mutual objectives. With the expertise
of financial intelligence units and its legal powers to obtain information from the reporting entities, law
enforcement agencies and AML/CTF organisations receive an important support in form of analyses and
reports. Moreover, within the wide network of AML/CTF, based on the provided information private and
public organisations can conduct their tasks in more precise way with limited negative impact for licit
business or financial activity. However, it should be kept in mind that AML/CTF related organisations
have other tasks and priorities including their own sources of information. Therefore, in order to evaluate
efficiency of cooperation and relevancy of information it is necessary to identify what sort of and where
financial intelligence is going in the system. The FATF report (2019a) provides a comprehensive

overview of the FIU gathering, analysing and disseminating functions that will be introduced below.

The Finnish AML/CTF model has established a law-enforcement type financial intelligence unit as part
of the National Bureau of Investigation. Therefore, the FIU has a wide access to police databases and
criminal intelligence including the information from the local police departments. FATF report outlines
that all together the FIU has direct access to:

1. Vehicle and Watercraft Registers
Driving licences
Passport Register (Finnish passports)
Border crossings of persons entering Finland with a visa;
Visas granted by Finland to foreign nationalities

Land Information System

A o

Register of Aliens by Finnish Immigration Service
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8. Criminal Investigation Database (Police, Customs, Border Guard)
9. Criminal intelligence database (Police, Border Guard)

10. Schengen Information System (SIS 1)

11. Europol SIENA and EIS

12. Interpol 124/7

13. Database on International Information Exchange (i.e. incoming/outgoing requests)

The access to databases is then supported by the reports coming from the reporting entities from private
and public sectors. Moreover, according to the Act on the Financial Intelligence Unit (act 445/2017), for
the purposes of prevention and investigation of ML/TF cases the FIU can request all the necessary
information and documents from individuals, organisations and government officials, regardless of the
“confidential” restrictions set in other legislative documents. In this way, the FIU is granted with a

strategic position to comprehensively supervise the ML/TF security landscape.

The role of information for successful AML policy 467
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Figure 1: the law enforcement FIU (Deleanu 2013, p.467).

The information from the reporting entities comes in forms of “suspicious transaction” (STR),
“threshold” and “compliance” reports including also “cross-border cash” declarations (FATF 2019a, pp.
50-59). Suspicious transaction and threshold reports are mostly filled by the private sector reporting
organisations, but previously mentioned national authorities (see previous part) are also obliged to report
on suspicious cases in their jurisdictions. As the main source of financial intelligence, STRs include a list
of 34 indicators which help to narrow the scope of analysis to relevant information and filter out

unnecessary flow of “overreporting”. The “threshold” report provides technical information about the

40



transactions reaching an individually set threshold for every field and organisation (Ibid). The amount
might be set by authorities, but it is mostly identified by the internal risk analysis within the institutions
themselves. In this way, gathered information is not comparable to STRs and aim to provide additional
source of information. Cross-border cash declarations are filled by the Finnish Customs and include
transports of cash over 10000€ entering or leaving the EU borders (Ibid). Finally, compliance reports are
coming from the “grey economy information unit” (GEIU) and provide intelligence information on
financial crimes and tax evasion. The access to all the reports between the authorities varies in
accordance to their field of responsibility but part of this information is available to the police

departments as well.

In terms of analysis, the arriving information is categorised by its type and relevancy either to update the
databases or investigate on suspicious behaviour. Arriving STRs are usually analysed individually by one
of the officers working in the FIU and thus information is cross-checked with all the available source with
the help of enhanced IT programs (Ibid). In case if an STR matches with one of the databases and/or
GEIU information, the FIU applies an “enhanced” analysis of transaction to link the subjects, transactions
and potential crime activity. Further actions might include escalation of investigation in form of a “case”
by the approval of the commanding officer and prioritised in accordance to the list of ML/TF risk profile.
The risk profiles are starting from an imminent terrorist threat and freezing, and possible confiscation, of
crime related assets. The least pressuring priorities are related to threshold reports and gambling activity.
The “case” analysis is then supplemented by information request through cooperation internationally and
domestically as in case of TF and close liaison with the Security Intelligence Service. Final step of the
FIU is to decide to open a criminal investigation for law enforcement agencies, disseminate information

to ongoing cases, send information further for purpose of prevention and detection of illicit activity.

Based on the three options, the FIU is disseminating information of operational value to the local police
departments, the NBI and the SIS which are responsible for operative support. While new criminal
investigations and ongoing support are based on comprehensive analysis, the former step means that the
FIU did not have necessary information or expertise for a final analysis and requested relevant authorities
to take appropriate steps. In this way the Tax Office can order audits in suspicious companies, but these
requests also include cases sent to the police for investigation. Therefore, in all the cases, law
enforcement agencies receive relevant and polished information

for further actions. In addition, the FIU conducts strategic analyses on general trends and typologies,
specific sectors, own performance and regional areas. These reports are then disseminated to the

supervisory authorities, the Ministry of Foreign Affairs, the reporting entities and the public. In this way,
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the FIU is supplementing the functionality of the AML/CTF model and follows the legally set

requirements.

Judging from the current intelligence sharing procedures, the information flow within the Finnish
AML/CTF model is structured in efficient way to gather information from the private and public sectors,
remove unnecessary obstacle in analysis and reach relevant authorities. However, FATF analysis has

outlined several issues in the cooperation between the officials what would be introduced in the next part.

FATF assessment of effectiveness in intelligence sharing

The FATF mutual evaluations are done by the group of experts coming from the other member states.
The information is gathered through the questioners that are sent to national authorities, on-site interviews
with AML/CTF representatives in various fields, national risk assessments and legal documents, relevant
statistics and international reports on a country of interest. Consequently, gathered material is then
evaluated across the FATF recommendations and international requirements for an exemplary AML/CTF
system. However, reviewed documents and detailed analysis of problematic spots are not always
specified in publicly available reports. Therefore, in exception of technical elements such as functions of
the system and intelligence sharing, the outcomes of FATF report are difficult to verify as they include
confidential information. Nevertheless, these outcomes and recommendations can provide guidance for a
discussion on the identified problems. In general, Finnish AML/CTF have received mostly positive
feedback from the evaluation committee. Some comments and suggestions for improvement were
introduced for national policies, preventive measure, cooperation and supervision. At the same time many
of the recommendations and gaps overlap with each other and improvement of one element can influence

on several others.

Main points on intelligence sharing from the report relates to the cooperation side between the competent
authorities and the FIU. As part of the assessment of the Finnish legal systems, the intelligence
cooperation in financial intelligence and investigative activities have received a good mark and no
significant gaps were identified by the assessors. Nevertheless, FATF report raises two important issues
that are cooperation between the FIU with the supervisory authorities and the local police departments.
Regarding the supervisors, FATF outlines that the dissemination of strategic reports from the FIU is
taking place only between the FIU and the Financial Supervisory Authority, therefore, leaving aside the
rest of the organisations. This finding is particularity problematic from the perspective of the functionality
of the AML/CTF model, as without the comprehensive strategic updates, the supervising authorities are

not fully able to upkeep the grasp of changing trends and developments in their respective fields of
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supervision. In this way, the reporting entities are not being properly guided, what can influence on the
amount and quality of the reports going back to the FIU. Nevertheless, FATF emphasize that situation is
going to change with the new legislation, which will allow the FIU share the reports in more effective

way.

In relation to the cooperation between the local police departments and the FIU, FATF has reached a
conclusion that it is not sufficient enough and requires further improvement. The local police and the FIU
are cooperating with each other on an ad-hoc basis as the information has to be requested from the FIU or
it is disseminated in occasional way. Therefore, by looking at the number of ML investigations and how
many of them relied on the FIU assistance, FATF points out that during the last three years (2015-2017)
the share was not more than 40% (2016). In 2017 the percentage fell as low as 15% (only 34 out of 446)
of cases that were relying on the FIU’s information. In additional, the total figure of all the ML
investigations and the FIU intelligence share is even less, coming to only 15% in 2015 and decreasing to
10% in 2017. This finding indicates that there is a gap in cooperation that can undermine the effectiveness
of the AML/CTF and decrease the level of crime prevention in general. Criminal actors can more easily
remain uncovered and investigations can take more time. Nevertheless, the only explanation provided by
FATF is that possibly police officers are not well aware of the FIU functions. In this regard, this research
aims to analyse the problem more detailly and provide potential explanation of underlying reasons for

efficient cooperation.
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Chapter 4: Analysis

Target-Oriented vs Outcome Oriented Approach

The FATF assessment methodology of effectiveness of an AML/CTF models uses national statistics as a
main indicator of successful implementation of international AML/CTF standards and suitability of
various elements in the system. By looking at the ML/TF convictions or opened investigations, it is
possible to analyse the effectiveness of prosecution offices. In addition, Number of requests for
cooperation and provided reports for ongoing investigations can help to evaluate the level of cooperation
between various authorities. Also, court decisions on confiscation and freezing can outline how quickly
can authorities react on ML/TF cases. Those are just few examples and other sources are
comprehensively used in FATF analyses, but statistics remain in the central role. Moreover, the statistical
analysis makes it possible to identify the gaps in the system and influencing reasons behind them. In case
of Finnish financial intelligence cooperation and dissemination of information by the FIU, FATF reaches
a conclusion that communication of the FIU with the supervising authorities and the local police
departments requires further improvement. Concluding from the argument outlined above, the author of
this research agrees that it is problematic that many supervising authorities are left without the strategic
reports and decides to leave this question out of the scope of the analysis. However, the researcher
believes that FATF conclusion that — “some police officers are not well aware of the work of the FIU and
therefore are not using it to its full potential” (FATF 2019a, p. 60) — is not satisfactory and does not
provide proper explanation. This conclusion seems to base on a prompt assumption with the only
reference to the number of cases and the FIU officials, who underlined the moderate level of requests
coming from the local police. Therefore, FATF concludes that “this fact might explain the modest overall

share of ML investigations where financial intelligence was used” (Ibid)

This dissertation does not question the experience of the FIU officials and agree that the lack of
knowledge of the work of the FIU might be an issue within the ranks of the police forces. Nevertheless,
this work offers to approach the question from a slightly different perspective and analyse what other
factors can potentially influence on efficiency and, therefore, effectiveness of cooperation. Contrary to the
FATF outcome-oriented approach, it is aimed to analyse the issue from a broader perspective and
incorporate the intelligence needs of the local police departments as a part of the larger crime and
terrorism prevention. In this way, it is expected to answer the questions and understand: 1. why the police
departments are not always using financial intelligence products of the FIU? 2. what factors influence on
cooperation? 3. are cooperation and intelligence sharing actually inefficient? 4. what could be potentially

improved? Therefore, this analysis will supplement the FATF report by setting its findings in alternative
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lenses of inquiry. To begin with analysis of the intelligence needs it is decided to apply the framework of
“target-centric approach” developed by Robert M. Clark (2013) to evaluate the relationship between the
intelligence product consumers (local police) and intelligence collectors (FIU) within the linear structure
of AML/CTF. The reason for this choice is that the traditional framework of intelligence cycle is oriented
on policymakers (consumers) and hierarchical structures. However, crime and terrorism prevention
include multiple consumers operating on the same objectives and therefore require structuring their

intelligence collection and exchange in an auxiliary way.

Intelligence cycle in traditional framework starts from the needs of policy-makers that are then transferred
to intelligence agencies planning and direction for collection activities. The objectives are distributed to
intelligence collectors for information gathering. At the stage of processing intelligence agencies filter out
all the relevant information and send it further for analysis. Finally, the polished intelligence product

returns to the policymakers to support the decision-making process.

Figure 2: traditional intelligence cycle (Clark 2013, p.72)

As an alternative to traditional framework, Clark has offered a “Target Centred View” that aims “to
construct a shared picture of the target, from which all participants can extract the elements they need to
do their jobs and to which all can contribute from their resources or knowledge, so as to create a more
accurate target picture” (2013, p. 81). Clark’s original idea is that this form of thinking is more suitable
for tactical and operational level, where rapid decisions have to be constantly made. Therefore, for
example, geographically separated law enforcement agencies working on a same target (drug dealer) can
contribute in coordinated investigation by providing physical surveillance on one side and
communications intelligence on the other. Both of the LEAs can be interchangeably in roles of collectors
and customers depending on the situation and the set objectives. In this way, the target-centric approach
brings together all the relevant stakeholders, which have a shared knowledge of a target. This also

provides opportunities to guide intelligence gathering and dissemination in more precise way, starting
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from the gaps in knowledge of a consumer that are then filled by the collectors and vice versa. Shared
knowledge promotes the ability of analysts to proactively identify the needs of information and obtain it

from relevant sources as well as obtain the details from customers themselves.

Needs, Analysis: gaps,

/ new information requirements \
Problem Information
{customers] sources

\ (collectors)

Analysis: answers,

. G New information
actionable intelligence

Figure 3: a target-centred intelligence cycle (Clark 2013, p. 83)

Coming back to the AML/CTF models and financial intelligence sharing, it can be therefore be concluded
that — by setting the investigative authorities in a place of consumers and the FIU in a role of an analyst
working together on the same objectives of ML/TF and terrorism/crime prevention — it is possible to
broadly assess the flow of information between the organisations. With the large access to databases
(including the police) and the reporting entities as collectors, the FIU’s function is purely analytical and
supportive for criminal investigations. It also has to notify the security agencies in case of a new criminal
case, relevant information, or unclear and suspicious leads. In addition, a target for consumers, analysts
and collectors is an individual or any organisation which tries to disguise origin of illicit money and/or
move, raise and provide funds for terrorist purposes. By taking this approach in next chapter, it will be

tried to analyse why financial intelligence is not always used by the local police departments.

Why Not to Use Financial Intelligence?

Within the Finnish national security structure and AML/CTF more specifically there are three central
players with investigative powers — the Security Intelligence Service, the National Bureau of

Investigations and the local police departments. This is not to say that Customs or the Border Guard are
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less relevant but to emphasise the responsibility and powers to bring criminals and terrorists to justice.
Although the Border Guard and Customs have some investigative powers on money laundering cases,
eventually all the criminal investigations are done by the police for further prosecution and arrests, if
necessary. Therefore, in case of crime and terrorism prevention, also other government organisations fall
into the role of supportive collectors and analysts. the SIS, the NBI and the police departments are
therefore the main intelligence consumers. At the same time, also the consumers have to grant access to

information in their possession to each other and analysts to various extent.

In the context of intelligence needs, a broad concept of “crime and terrorism prevention” is not helpful
and requires further breakdown to see who is doing what and what is needed. The National Counter
Terrorism Strategy (Sisdministerid 2018) set four strategic objectives, which are “prevention”, “incident
management”, “combating” and ‘“detection” of terrorist activities. While prevention and incident
management concentrate on “de-radicalisation” and societal preparedness for serious incidents, detection
and combating directly relate to the work of the security agencies. Form the three investigative
authorities, terrorism detection and combating fall into the scope of responsibilities of the Security
Intelligence Service and National Bureau of Investigation. The SIS is responsible for counter intelligence
and terrorism, regional surveillance and security clearance. But with new legislation in 2019 (SUPO
2019), the SIS powers also include “digital services” (comint), foreign intelligence and information
gathering. The SIS is then responsible for monitoring the terrorist suspects and intelligence sharing home
and abroad. On the other hand, the NBI’s main tasks are to “combat international, organised, professional,
financial and other serious crime” (Suomen Poliisi 2019) nationwide. The NBI is also conducting
investigations on terrorist suspects and maintain close relationship with the SIS through liaison persons
(FATF 2019a, p. 56).

29 ¢

Finland has 11 police departments with main tasks of “license services”, “maintaining public safety and
security”, “crime prevention” and “traffic security” (Suomen Poliisi 2019). More precisely, the local
police share its part in organised crime prevention and adopts a “follow the money” approach. The
“Police Strategy” document (Suomen Poliisi 2017) outlines among others two important objectives of
police activities in form of “promotion of security” and “crime prevention”. The promotion of security
includes tasks to prioritising and upkeeping central functions in crime prevention, utilisation of digital
sources in intelligence-led approach, and establish cooperation in accordance to the needs and security
environment in the area of monitoring. In crime prevention, the emphasis is on the improvement of
criminal investigation processes, serious crime prevention with a focus on international developments,

and improvement of cyber-crime prevention techniques. The police departments cooperate with each

other, the NBI and maintain relationship to their counterparts internationally. The Security Intelligence
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Service emphasises that it works in close cooperation with the local police as for example on surveillance
of potential suspects with terrorist connections (SUPO 2018). However, the author estimates that the local
police departments are in a supplementary role and have no access or need for the TF intelligence

information coming from the FIU.

Judging from the general objectives and specific responsibilities of the security agencies, it is possible to
identify that they cover a wide range of illicit activity and their tasks partially overlap between the
organisations. Therefore, in order to meet the strategic objectives and cover operational needs, the
security professional require wide source of information. From an ML/TF perspective, required financial
information relates to terrorist activity (SIS and NBI) and serious corruption, market abuse and financial
crimes, and money laundering (the NBI). At the same time, money laundering and financial crimes are
also in the scope of the local police departments as part of the “grey economy” and organised crime
prevention. Moreover, from the “reactive” and “proactive” approaches this information should serve to
identify and investigate the crimes that already happened (reactive) and prevention of new ones from
happening (proactive). Therefore, the FIU is in a central position to provide quality intelligence product

coming from the financial sector.

During this analysis it was possible to identify three problematic spots that potentially influence on the
level of cooperation between the local police and the FIU. Those are — access to data, other intelligence
channels and differing objectives between the security agencies. All of the mentioned gaps are
interrelated and improvement of one might fix the other. The access to data is the first identified issue,
which might have negative impact on direct police/FIU cooperation. The FIU has a wide access to
databases and receives a wide variety of reports coming from the private and public sources. In this way,
the FIU has an ability to obtain a comprehensive understanding of a target individual, network, or
organisation and their illicit activities. By cross-checking the received information, the FIU is able to
evaluate whether this information relates to an ongoing investigation or a new crime and terrorist activity.
After careful analysis, the information is then disseminated to the relevant authorities. Nevertheless, part
of the arriving information and “money-laundering” register is only available to the FIU and is out of the
reach of the police forces. As identified by FATF, “STRs” and “threshold reports™ are not available to the

police and information is granted only by request.

This setting is particularly problematic from the “target-centric” approach. Limited access to information
sets the LEAs and the FIU on different levels of knowledge, what also means that the analysts and
consumers have different view and understanding of the target(s). While analysts may identify the dots

between a transaction and predicate crime/terrorist activity and send this information further, the FATF
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report outlines that the support of ongoing investigations of the local police is occasional in nature.
Therefore, information will not be consumed until requested. At the same time, the requirement to request
information is problematic due to the limited knowledge what information is available, if anything. Lack
of a comprehensive picture of a target and therefore understanding of the needs may increase the
threshold for cooperation. Moreover, the FIU and the NBI can request additional information from all the
reporting entities but there is no clear description what powers are in possession of the local police.
Conclusively, because of the delays in dissemination, the intelligence product might lose its relevancy

and usability.

On the other hand, in the wide structure of national security and AML/CTF network, the intelligence
consumers are not limited only to one analyst and can even avoid this step by interacting directly with the
collectors. The SIS, the NBI and the police departments have their own units of analysis and instruments
for intelligence collection. In addition, access to financial information varies to an extent between the
three and includes similar databases and collectors in possession of the FIU. For example, from the listed
registers (see previous chapter) available to the FIU, at least 80% are also in use within the police forces.
This observation is supported by the objectives set in the national guiding documents, tasks related to the
security services, forms of cooperation (will be discussed below), and other information in personal
possession. Moreover, according to the FATF report, compliance reports and cross-border cash
movement declarations are directly available to the law enforcement agencies. Judging from the available
access of data and collectors, the LEAs and more specifically the police departments are able to an extent
independently fill the gaps in their knowledge about the target(s). In addition, mutually available
collectors can contribute directly to the investigations and intelligence efforts. Therefore, the main
intelligence consumers are not always dependent on the FIU, what again can decrease the level of

cooperation as there are less gaps to fill in financial dimension.

The access to data and relevant information also relates to various forms of intelligence channels between
the intelligence consumers themselves. In the flat “target-centric” intelligence cycle, consumers can also
become analysts and collectors or combine multiple roles at the same time. In a complex national security
environment, various cooperation arrangements are becoming more relevant and take place in bi-lateral
and multilateral partnerships beyond and across national and international organisations. Finnish
authorities extensively cooperate through international organisations of Interpol and Europol, as well as
have established connections with the Nordic countries and Russia, for example. Most importantly there
is a sing of healthy cooperation between the national security services as for instance in the so-called
“PTR-cooperation” (Suomen Poliisi 2019, p. 26). Coming from the letters of three founding organisations

in 2004 — Police, Customs (Tulli) and Border Guard (Rajavartiolaitos) — PTR partnership aims to
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maintain a real time situational awareness through the PTR centre for criminal intelligence and “sea, land
and air traffic” special units. Later in the process, the NBI has joined the partnership and it is now leading
the PTR centre for criminal intelligence. Conclusively, cooperation activities promote the emergence of
new channels for flow of intelligence and additional contribution to the target orientation. Therefore, the
intelligence consumers can directly share their knowledge and outflank unnecessary interaction with
analysts (e.g. the FIU). This can also help to avoid restrictions of access to data as in case of formalities in
requests to the FIU. Being part of the NBI and having few of its officer on part-time seconded positions
within the Bureau (FATF 2019, p. 60), the FIU’s information is easily available to other units. At the

same time this information can be shared further to the local police through the PTR or on a bi-later basis.

Finally, the security agencies have different tasks and objectives set to their fields of responsibilities.
While financial crimes and ‘“grey economy” certainly remain at the centre of objective for law
enforcement, money laundering related to other predicate crimes might receive less attention. This is for
the reason that the Finnish AML/CTF does not prosecute self-launderers and TF charges are not
applicable to the convicted terrorists. Therefore, predicate crimes themselves plays more important role in
crime prevention. Although assisting ML individual or terrorist sympathisers are in the scope of criminal
investigations and prosecution, they cannot be sentenced before a predicate crime or terrorist activity are
clearly identified. Moreover, the security agencies conduct investigations on other crimes and apply
multiple techniques for intelligence collection. Obtained pieces of information from communication
intelligence, human sources, home searches and digital devices can equally provide information on illicit
money and financial assets. In this way, the intelligence consumers are themselves able to identify the
needs of intelligence product on a target(s) and satisfy them through their own collection activities. In
addition, from a strategic point of view, the FIU conducts various strategic reports and disseminate them
to relevant organisations. The FATF report mentions only the supervising authorities but emphasises that,
due to the changing secrecy law, the FIU will be able to share them more widely. Although it is not clear
if the police departments get access to the reports, it is possible to assume that the NBI is included in

dissemination and at least indirectly contributes to the shared knowledge of operational environment.

Nevertheless, few issues may arise from insufficient use of the FIU knowledge. First, collection of an
information by the local police may take more time, while it is already available in form of a final
intelligence product on request. Therefore, available resources could be put in more important use and
decrease time of criminal investigations, which already have enormous length as in case of financial
crimes (Koivisto 2017, p. 23). Second, intelligence information arrives through many channels in
different form and shape, and its analysis might lead to various outcomes than in the FIU reports. A

possible lack of expertise within the local police and different access to data pose a risk of misinterpreting

50



information or leaving aside an important lead. In addition to the problems with time and resources, this
issue is even more important as it means that some crimes or illicit activity may stay uncovered. Third, in
terms of reactive and proactive crime prevention, a lack of efficient communication between the FIU and
the local police (and LEAs in general) could mean that the investigative authority will lose part of their
capability in both dimensions. Terrorist or criminal cells can remain active after being uncovered and try
various ways to move their money around. In this way disconnecting the whole structure of collectors
(reporting entities) and analyst (the FIU) will remove important red flags and indicators for the

investigators.

In conclusion, as a result of the analysis, the target-oriented approach demonstrates well that national
statistics do not necessary reveal the underlying reasons behind the “effectiveness” of cooperation
between the organisations in AML/CTF but also in a broader security network. Although numbers can
outline the problematics spots and shifts in the AML/CTF structure — as in case with decrease/increase in
reporting figures or lack of reports in some particular fields — it is necessary to put these findings in a
broader perspective. Therefore, a moderate number of requests from the local police to the FIU can hide
in other sources of intelligence, forms of cooperation, and intelligence needs. Moreover, there is no clear
limit as to what should be considered as a sufficient amount of requests. If an aim is to use the knowledge
of the FIU in all the criminal investigations, then what should be done if a piece of necessary information
is already obtained? Or there is no need to gather additional data? In this way, this procedure will
unnecessarily spend the resources of the FIU with only slightly more than 20 officers and a large amount
of incoming material. Nevertheless, the operational level and issues lead to another important question:

what other structures can influence on intelligence sharing?

Financial Intelligence Sharing and Structural Factors

In the previous discussion, it was aimed to identify the main channels of intelligence information and
operational issues, which might potentially influence on efficiency and effectiveness of flow of financial
intelligence between the local police and the FIU. Nevertheless, flow of information and existing
channels do not outline the whole picture of intelligence cooperation as national security structures can
have various obstacles, which prevent and influence on effective intelligence sharing. The evaluation
theories of network analysis and inter-organisational cooperation have developed a range of perspectives
on internal and external factors, by looking at outcomes, processes and structure (Provan and Sydow
2009). As a result, various issues of competition, secrecy, trust, interests and power were outlined in

different forms of partnership and models. Iztok Prezelj (2014, p. 327) writes that among others
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“cooperation evolves according to the perceived threats, needs, opportunities, and inter-organisational
chemistry”. This statement indicates that there are no single methods of analysis and different networks
include different factors, and therefore will lead to diverse conclusions. Results of an analysis depend on
whether a researcher looks at organisations, individuals, or structure, and apply “bottom to up” or “up to
bottom” perspective (Provan and Sydow 2009). However, while people shape organisations, it is
organisations which guide individual’s behaviour and structure which determines the types of partnership.

Therefore, it might be even more important to look at the external factors.

Regarding the cooperation matters between the FIU and the police departments, this part of the work aims
to address how structural settings in national security and AML/CTF influence on cooperation, and what
consequences does it have for previously discussed flows of information. In this way, the goal is to
identify potential obstacles in the system in order to discuss efficiency questions in the following part. By
structure it is meant the specific arrangements between the security organisations to meet the objectives
and requirements. These arrangements include location of the FIU, shared responsibilities, and
management or coordination of the cooperation efforts. In the assumption of this research, these three
external factors play a key role in formation of working AML/CTF models as they determine the level of
tensions, clashes of interests and achievement of mutual goals. The objectives are still the same. and they
are crime prevention and investigation as well as identification of money laundering. Terrorist financing
is excluded for the reason that in counter-terrorism investigations the FIU cooperates mostly with the SIS

and the NBI.

Starting from the location of the FIU, it is within reach to notice that there are certain strengths and
limitations. As a part of the NBI, the FIU is a law enforcement type of financial intelligence gatherers and
therefore can effectively supplement the work of the LEAs. It has access to the criminal intelligence and
can disseminate suitable reports for criminal investigations. Consequently, the FIU is a part of a network
of security agencies what also increase a level of trust, precision of information and dialogue between the
agencies, and promote mutual understanding of shared objectives. However, although the FIU is
established as an independent body, its physical presence at the premises of the NBI might create
obstacles to various extent. In simple terms, while being a part of law enforcement network, the FIU is
separated from the local police departments and their interaction is limited and take place on an ad-hoc
basis. The officers from the FIU rotate between the positions within the NBI and also have direct access
to the liaison person from the SIS. At the same time, physical distance from the police departments
decrease the level of personal connection and upkeep the formal format for intelligence sharing.
Therefore, formal requests and occasional dissemination of information to the local police prevent the

organisations from developing a lasting relationship and incorporate processes of intelligence sharing in a
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more unfired way. This setting forms a problem mostly on a side of the local police and arguably might

leave it without financial intelligence information. The FIU still has access to information for its analyses.

On the other hand, the location of the FIU raises the issues of secrecy, trust and competition coming from
the shared responsibilities. Even as an individual body, the FIU is still required by law to provide
assessments of its performance to the board of the NBI (Act 445/2017). Therefore, the FIU is partially
under control of the Bureau, which can then use it in accordance to own interests. This is for the reason
that the local police departments and the NBI have overlapping functions in prevention of organised and
financial crimes as well as money laundering. In this way, there is a danger of growing competition and
limited intelligence sharing between the organisation, which can try to promote and keep information
mostly to their own units. In this way, the FIU will be perceived as an integral part of the competing
agency, what also partially fits with the FATF conclusion that the police officers “are not well aware of
the FIU’s functions”. The growing competition can then influence on the level of trust between the FIU
and the local police, and influence on wider secrecy measures on one side or another. Judging from
statistic, it is hard to measure the level of trust, but still relevant scandals related to the senior officer from
the drug enforcement unit of the Helsinki Police Department (Happonen 2019) will unavoidably have an
impact on forms of cooperation of the local police with the NBI. During the mutual investigation on the
international drug trade network, the leading officer from the HPD was himself involved in the criminal

network and mislead the investigation by various means.

The issues of trust, competition and secrecy can be solved with the proper supervision of the cooperating
authorities. In the Finnish AML/CTF model, a general coordination of mutual efforts between the
AML/CTF related organization is done by the Ministry of Interior. On the Ministry’s website
(Sisaministerié 2019) it is stated that this coordination “involves all the competent authorities as it is
defined in the act on Preventing of Money Laundering and Terrorist Financing”. However, the act
(444/2017) itself does not provide a proper definition of the competent authorities and it remains unclear,
which organisations are actually included in the supervisory framework. While there is a good level of
supervisory coverage by the authorities over the reporting entities, this research estimates that there is no
permanent coordinating body for direct cooperation between the FIU and the local police. On the other
hand, the Finnish Police Forces are under the control of the National Police Board, which is responsible
for guidance, planning, development and supervision of the LEAs (Suomen Poliisi 2019). It also decides
on cooperation between the LEAs including the National Bureau of Investigations, what can more
actively promote the involvement of the FIU in the police work. However, as the FIU is an independent
organisation, the guidance of the unit through the broader framework of law enforcement cooperation

leads back to the problem of competition between the LEAs and shifting the FIU towards tighter control
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of the NBI. In this way, without the proper guidance, the local police and the FIU have to build their

relationship independently. This in turn can lead to even more inefficient level of communication.

Finally, — in light of a wider national security structure, information channels, intelligence needs and
potential structural obstacles — it is possible to conclude that the FIU/local police intelligence sharing is
not build on a lasting foundation, and interaction take place only in case of colliding objectives of the
local police or legally required dissemination of intelligence by the FIU. Therefore, the type of
partnership is ad-hoc in nature and it is a potential gap in the Finnish AML/CTF model. Structural factors
create an additional negative influence on already discussed access to data, intelligence channels and flow
of information more broadly. The main problem is that, combined together, the whole discussion lead to a
conclusion that there is possibility of interruptions in intelligence sharing between the local police and the
FIU, and this conclusion is consistent with the FATF report. However, contrary to FATF, the analysis in
this work outlined more broader set of issues than the lack of sufficient knowledge of the FIU within the

ranks of the police.

Is Intelligence Sharing Actually Inefficient?

At the beginning of the research project, a range of objectives were set to answer the question: how
efficient is the flow of information and cooperation between the local police departments and the
financial intelligence unit? In this way, the research question includes two interrelated but still separate
parts of “information flows” and “cooperation”. In addition, these parts are approached from the lenses of
efficiency instead of effectiveness. According to the Oxford Learner’s Dictionary (2019), efficiency
means “the quality of doing something well with no waste of time or money”. In this way, efficiency
relates to aims of an organisation to achieve more objectives with less input of resources. On the other
hand, effectiveness means “the fact of producing the result that is wanted or intended” (Ibid) and,
therefore, it is clearly output oriented. As with intelligence channels and cooperation, effectiveness and
efficiency are closely interconnected. Therefore, the aim of the work were to supplement the FATF report

and go deeper into the process and structure.

In regard to flow of information, the definition of efficiency underlines the needs of uninterrupted flow of
intelligence between the FIU and the local police for successful criminal investigations of ML/TF and
other crimes more broadly. Based on the previous analysis, it is estimated that in a broader national
security structure, the flow of intelligence is efficient and is able to satisfy the requirements of the police
and close the gaps in knowledge. A wide access to databases, other sources of information, and

cooperation with partially the same intelligence collecting and analysing organisations, which are
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available to the FIU, the local police is able to fulfil its tasks. Therefore, there is no significant threat to
crime prevention capabilities and pressure to request the information from the FIU. However, the FIU is
still a valuable source of intelligence with relevant expertise and a wide reach over the reporting entities.
From this perspective, — due to potential negative impact on the length of investigations and decrease of
proactive/reactive capabilities — the maintenance of FIU/local police communication is still necessary.
Here, this dissertation concludes that the direct intelligence sharing between the FIU and the police

departments is less efficient or might even reach a level of “inefficient”, depending on the perspective.

The FATF identified that over the period of three years (2015-2017) the LEAs have utilised only 10-20%
(2015:15%, 2016:20%, 2017:10%) available of the available FIU intelligence in the total amount of
ML/TF investigations. The report provides a table with statistics of ML investigations braked by the
aggravated, no aggravated and other money laundering offences. However, it is not clearly stated how
many of the cases were led by the local police and how many by the NBI. But in light of the percentage,
figures still emphasise the low amount of requests. Taking into account that the FIU is in close day-to-day
cooperation with the NBI, these statistics might be even lower for the local police. Altogether, including
the statistical outcomes, structural obstacles, and processes this work reaches a paradoxical challenge of
what influence on what. Numbers indicate low cooperation, operational arrangements demonstrate good
level of available information, but structure can again limit intelligence sharing and cooperation.
Therefore, there is no clear answer of effectiveness and efficiency in a wider network. However, by
concentrating on the main research question, the local police departments and the FIU, this dissertation

concludes that cooperation between the two is not satisfactory.

The access to databases, other intelligence channels and cooperation, or even more importantly structural
factors do not improve the efficiency of intelligence sharing of the organisations under study. Judging
from this, out of all the possible options, the final conclusion is that the main issue for effective/efficient
intelligence sharing and cooperation is the current formal or restricted way of exchanging information.
Coming back to the “target-centric” approach, the requirement to fill the request to the FIU or occasional
dissemination of information prevent the organisations from developing a real-time shared knowledge of
a target (criminals). This poses a problem on the both sides. Although the FIU is legally required to
analyse and send intelligence products to the security agencies, this mostly happens in case if a new lead
emerges while there is an ongoing investigation, or a suspicious case is being escalated and sent further.
But what happens if a criminal investigation is initiated by the local police around the financial
intelligence unit? As a result, a raw intelligence information in possession of the FIU will not be analysed
and consequently disseminated. On the other hand, the local police is not aware of the available

intelligence data and will not be able to independently identify the gaps for further request.
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Recommendations

The final conclusion that the FIU and the local police departments is undermined by the insufficient
current process of intelligence sharing is also to an extent consistent with the FATF report. The potential
lack of knowledge of the work of the FIU can be reasonably explained by low amounts of intelligence
requests. This is for the reason that the FIU is required to provide intelligence reports but is not able to do
that proactively for all the investigations. Therefore, one of the possible recommendations is to promote
knowledge and encourage the police to fill the requests more actively. In this way, shared knowledge will
be constantly updated, and the gaps will be filled on a timely basis. This should be done by the more
active engagement of the FIU with the local departments. At the same time, the automatization of the
request procedures poses a risk of unnecessary requests and unnecessary spending of the resources of the
FIU. But this again can be solved by the natural and documented formulation of guidelines. Another
option would be expanding the access of the police to the FIU information or notification procedures of
newly initiated ML/TF investigations. The FIU has a direct access to the police systems and filter out the
incoming information. In this way, information would effectively circulate between the FIU and the local

police as well as again promote knowledge of the LEA officers.

Theoretical Considerations and Further Research

This research approached the question of efficient intelligence sharing and cooperation within the Finnish
AML/CTF model. In order to analyse, understand and identify the potential problems, it was decided to
apply a framework of “target-centric” intelligence and go through the operational issues between the local
police departments and the financial intelligence unit. Therefore, the perspective was on the availability,
flows, restrictions and channels of financial intelligence in a wider security network. The security
organisations were interchangeably set in roles of intelligence consumers, collectors and analysts to
identify the needs and requirements of the ones under study. Further, based on the discussion, structural
obstacles for intelligence sharing were also considered. However, this research does not aim to provide a
comprehensive explanation of all the potential factors, therefore, leaving aside individual and
organisational aspects. Due to the bureaucratic challenges, the author of this work was not able to conduct
interviews with the Finnish security professionals and expand this research more detailly on influential
internal factors within and between the organisations. Therefore, further research is required on the
National Bureau of Investigation, police departments individually, and national security network more
widely. In this way, it would be possible to supplement the identified findings and put them into

alternative perspective.
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Conclusion

Over the last 30 years, the international AML/CTF standards have witnessed a rapid improvement to
counter money laundering and terrorist financing, as well as related illicit behaviour. The scope of
international and national AML/CTF regimes include a wide range of predicate crimes and sophisticated
techniques for the crime and terrorism prevention. The international organisations, regional bodies and
national states are constantly adapting their tactics and strategies to promptly changing criminal activity,
and aim to improve all the aspects of this challenging work. Although, a lot of improvements have been
achieved, the question of enormously large flows of illicit funds is far from being resolved. Terrorist and
criminal actors adopt their methods in order to remain discrete and avoid attention of the law enforcement
and intelligence agencies. In this way, criminal activity aims to take advantage of possible gaps in the
AML/CTF structures and financial sectors more widely. Therefore, it is significantly important to
integrate the AML/CTF procedures into the wide national security structures. At the same time, constant
assessment of the AML/CTF is required to identify its weak points and take appropriate actions. This
notion is especially relevant to intelligence sharing and cooperation between the financial intelligence
units and law enforcement agencies. Criminal investigations require a wide range of intelligence
information and, as it was demonstrated in this research, potential interruptions in information exchange
might lead to negative consequences. Therefore, constant connections and effective cooperation between

the law enforcement agencies and the financial intelligence units is required to be maintained further.
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