Abstract

The Master’s Thesis named “Testing the applicability of hacker typologies and models: A
comparative case study of Fancy Bear and The Shadow Brokers” focuses on different
categorization techniques of hacker groups. It explains how hackers are studied in the field of
social sciences and theoretical and practical cyber security. The thesis aims to test the
disciplines and applicability of their typologies and models on two cases — The Shadow Brokers
and Fancy Bear, hacker groups representing a novel type of threat actor. Firstly, the theoretical
section focuses on explaining typologies and models while also representing the trends and
evolution of research on hackers. Secondly, a practical part of the thesis picks a few frameworks
to be tested via the two cases. After the testing, the virtues and shortcomings of the frameworks
are analysed, and the approaches of disciplines are compared. The practical part of the thesis
shows there is no unified approach to studying hacker groups and almost all previous ones are
not applicable to the two hacker groups cases. Therefore, based on the results, the dimensions
for a new typology are proposed with the objective of creating a stepping stone for an applicable

approach to studying hacker groups in security studies research.



