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Abstract 

This research aims to foster a better understanding among decision-makers 

regarding the potential of Open-Source Intelligence (OSINT) methods and tools to 

identify, follow, and compromise sensitive military activities based on their logistical 

footprint, including during overseas combat engagements. To facilitate this 

understanding, the research first discusses OSINT, the bread and butter of 

intelligence analysis and collection, from both the perspective of a secrecy spoiler 

and force multiplier, and in the context of the 21st century information environment. 

We then explore the issue of military logistics with historical, conceptual and 

applicative approaches, furthering the concept of Logistical Support Operations 

(LSOs) and fusing it with OSINT as an emerging nexus. With the OSINT-LSO nexus 

at the core of our theoretical framework, we affect understanding methodologically 

through a case study on the Syrian Civil War. Sectioned around three focal points 

(i.e. Intelligence on Enemy Force Deployment: Russian order of battle in Syria; 

Forecast: The Trilateral American-British-French Strike on Syria; and Battle Damage 

Assessment: Israeli Air Force covert raids on Iran in Syria), this case study shows 

how OSINT platforms or independent analysts have managed to produce the 

aforementioned intelligence products that rivalled their covert governmental 

counterparts at times. As OSINT techniques and methods will increasingly proliferate 

and refine, it is important to draw awareness and produce literature over its nexus 

with LSOs and potential impact on military operations security (OPSEC) and combat 

force protection.  
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1. Introduction  

 

We are living in the golden age of Open-Source Intelligence (OSINT). Massive data 

proliferation, growing software accessibility and a rapidly enlarging world wide web 

community have strengthened the potential of open sources. As the information age 

overhauled all aspects of human interaction, intelligence has also been affected. 

Rooted in World War II, OSINT has come a long way from translating foreign 

newspapers. Today, using adequate tools and online channels, OSINT allows us to 

tune into military conflicts, observe ongoing air strikes, follow tank deployments or 

survey a country’s air defences. While OSINT is often considered the “bread and 

butter” of intelligence analysis and widely viewed as a force multiplier, few 

researchers have paid attention to the negative consequences of OSINT. While most 

scholarly work has focused on conceptualizing OSINT, what it is and what it is not, 

there is also mentionable pool of literature dealing with the ever-growing capabilities 

of OSINT. However, very few studies have pointed out that OSINT has also 

produced a boomerang effect and, moreover, even fewer scholars have produced 

applicative demonstrations of what OSINT can do (and how).   

 

Intelligence organizations and defence organizations cannot continue to enjoy the 

spoils of OSINT, without being prepared to counter it. The main sector, in which 

governments fail to maintain operations security, is in the military logistics 

department. Due to their large footprint as well as distribution-oriented and multi-

party process, military logistics or “logistical support operations” (Kress 2002, 7-12) 

can be incredibly revealing for military activities abroad. The literature on this topic is 

also sparse. There is a wide consensus among scholars that, overall, military 

logistics is largely ignored within the field of strategic studies. The few authors that 

engage with the topic have approached it either from a historical perspective (i.e. 

review of the logistical process behind big battles) or a conceptual one (i.e. theory). 

The small body of practice-oriented literature is mostly produced by military forces 

with a view to instructing their servicemen in their respective national doctrine, field 

procedures and tactics (i.e. doctrine papers or field manuals).  
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The Syrian Civil War is a particularly suitable case study in this regard. It is not only 

one the most documented wars in history, but also uniquely followed via open-

sources and with a near real-time awareness. Many argue that the Syrian conflict is 

the first social media war (Doucet 2018, 142). Given the myriad of armed forces 

involved in the conflict and the media attention received, the Syrian Civil War is an 

optimal test range for OSINT techniques and tools. To both show the efficiency of 

OSINT in action and profit from the conflict’s unique characteristics, the case study is 

divided in three focal points. Each focal point is based on a different geographical 

and operational area of the conflict that follows unique military engagements. The 

case study demonstrates that OSINT methods and tools can be very efficient in 

following military forces engaged in diverse mission profiles throughout a given 

conflict (i.e. Syrian Civil War), by deliberately targeting their logistical footprint.  

 

2. Theoretical Background 

 

The following section introduces the concepts of Open-Source Intelligence (OSINT) 

and military logistics. While vital for facilitating and understanding the case study 

section, the OSINT-military-logistics-nexus is virtually absent from intelligence and 

strategic studies. The OSINT sub-section discusses in depth the academic and 

professional debates surrounding the concept, addressing definitions as well as the 

role and consequences of OSINT. Moreover, this section showcases selected OSINT 

online tools by descriptive means and examples, drawing attention to how accessible 

and efficient they have become.  

 

In stark contrast with OSINT, the issue of military logistics does not enjoy such a rich 

literature and scholarly coverage. With the help of historical, doctrinal and a limited 

number of academic texts, the military logistics subsections addresses the basics 

and expands on the areas of interest for this dissertation, such as Logistical Support 

Operations (LSO), logistics network models, and lines of communication. This 

subsection aims to emphasize the importance of background knowledge and 

research in the analytical process. Bearing in mind the lessons of OSINT, the 
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subsection ends with a demonstration of how increased subject matter know-how 

can significantly and easily boost the effectiveness of OSINT acquisition tools.  

 

2.1. Open-Source Intelligence (OSINT) 

 

The question of Open-Source Intelligence (OSINT) is central to this thesis. What 

OSINT is and is not remains subject of an ongoing debate between pragmatic, 

reflective and conciliatory perspectives. The common denominator among all parties 

is that OSINT is derived from publically available information and obtained through 

overt means. However, further down the road, analysts, decisionmakers, experts and 

scholars break consensus on some key issues. Does OSINT deserve the designation 

as a separate collection discipline (INT)? Is OSINT revolutionary for collection and 

analysis? Or is it just overhyped? And, ultimately, is OSINT even intelligence?  

 

2.1.1. What Is OSINT and Why Is It Important?  

 

Due to their pragmatic nature, governmental institutions, and particularly security, 

defence, and intelligence agencies, tend to have the most concise definitions of 

OSINT. For example, the United States Defense Intelligence Agency (DIA) views 

OSINT as a separate collection discipline and defines it as “intelligence produced 

from publicly available information that is collected, exploited, and disseminated in a 

timely manner to an appropriate audience for the purpose of addressing a specific 

intelligence requirement (DIA 2013, 46, original emphasis).” Likewise, the United 

States military views OSINT as the “the intelligence discipline that pertains to 

intelligence produced from publicly available information that is collected, exploited, 

and disseminated in a timely manner to an appropriate audience for the purpose of 

addressing a specific intelligence and information requirement” (US Department of 

the Army 2012, 1-2).   

 

Some scholars disagree, arguing that OSINT does not draw on covert means and 

sources to collect secret information – the inherent essence of intelligence – and 

therefore should not be considered as a separate discipline or part of the covert art at 
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all. Miller (2018), for example, proposes the term of Open-Source Information 

(OSINF), also existent in governmental use, as an “unmarketable and tardy 

compromise” (717).  Moreover, Michael Warner names “government intelligence” as 

the sole bearer of the task to produce intelligence. This restricts the intelligence term 

from being legitimately used by the many self-proclaimed OSINT non-governmental 

organizations (NGOs), media websites, and companies that emerged in the past 

decade. A significant part of OSINT work is nowadays conducted by non-

governmental personnel for public or commercial interests. While governmental 

intelligence often incorporates OSINT acquired from the press and other sources in 

their assessments, according to Scott & Jackson (2004), “these areas cannot 

reasonably be defined as intelligence activity” (142).  

 

However, there are mutiple middle ground perspectives. Former intelligence senior 

head and OSINT advocate Mark Lowenthal (2001) claims that OSINT should be 

viewed as a “facet of each of them [intelligence disciplines] and not an entirely 

separate discipline” (61). In a RAND report on second generation OSINT, Williams & 

Blum (2018) agree with Lowenthal’s (2001) assessment and furthermore argue that 

INTs should be seen as overlapping (7). A similar notion can be found in Mercado 

(2004), who points out that “the explosion of OSINT is transforming the world with the 

emergence of open versions of the cover arts of human intelligence (HUMINT), 

overhead imagery (IMINT) and signals intelligence (SIGINT).” This inherently renders 

OSINT easier, more affordable, and tempting for government agencies to exploit, 

therefore increasing OSINT’s legitimacy in the clandestine world.  

 

While the value of OSINT should not be exaggerated, it should also not be 

understated. Likewise, OSINT should not be viewed simply as a by-product of the 

high-tech information-rich 21st century. While the 2000s have refined and boosted its 

potential, OSINT’s coming-of-age occurred almost a century ago (at least in the 

Transatlantic community). The U.S. Office of Strategic Services (OSS), the CIA’s 

predecessor, has been exploiting open-sources since World War II. The OSS 

established an OSINT-driven institution, called the Foreign Broadcast Information 

Service (FBIS), tasked with collecting open-source information on Nazi Germany and 

later on the Soviet Union and Warsaw Pact members. Due to the Freedom of 

Information Act (FOIA), many FBIS assessments are now declassified and 
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accessible on the CIA website. The writing style, format, and language of the FBIS 

assessments is almost indistinguishable from covert-source declassified analyses 

(see for example CIA 1953; CIA 1985; CIA 1970). The FBIS was succeeded by the 

Director of National Intelligence’s Open Source Center in 2005.  

 

Beyond just acknowledging the concept, we know that the U.S. Special Operations 

Forces’ (SOF) community is also increasingly embracing the use of OSINT, since the 

U.S. Marine Corps pioneered it in the military in 1992. However, in relation with the 

OSINT debate, Steele (2004) argues in his Special Operations Forces Open Source 

Intelligence (OSINT) Handbook that “only when you combine analytic tradecraft - the 

proven process of intelligence – with the right sources – do you create OSINT” (4). 

Gruters & Gruters (2018) argue that, in the case of the Air Force, the U.S. 

Department of Defense (DOD) should attach OSINT squadrons to their Intelligence, 

Surveillance and Reconnaissance (ISR) groups (100). In a U.S. Joint Special 

Operations Command (JSOC) publication, Low (2018) furthermore argues that 

OSINT has even proven its value in denied unconventional warfare (UW) 

environments and that its exploitation should be enhanced (4). Draeger (2009) also 

states that “learning to use OSINT directly contributes to the Army’s fight for 

informational superiority” (39), explaining how “ad-hoc Army units successfully 

exploited OSINT in Afghanistan, Iraq and throughout the world (40).”  

 

By most estimates, 80 percent of U.S. intelligence is derived from open sources. In 

Hulnick’s (2002) words, OSINT is the “bread and butter” of intelligence analysis 

(566). There are several undeniable advantages that speak for the use of OSINT.  

 

First of all, OSINT is timely and fast, particularly in the golden age of information 

and communication technology. As of March 2019, over 4.3 billion people or 56 

percent of the world population have Internet access (Internet World Stats 2019) and 

a slightly higher number (4.7 billion) are mobile phone users (Statista 2019). Search 

engines and social media networks have reached an unprecedented level of 

popularity. Software applications and platforms, which were previously considered 

advanced level, are becoming widely accessible. Should a crisis occur in an area of 

interest, conventional broadcasting stations and social media are fast to report on it, 

producing valuable information that can be exploited for early warning, contingency 
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planning, and situational awareness. There is no better example of how information 

relating to watershed events developing in remote locations were rapidly 

disseminated through OSINT channels than the Arab Spring protests or the Syrian 

Civil War. As Rovner (2013) points out “social media provides anyone with an iPhone 

and a Twitter account the ability to report in real time, and the spread of mobile 

devices means that reports can be sent from otherwise closed societies” (268). 

 

OSINT is inexpensive and easily produced (Draeger 2009, 41). By definition, 

OSINT is open, free, and widely available. When looking at OSINT, the collector can 

potentially take intelligence “off the shelf,” rather than collecting it with costly and 

time-consuming assets (e.g. human operatives, unmanned aerial vehicle 

surveillance, airborne signals interception etc.). While cheaper is not always better, 

OSINT’s primary role is to augment, not replace traditional collection.  

 

OSINT aids resource management efforts by taking over adequate tasks and 

freeing other INTs for more specialized or demanding collection duties (Steele 1995, 

458). Furthermore, there are way more human resources outside the intelligence 

community, such as experts, scholars, journalists, bloggers, “intelligence minutemen” 

(see Politi 2010) than clandestine service members. For example, OSINT can 

provide historical context (Gibson 2004, 20) and fill basic collection gaps for 

analytical requirements. If properly enlisted, this support can be a true force multiplier 

for the collector.  

 

As a transparent and overt collection silo, OSINT can be shared with coalition 

partners and allies. Intelligence sharing facilitates trust and provides a mutual 

advantage for the parties involved without revealing clandestine sources (Steele 

1995, 458).  

 

 

2.1.2. How To Exploit OSINT?  

 

As many authors have argued (e.g. Lowenthal 2001; Mercado 2004; Williams & Blum 

2018), OSINT represents the overt equivalent of clandestine collection disciplines. 
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Exploiting the wide array of tools and methods publicly available on the world wide 

web requires the analyst to be resourceful and creative.  

 

Imagery Intelligence (IMINT). The case of IMINT is probably one of the best 

examples of Lowenthal’s claim. With the proliferation and growing availability of 

commercial geographic information systems (GIS) such as Planet Labs, Sentinel Hub 

and Google Earth, governmental agencies are losing the monopoly on overhead 

imagery. GIS companies provide mixed quality products at varying price points from 

high to free. For example, the San Francisco-based Planet Labs operates at least 

three satellite constellations, enabling the company to provide daily, mostly high-end 

snapshots of Earth. Since they provide a free-access plan for researchers, Planet 

Labs tends to be the IMINT-provider of choice for the online OSINT community. 

Sentinel Hub is another popular GIS provider, which aggregates data from multiple 

satellite providers in one browser, but lacks the free high-definition service of Planet 

Labs. Other commercial GIS providers such as Airbus Intelligence or the Israel-

based Image Satellite Intelligence (iSi) are also well known IMINT sources in the 

OSINT realm. However, their less affordable membership plans make them largely 

inaccessible for the casual researcher.  

 

All private GIS companies allow for customized acquisition (e.g. off-nadir imaging, 

synthetic aperture radar) and filtered imagery analysis that suits the user’s collection 

needs. These options enable analysts to target their research towards elements of 

interests such as urban destruction, floods, wildfires etc. These tools are more 

impactful then they seem. Harel (2018) demonstrates that by using the right 

configuration, which implies technical know-how, he managed to reveal the locations 

of the G-band AN/MPQ-53/65 phased array radars used by the MIM-104 Patriot air 

defence system. As the SAM batteries are always within immediate proximity of their 

acquisition or engagement radars, Harel (2018) inherently located the U.S. Patriot 

deployments in the Middle East.   
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While rudimental, Google Earth is a unique IMINT option. Google’s 3D-GIS fusion 

software provides a unique birds-eye-view of the globe. While rare, high-resolution 

imagery updates sourced by Digital Globe or Landsat satellites allow for before-and-

after area comparisons. However, the software’s main advantage, compared to the 

previously listed competitors, is accessibility, rendering it indispensable in any OSINT 

analysis tool-kit. Google Earth’s intruding capabilities stirred up many defence-related 

controversies in the past decades. In a recent episode, a Google Earth update 

revealed classified Patriot surface-to-air missile (SAM) systems based around Taipei, 

the capital of Taiwan (Republic of China). The Taiwanese government prompted 

Figure 1 Orbital interference spoils location of Patriot system in Al-Udeid, Qatar (Harel 2018) 
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Google to remove the imagery and 3D models of their vital air defence systems 

(Bacchus 2019). As similar incidents occurred before, governments (e.g. United 

States, Israel) have regulated the maximum resolution allowed for satellite imagery of 

selected areas (e.g. military sites, critical infrastructure, governmental buildings) or 

entire territories. Due to fine patterns and detailed 3D renderings Google Earth is 

also optimal for the environmental reconnaissance of remote geographical areas 

(HARM 2019a). From an empirical perspective, combined joint exploitation of low-to-

medium resolution, but up-to-date imagery (i.e. Planet Labs, Sentinel Hub) with the 

high-quality 3D Google Earth data results in comprehensive open-source IMINT or 

Geospatial Intelligence (GEOINT). 

 

While open-source IMINT options will become increasingly available due to the 

expanding market, they will remain conditioned on finances, logistically limited, and, 

in some cases, politically sanctioned so that they cannot top the geospatial and 

imagery resources of governmental intelligence agencies. In addition, the OSINT 

community will likely never acquire assets unique to military organizations, which can 

enable dynamic remote sensing (e.g. long-range unmanned aerial vehicles or other 

aircraft-types) 

 

Signals Intelligence (SIGINT). While largely associated with communications 

interceptions and secretive technology, SIGINT also found its way in the OSINT 

dimension. The most sophisticated tools in the open-source signals domain are 

arguably the AIS and ADS-B trackers.  

 

The Automatic Information System (AIS) went from being a United Nations 

International Maritime Organization anti-collision framework in the late 1990s to a 

maritime domain awareness tool in the present day. In 2002, AIS transmissions, 

undecrypted and publicly available, became mandatory for vessels above a certain 

weight, specifically for oil tankers. Currently, all international ships over 300 tons and 

passenger ships (Weinbaum et al. 2017, 3) are required to emit AIS data. While 

initially intended for ashore stations, the proliferation of AIS-dedicated satellites not 

only expanded tracking coverage, but also fused it with remote sensing. Now, there 

are online applications that show the approximate GPS position of a ship with all of 

its details directly on a world map. Marine Traffic, Vessel Finder, MyShipTracking and 
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many other websites provide a unique birds-eye-view for OSINT enthusiasts looking 

for vessels of interests (e.g. military ships, sanction-evading transports). However, as 

vessels are increasingly engaged in identity manipulation practices, AIS is not fully 

reliable.  

 

 

Figure 2 AIS Example: Screenshot from VesselFinder.com during the Russian blockade of the Kerch strait 

 

Since there is no way to validate identification data, many vessels, particularly illegal 

shipments or military ships, dispatch fake or inaccurate AIS transmissions (e.g. 

callsign, vessel-type, GPS location). Military vessels may even deactivate their AIS 

transponders during wartime and go “dark.” However, Golaya & Yogeswaran (2019) 

argue that many of the AIS issues such as GPS-positioning, length of the ship, and 

next port of call can result from system-design limitation rather than deception (64). 

Despite these limitations, fusing AIS data with optical and radar imagery can result in 

the identification or geolocation of “ghost” ships (Weinbaum et al. 2017, 4). Twitter 

users and Jane’s intelligence contributors @CovertShores and @steffanwatkins have 

demonstrated how AIS limitations can be overcome through technical expertise and 
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multi-source assessments and that AIS provides an overall valuable maritime domain 

awareness layer for any OSINT analyst.   

 

Automatic dependent surveillance-broadcast (ADS-B) can be viewed as the loose 

aviation equivalent of the AIS. As an air traffic communication system, ADS-B is used 

by aircraft “to broadcast their own identity, position, velocity, and additional 

information such as intents, status or emergency codes” (Strohmeier et al. 2018, 

303). ADS-B transmissions use the 1090 MHz radio frequency. What makes ADS-B 

so valuable for OSINT is that everyone can harvest or exploit the output data, as it is 

publicly available information. Affordable ADS-B receivers are also widely available 

and easy to set up. Once functional, the receivers collect output data that users can 

then chose to share on ADS-B aggregating websites such as ADS-B Exchange, 

Open Sky Network, FlightAware or FlightRadar 24. While the later only shows 

commercial and private flights, ADS-B Exchange and Open Sky Network regularly 

feature military aircraft over conflict zones.  

 

Much like the naval-exclusive AIS, ADS-B has weaknesses that allow operators to 

manipulate or conceal their output data. While ADS-B data is automatically 

broadcasted twice per second, it is not uncommon for aircrafts to have undefined 

information in their flight information – this is a recurring practice among private 

flights. Furthermore, pilots can deactivate their ADS-B transponders, taking their 

aircraft position and flight information completely off the grid. While the vast majority 

of military aircraft operate “incognito,” there are instances when they need to activate 

their ADS-B transponders. In practice, this only happens when an aircraft 

intentionally wants to signal its position, either to mitigate collision risk with 

commercial flights in congested airspaces or as a sign of goodwill to adversarial 

forces in its proximity.  

 

In addition to spoofing ADS-B transponders, privacy-concerned operators can ask 

the Blocked Aircraft Registration Request program to hide their aircraft from the 

public eye. According to Strohmeier et al. (2018) approximately “85 percent of all 

military aircraft and 61.6 percent of all government aircraft were being filtered on the 

most popular flight tracking website (FlightRadar24)” (314). However, with patience 

OSINT analysts can find hidden gems such as U.S. Air Force RQ-4 Global Hawk 
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drone sorties near Crimea (Cenciotti 2018), Israeli SIGINT collection missions off the 

Syrian coast (HARM 2019b) or a Russian Open Skies Treaty flight over air bases in 

western Texas (Trevithick 2019). As the aforementioned examples show, 

Intelligence, Surveillance and Reconnaissance (ISR) sorties are more likely to  

appear on ADS-B trackers than assets engaged in offensive military operations. 

 

 

 

While the AIS and ADS-B protocols mirror the Electronic Intelligence (ELINT) 

component of SIGINT, the OSINT realm also has a more traditional communications 

eavesdropping tool to offer. Multiple free-to-use radio receivers exist online, that can 

Figure 3 ADS-B reveals American and Israeli SIGINT platforms airborne (HARM 2019b) 
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provide access to a wide array of frequencies. One such software is the wide-band 

WebSDR short-wave receiver developed by the University of Twente. While odds of 

finding military chatter or decrypting conversations are very low, it did happen that 

OSINT analysts intercepted a coded conversation between a Russian ashore air 

traffic controller and a bombing crew buzzing the United Kingdom’s flight information 

region (Webb 2015). The incident proved to be real, as the Royal Air Force (RAF) 

scrambled fighter jets to intercept the approaching bombers. In a similar event, twitter 

user @MIL_Radar (2019) tweeted a live description of a RAF interception of a 

Russian bomber pair, using radio-intercepted chatter.  

 

Human Intelligence (HUMINT) and Social Media Intelligence (SOCMINT). The 

OSINT application of HUMINT largely relates to social media intelligence 

(SOCMINT). One of the first studies to pioneer the concept, Sir David Omand et al. 

(2012), consider “intelligence derived from social media” as forming a standalone 

collection discipline (802). Lombardi et al. (2015) argue that the SOCMINT concept 

should be fused with the traditional HUMINT to form an integrated collection 

disciplined styled as Digital HUMINT (6). While there are reasons to support both 

cases, it is clear that the art of intelligence collection from human sources 

experienced a remarkable development. In the social media arena, people are 

willingly transferring the most intimate aspects of their lives to online receivers such 

as Facebook, Instagram and Twitter. Inherently, nearly all authors engaged in the 

subject agree that SOCMINT also raised a number of ethical and legitimacy 

considerations for intelligence exploitation. As social media channels represent a mix 

of public and private spaces, Bartlett et al.’s (2013) classification system identified 

four SOCMINT categories, of which only one is truly open-source. The other three, 

directed surveillance SOCMINT, covert human intelligence sources SOCMINT and 

intercept/intrusive covert surveillance SOCMINT, rely on deception and clandestine 

exploitation of social media subjects (Bertlett et al. 2013, 9-11) and therefore do not 

qualify as overt sources.  

 

Besides providing insights into groups and near real time situational awareness, Sir 

David Omand et al. (2012) name crowd-sourced information as one of SOCMINT’s 

most prized capabilities – “with access to social media, passive bystanders can 

become active citizen journalists, providing and relaying information from the ground” 
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(804). Crowdsourcing as a term was allegedly coined by Howe (2006), who 

described it as a the “productive potential of millions of plugged-in enthusiasts.” Per 

Estelles-Arolas & Guevara’s (2012) definition, crowdsourcing is “a participative online 

activity in which groups of individuals engage in directed work requiring an aggregate 

of many individuals to complete, for which they receive some personal satisfaction” 

(9-10). For intelligence application, Stottlemyer (2015) designates HUMINT and 

OSINT as part of the crowdsourcing environment since it relies “entirely on human 

activity” (584). 

 

Out of Brabham’s (2013) crowdsourcing typologies, the Knowledge and Discovery 

Management (KDM) variant is the most widely featured online. KDM refers to 

situations in which the crowd is tasked by an organization to collect and aggregate 

information into a shared location (Brabham 2013, 45). Arguably, one of the most 

preeminent KDM-type of crowdsourcing platforms is the Live Universal Awareness 

Map (LiveuaMap). Freely accessible online and available for smartphones, the 

LiveuaMap is a crowdsourcing-based map that aggregates news, media and rumors 

about different conflict zones around the globe (Hassan & Hijazi 2018, 290). The 

platform draws most of its information from user tweets. Twitter is almost always the 

best social media platform for OSINT investigation, as it sometimes proved to be 

faster than conventional media outlets in reporting a significant event (Sir David 

Omand et al. 2012, 807). Besides situational awareness, the application provides 

approximate geo-locations of the aggregated data on a given conflict map. The 

LiveuaMap’s growing popularity also attracted the attention of defence senior heads. 

In a journal article, U.S. Air Force Major Atkins (2018) noted that the “openly 

available LiveuaMap’s coverage of conflicts in Syria and Crimea produced 

information that often-rivalled classified sources and methods” (36).  

 



 15 

 

 

2.1.3 At OSINT’s Edge: Challenges, Limitations and Ethics  

 

Beyond the glamorous tools and platforms facilitating open-source exploitation, it 

should not be forgotten that OSINT is a double-edge sword. There are reasons why 

governmental intelligence agencies are not only conducting arm-chair research of 

open-sources. The challenges, limitations and ethical considerations of OSINT, likely 

well known by intelligence professionals, should also be comprehended by every 

casual independent analyst.  

 

Independent OSINT runners should particularly note that they are attempting to 

replicate the work of entire governmental agency departments. While it is simply 

impossible for a “one-man-army” to constantly compete or keep up with conventional 

intelligence organizations, teams of OSINT analysts (e.g. Belingcat, Black Cube, 

CITEAM, T-Intelligence) could offset this disadvantage. Moreover, OSINT is not 

universally accessible. Per Gruters & Gruters (2018), most OSINT analysts are 

computer-savvy technology-oriented users with intuition (101). This implies that 

OSINT analysts should be proficient in surfing the world wide web and hold 

advanced computer skills. Furthermore, the vast amount of open-source data 

Figure 4 Screenshot of the Syria crowdsourcing page of the Universal Awareness Map (liveuamap.com) 
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available is overwhelming analysts (Hulnick 2002, 566). The plethora of OSINF with 

potential actionable intelligence value can raise collection and storage issues. While 

there are many storage and sorting options available both offline and online, 

independent OSINT analysts need to show good self-management.  

 

OSINT analysts require cognitive preparedness to mitigate bias, think structurally and 

solve complex puzzles. These challenges can be relatively offset by the growing 

public availability of intelligence analysis literature, penned by professionals and 

scholars. The CIA’s Center for Study of Intelligence has plenty to offer, from 

intelligence writing guidelines to unclassified reports. Canonic literature (e.g. 

Sherman Kent, Jack Davis, Robert Jervis) should also be periodically consulted. For 

example, Heuer’s (1999) Psychology of Intelligence Analysis offers practical and 

reflective insights on how the analytical process can be improved, namely by 

“defining the problem, generating hypotheses, collecting information, evaluating 

hypotheses, selecting the most likely hypothesis, and the ongoing monitoring of new 

information” (173). In addition, there are numerous peer-reviewed and specialized 

publishing groups that have amassed an impressive volume of intelligence literature. 

Within the Taylor & Francis Group, the Journal of National Security and Intelligence 

is particularly useful and insightful, encompassing authors with academic and 

professional backgrounds.  

 

Beyond collecting, analysing and storing, OSINT is difficult to validate. Since anyone 

can post anything online, the Internet has become a disinformation-rich, contested 

spectrum. As the battlefield moved online, our information environment has seen an 

unprecedented proliferation in subversive operations aimed at media manipulation, 

disinformation and deception. In light of this, a clear methodological process is 

required to conduct OSINT analysis (Lowenthal 2014, 3). The open-source 

investigation group Bellingcat has an impressive collection of tutorials regarding 

geolocation, reverse image search and cross-referencing techniques. However, 

intelligence validation is not always possible just through OSINT.    

 

Furthermore, “language ability is critical in intelligence” (Hulnick 2002, 572). Since 

most OSINF available on the world wide web is in English, a primordial requirement 

for any self-aspiring OSINT analyst is to know the language. This is however only the 
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beginning, as OSINT acquisition in various other conflicts will be limited, if the analyst 

does not command local languages or understand the respective cultural context. For 

example, the case studies in this thesis have deliberately avoided issues relating to 

the Syrian opposition groups, since the author does not speak Arabic, severely 

limiting the research. This OSINT limitation is less severe in the public sector as 

intelligence organizations recruit linguistic experts suited to their needs (e.g. Arabic, 

Farsi, Mandarin, Kurdish, Russian, Pashto, Ukrainian). In its defence, the community 

of independent OSINT analysts could argue that self-perfecting online tools, such as 

Google Translate, are increasingly removing the language barrier between collectors 

and sources.  

 

While it is generally considered as being the most ethical and legal form of 

intelligence collection, OSINT is not as innocent as it seems (Hribar et al. 2014, 534). 

Not all information found online is legally or ethically free for exploitation. This refers 

to leaked or accidently declassified information (e.g. Wikileaks) or data that was 

intended for private use (e.g. private social media accounts, closed networks). 

According to Dedijer’s (2005) classification method, there is white information 

(publicly available), black information (classified information) and grey information 

(124-129). While a grey area is by definition blurry and difficult to define, OSINT 

analysts should factor this into their ethical considerations.  

 

However, the issue of ethical OSINT exploitation is far bigger than just the collection 

stage. Independent OSINT analysts should consider the morality of publishing their 

findings. While many open-source assessments available online are harmless to 

state secrets, there are cases when “intelligence minutemen” compromised 

operations security. In a 2016 anti-terror raid in Brussels, the Belgian police had to 

urge the public to stop crowdsourcing their movements on Twitter, since the terrorist 

suspects could use that information to escape (Tangen 2016). Likewise, but 

hypothetical, documenting and publishing the movements of an U.S. strike carrier 

group (SCG) via AIS trackers and commercial geospatial imagery could help 

adversaries such as Russia and China. However, these are just the effects of a 

deeper social question – why do independent individuals engage in OSINT? Indeed, 

a small segment of lone wolves exist, who act as force multipliers for nations and 

organizations. However, many aspiring OSINT analysts are just after some “good 
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sport”. Servicemen should take note of this hazard and mitigate the risks of having 

classified or “grey zone” information exploited by data-miners.  For government 

agencies, maintaining operations security (OPSEC) in the age of OSINT is harder 

than ever. OPSEC as defined by the US Department of Defense (2019) is “the 

process by which we protect unclassified information that can be used against us.”  

 

The bottom line is that in the information age, the proliferation of open-sources and 

increase in software availability has catapulted OSINT on the forefront of intelligence 

in study and practice. This section has demonstrated the vast potential and hazards 

of OSINT tools, but also drew attention to OSINT’s limitation. As a double-edge 

sword, OSINT can either be a friend (force multiplier) or foe (OPSEC hazard).  While 

the OSINT phenomenon can be expected to grow and further proliferate, it is unlikely 

that it will ever replace the clandestine collection disciplines. Likewise, arm-chair 

researchers are unlikely to surpass the preparedness of professional servicemen, as 

intelligence collection is much more than just googling the right words. The “exotic” 

online tools will not be of any help if the self-styled OSINT analysts do not master 

their subject matter.  

 

An analyst, like a hunter, needs to know what he is looking for.  

 

2.2. Military Logistics   

 

“An army without its baggage-train is lost; without provisions it is lost; without bases 

of supply it is lost” (Sun Tzu 2016, 38). Despite being an ancient practice and playing 

a central role in all military affairs, the issue of logistics has been overwhelmingly 

neglected from academic debates. The term itself, now widely used, has barely seen 

an etymological evolution from the Greek word “logistikos”, used to describe 

someone “skilled in calculations.” Without his “logistikoi,” Alexander the Great would 

not have been able to sustain his eight year long campaign from Macedonia to the 

Hyphasis river on the Indian subcontinent. With better logistical support, the 

Wehrmacht might have survived the 1942 winter on Soviet territory.  
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The topic of military logistics will be explored from head to tail. The following section 

will review and categorize the literature available on the topic and discuss the 

existing definitions from diverse sources (e.g. academic, governmental). Moreover, 

this section will outline why logistics are central to military forces and, furthermore, 

why it plays a large role in OSINT analysis.   

 

 

2.2.1. What Are Military Logistics?  

 

While sparse, the literature on military logistics can be summarized in three 

categories. The first, refers to authors that cover major military battles from a 

logistical perspective (see for example Van Creveld 1980; Van Creveld 1991; Van 

Creveld 2000; Roth 1998; Engels 1978), the second encompasses governmental 

publications on logistical doctrines and field manuals, and the third refers to 

theoretical, largely academic publications that focus on defining logistics and its role 

in military affairs. The scholarly debate surrounding military logistics can be traced 

back to the Prussian general-turned-strategic-thinker Claus Von Clausewitz and to 

Napoleon’s General Antoine Henri Jomini. Throughout time, two schools of thought 

have developed around them.   

 

Jomini viewed logistical operations as enablers of tactical and strategic applications, 

being a basic and vital military skill (Rogers 1995, 13-14). In the words of Jomini 

(1971), “strategy decides where to act; logistics bring the troops to this point; grand 

tactics decides the manner of execution and the employment of the troops” (69). In 

contrast, the Prussian perspective did not perceive logistics as equal to tactics and 

strategies (Jomini 1971, 33-45). However, Clausewitz (1976) overall agreed that 

there was nothing more important than the sufficient supply of the armed units (14). 

Strategic culture and historical experiences could be the reason why Clausewitz did 

not see logistics as equal or interlinked to tactics and strategies. The Prussian Army 

experienced only European battles, which required significantly shorter supply lines 

than the French overseas expeditions in the Atlantic and Africa.  
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Apart from the Clausewitz-Jomini debate, the question of military logistics has been 

largely neglected in the field of Strategic Studies. As Erbel & Kinsey (2015) rightly 

point out, the supply of military operations is virtually absent from scholarly debates, 

despite playing a central role in “every aspect of military operations, including and 

particularly for strategy” (519). The sparse literature available on military logistics is a 

confirmation of this fact (Prebilic 2006, 159). Why the lack of literature? The U.S. 

Army (1993) claims that scholars simply do not take interest in logistics, as it is a less 

exciting aspect of military affairs (5). Another reason might be that logistics is a 

technical, mostly application-oriented aspect that is monopolized by perspectives 

anchored in management studies.    

 

The literature available focuses mainly on defining military logistics. This mostly 

refers to the third category of literature (academic) identified on the subject matter. 

While it is a tricky concept to narrow down, the majority of academic authors provide 

very broad definitions. For example, Prebilic (2006) defines military logistics as “a 

group of different activities that systematically, wholly and continually support the 

needs of the defence–military system” (166). As a semantical joker card, the author 

makes use of the terms “different activities” and “defence-military system” to provide 

an unrestricted meaning to military logistics. This trend is continued and furthermore 

expanded by other authors. Some works claim that “logistics is not only about the 

supply of materiel to an army” but also include national infrastructure, national 

transportation and the nation’s manufacturing base (WhitehAll 2000, 1). Similarly 

phrased, but directed towards lines of efforts, Uttley & Kinsey (2012) claim that the 

concept of military logistics is best described by “what military force can be delivered 

to an operational theatre, the time it will take to deliver that force, the scale of forces 

that can be supported once there, and the tempo of operations” (401).  

 

However, one definition stands out in most academic texts. Leveraging his defence-

oriented scholarship, Moshe Kress (2002) strikes a balance between theory and 

practice. In his view, military logistics refer to the resources the military requires for 

an operation to achieve its objectives, including “planning, managing, treating and 

controlling these resources” (Kress 2002, 7). By directly linking logistics to the 

operational art and strategy, he discreetly sides his work with the French argument of 
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the historical Clausewitz-Jomini debate. Furthermore, his definition comes the closest 

to how the defence sector views military logistics. 

 

As a fundamental common denominator, defence organizations reject the 

assumption suggested by Clausewitz – the separation of logistics from tactics and 

strategy. Since the late 19th century, European armies and later the U.S. Army 

considered logistics as inseparable from the overall operational art (Leighton & 

Coakley 1995, 9).  Practical and purpose-oriented by nature, the military definitions of 

logistics are more narrow and detailed than their academic counterparts. NATO’s 

(2018) Allied Joint Doctrine for Logistics defines logistics as “the science of planning 

and carrying out the movement and maintenance of forces.” It encompasses all 

military affairs related to acquisition, storage, development, distribution, maintenance, 

evacuation, disposition of material; transport of personnel etc. (1). The NATO 

definition is overall reflected across all defence bodies of the 29-member states. 

Augmenting the consensus, the U.S. Joint Chiefs of Staff (2019) add that the 

provision of logistics and personnel services are not only imperative to maintaining 

operations, but also enablers of the military’s seven doctrinal joint functions 

(command & control, information, intelligence, fires, movement and manoeuvre, 

protection and sustainment) (1).  

 

2.2.2. Logistical Support Operations (LSO)   

 

It is no coincidence that the U.S. defence sector pays most attention to logisticians 

and the value of their work. Throughout history, the role of military logistics has been 

consistently present in the American strategic mindset. General Eisenhower 

famously said, “you will not find it difficult to prove that battles, campaigns, and even 

wars have been won and lost primary because of logistics” (quoted in Scott et al. 

2000, 115). Eisenhower’s words echo the aforementioned NATO and U.S. Joint 

Chiefs of Staff definitions, which anti-climatically frame logistics as a paradoxical 

entity. On one hand logistics enable military operations and on the other hand they 

determine what is possible to achieve.  
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Logistical Support Operations (LSO) is one of the many terms used by the American 

defence community to describe military logistics. As identified by Lt. (ret.) Henderson 

(2008), there are four types of LSOs: manoeuvre, sustainment, management and 

administrative (15-19). The first two, manoeuvre and sustainment operations, are 

mainly employed in support of offensive and defensive combat postures. 

Sustainment operations begin, when a combatant defensive posture ends. As the 

battlefield shifts from offensive-defensive operations to stability and support, LSOs 

also transition to management and administrative operations (Henderson 2008, 19). 

LSO refer to a rhythmic change concerning supply tempo and resource requirement. 

While in the active engagement phases (offensive or defensive operations) combat 

elements require lengthy and uninterrupted LSO, in management and administrative 

operations, LSO is imperative to drawdown troops and last only for a short period of 

time. Otherwise, LSOs could hamper capacity building efforts by making the local 

community overdependent on external support (Henderson 2008, 17). An example of 

an overextended management and administrative LSO can be found in Afghanistan, 

where after more than two decades of NATO training, assist, and advice, local forces 

are still unable to assume full security duties.   

 

Much like intelligence and warfare, LSOs or military logistics are separated in tactical, 

operational and strategic levels. Strategic logistics refer to the process of building 

and maintaining the national defence infrastructure, including the technological, 

industrial, inventorial, storage and transportation sectors. The aforementioned 

strategic logistical sectors represent the source of an army’s capabilities and overall 

means of existence. Within the process of strategic LSOs, the national support base 

(e.g. people, resources and industries) is fused with the military’s war effort (U.S. 

Army 1999, 12-1). Operational logistics consist of all activities and resources needed 

to enable campaigns and major operations as part of an armed conflict. The strategic 

and tactical levels are bridged by operational logistics (Wright & Reese 2008, 494). 

This logistical sector focuses on in-theatre infrastructure development (housing, 

health services, force reception) and capability management (personnel, resources, 

materiel) (U.S. Army 1999, 12-3). Last but not least, tactical logistics encompass all 

LSO assets and activities required to sustain the soldiers and their weapons systems 

during operations (Wright & Reese 2008, 494). Tactical logistics inherently refers to 
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frontline supply efforts and is strongly linked to a soldier’s quality of life (US Army 

1999, 12-3). 

 

As Kress (2002) points out, LSOs can be summarized in three basic options: obtain 

(source resources from the area of operations), carry (combat elements transport the 

resources themselves) and send (enabled by the industrial revolution, troops could 

now be supplied and re-supplied from rear staging areas or from the homeland 

directly to the frontline) (10-12). Reminiscent of ancient and pre-medieval times, 

obtain-type of LSOs are credited for fuelling most of Alexander the Great’s 

transcontinental campaign to India (Engels 1978, 1). Obtain-type LSOs are largely 

vulnerable to scorched earth tactics, as German forces famously discovered in the 

1941-42 campaigns on Soviet soil (Kress 2002, 11). Carry-type LSOs were 

particularly used by heavy infantry - Byzantine and Roman cavalrymen were known 

to have carried their own food ration in their saddlebags (Roth 1999, 78). To a certain 

extent, soldiers are still carrying provisions with them, but most armed forces do not 

dependent on their units to physically carry logistics from staging points to the 

frontline. Since the 19th century, send-type operations dominated the logistical 

doctrines and preferences of armed forces. Nowadays, heavy-lift cargo aircraft, 

trucks caravans and large vessel-containers are on the forefront of military supply. 

 

In a send-type LSO option, transportation assets move through what the military calls 

“lines of communications” (LOCs). LOCs refer to all corridors (land, sea and air) that 

link a deployed combat force to a base of operations, through which personnel and 

cargo move in and evacuated soldiers move out (U.S. Army 1999, 12-9). Within this 

process, LOCs link source (homeland facilities), intermediate (in-theatre facilities) 

and destination (frontline tactical units) nodes, forming a logistics network (Kress 

2002, 29).  

 

While vital for all armies, securing and maintaining LOCs is especially seen as a 

matter of life and death in the American strategic culture. It was General Douglas 

MacArthur who famously said that “the history of war proves that nine out of ten 

times an army has been destroyed because its supply lines have been cut off.” It is 

not only ingenuity that catapulted the role of LSOs on the forefront of American 

defence planning, but also the magnitude of the U.S. overseas military engagements. 
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American forces sustain a semi-permanent rotational presence in 500 locations 

throughout more than 30 countries (Department of Defense 2018b, 18, 50). Those 

deployments range from radar maintenance units, medical servicemen, airfield-

support units, trainers and advisers to combat personnel engaged in contingency or 

covert operations. In 2018 alone, the U.S. Department of Defense had a $639 billion 

budget. Much of these funds are constantly allocated to procurement, maintenance 

and logistical operations.  

 

In contrast, European armed forces are significantly less capable of deploying 

substantial troop numbers to other countries. As an infamous RAND report found, the 

United Kingdom, France and Germany could each marshal a battalion sized 

formation (500 to 800 soldiers) to the Baltic states in a matter of weeks to months 

(Shurkin 2017, 1). Besides being insufficient and arriving too late to counter a 

hypothetical Russian offensive, the combined British-French-German force will 

require American support – particularly airlift capability – for LSO sustainment of 

operations in the long-run (Shurkin 2017, 9-10).   

 

Part of the reason why American LSOs are able to keep up with the multitude of 

worldwide military engagements is partner capacity. LSOs, particularly in crisis 

response and limited contingency operations, “involve a combination of military 

forces, the private sector, and capabilities in close cooperation with other U.S. 

Government departments and agencies, international organizations, and NGOs” 

(U.S. Joint Chiefs of Staff 2019, V2). Interagency cooperation and public-private 

associations are now more or less common practice across all armed forces, 

particularly when it comes to the sealift and airlift of low-value cargo such as 

consumer goods. While a force multiplier when it comes to distribution, private-public 

associations in military logistics can also lead to security breaches. Erbel & Kinsey 

(2018) argue that by introducing an additional layer (private sector) into the supply 

chain, the military is extending operations security (OPSEC) requirements to less 

controllable third parties (526). This can prove particularly concerning when private-

operators are tasked with the bulwark of overseas send-type of LSOs.  
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2.2.3. Spoilers of War: Using LSO for OSINT  

 

Overall, LSOs (particularly send-type) are vulnerable to OSINT acquisition. While not 

easily observable, the synergy of military logistics know-how with OSINT tools forms 

a recipe for OPSEC cracks. By understanding LSO procedures and doctrines, OSINT 

analysts can gain valuable insight into the operational design and preparations of 

military action, sharpening their target-acquisition process. With this LSO knowledge, 

ship-spotting (AIS transmissions) and air monitoring (ADS-B trackers) applications 

become infinitely more revealing. As an OSINT collector becomes acquainted with 

military hardware, lines of communications (LOCs), logistics nodes, and means of 

transportation, he or she learns where to look, what to look for and furthermore what 

it means when a certain asset is spotted. By following the breadcrumbs left behind by 

military logistical operations, OSINT collectors can discover covert overseas facilities, 

forecast an impeding air strike, or observe a military situation as it unveils.  

 

Decision-makers should consider the OPSEC vulnerabilities of their LSO practices as 

well as defence intelligence availability and take measures to mitigate the risk of 

OSINT exposure. Aside from individual observations of military officers (see for 

example Atkins 2019, 35-36), the U.S. has yet to develop a defence logistical 

doctrine, which outlines the LSO-OSINT risk and recommends best practices to 

maintain OPSEC. From an empirical perspective, it is exceedingly important to 

recognize that logistical preparations almost always have the potential of spoiling 

military movements. 

 

A simple demonstration of LSO vulnerability via open-sources was done by HARM 

(2018a) in a T-Intelligence investigation. The online OSINT-platform has repeatedly 

observed a Djibouti outbound turboprop commuter airliner flying with incomplete 

ADS-B data that always “disappeared” over Southern Yemen, after descending for 

landing. A simple investigation on the aircraft type, possible inbound and outbound 

locations provided valuable information. The investigators learned from a quick 

Google search that the U.S. military operates a near identical version of the Dornier 

328, called the C-146 Wolfhound, modified to enable cargo and missions. As the 

D328 was suspected to actually be a C-146 Wolfhound active with spoofed ADS-B 

data, the investigators looked for logistics nodes. The flight crew always switched off 
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their transponder upon approaching the same area in Southern Yemen. The nearest 

airfield in that region is the Ryan Airport near Mukalla city. Background research 

shows that the area was liberated from al-Qa’ida control by a coalition of local 

militiamen and the United Arab Emirates (UAE) military with direct support (e.g. 

special operators, air and artillery support) from the United States. Besides 

containing Iran, Washington’s main stake in Yemen is to track and kill senior leaders 

of the al-Qa’ida in the Arabian Peninsula (AQAP) terrorist group.  

 

With direct American involvement in the Southern Yemen area of operations (AO) 

one might suspect that ground forces have also been deployed in Mukalla, requiring 

constant re-supply. By applying the aforementioned logistics network model, the 

author assessed that Ryan Airport in Mukalla serves as a destination node, while 

Djibouti (likely the U.S. Naval Expeditionary Base “Camp Lemonier”) represents the 

intermediate node for LSOs. The two nodes form a Line of Communication (LOC) for 

distributing tactical logistics to deployed personnel, enabling raids against AQAP in 

Yemen. The logistics network is traversed by the Dornier-328-impersonating C-146 

Wolfhound, the sole asset identified as using the airborne LOC.   

 

The sustained U.S. combat posture in Yemen is furthermore supported by a 

Transportation Command (TRANSCOM) commercial listing (GovTribe 2018). As a 

publicly visible contract, the USTRANSCOM is in search for private operators for 

airborne casualty evacuation (CASEVAC) and medical evacuation (MEDEVAC) 

sorties in Yemen and the Horn of Africa AO. The listing mentions that the U.S. 

special operations elements will be the main beneficiary of these services.  

 

Furthermore, the OSINT investigators then proceeded to recon Ryan Airport using 

openly available GEOINT/ IMINT tools, revealing special operations related assets, 

such as unmanned aerial vehicles and attack or transport helicopters sitting on the 

airport’s tarmac - some of them exclusively used by the U.S. military (i.e. MH-6 Little 

Bird). Leaving aside the remote sensing effort, this example demonstrates how easily  

OSINT users can spoil sensitive military operations by tracking their logistical 

footprint. This example was particularly comprehensive as it intercepted LSOs in 

planning (i.e. USTRANSCOM listing) and execution (i.e. D328 flight).  
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Jane’s Intelligence Review contributor Sean O’Connor (2010a) provides another 

example, which highlights the importance of background knowledge on military 

assets for OSINT. Using only Google Earth, the author identified 41 active surface-to-

air missile systems and 24 early warning and surveillance radars that make up Iran’s 

integrated air defence network. Drawing on O’Connor’s (2010a) work, Amir (2017) of 

the Iran GeoMil blog updated the open-source record on the Iranian air defences and 

observed that seven SAM sites were cleared since 2010. In 2018, HARM (2018b) 

also updated the inventory with a more comprehensive research that included high-

resolution IMINT analysis of strategically important SAM deployments such as the 

long-range S-300PMU2 near the Persian Gulf and the tactical MIM-23 SAM guarding 

one of Iran’s uranium enrichment and nuclear reactor plants. All IMINT/GEOINT 

assessments discussed contain Google Earth-based maps showcasing the location 

of Iran’s SAMs and their estimated engagement range “bubbles.” While the OSINT 

work is not deception-proof (e.g. cannot always distinguish dummy sites from active 

ones), it still provides a valuable baseline log of the country’s air defence capabilities. 

These details are critical for potential aggressor states, when plotting kinetic strike 

options against Iran’s military, regime, or nuclear facilities.   

 

 

Figure 5 Iranian S-300PMU2 position (HARM 2018b) 
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In comparison with the previous example, in which OSINT users uncovered a 

tactical-level operation in Yemen, using LSOs, this example reveals strategic 

intelligence related to Iranian national security. This begs the question of how the 

intelligence minutemen uncovered such secrets? As argued throughout this study, 

OSINT analysis is far more than just handling exotic online tools and googling the 

right key words. OSINT, as an intelligence practice, also requires background 

knowledge, intuition and puzzle-solving capacity. In this case, the OSINT analysts 

either possessed or obtained the technical knowledge needed to search and 

correctly identify the equipment related to SAM systems and air defences. However, 

the literature requires to conduct asset recognition remains very sparse or inexistent. 

The CIA has unclassified a large volume of intelligence on Soviet military capabilities, 

including on SAM site design and imagery interpretation (see for example CIA 1965). 

Customer manuals and advertising brochures released online by defence companies 

also provide information on weapons systems that can help in imagery interpretation 

process (see for example Raytheon, Lockheed Martin, Almaz-Antey etc.). Defence 

analysis and military website are another source of specialized insights (see for 

example Deagle.com, Australia Air Power, Army Recognition, Jane’s Intelligence 

Review). The IMINT & Analysis blog deserves special recognition, as it compiled a 

vast media database of SAM site layouts, grouped by type and country (see for 

example O’Connor 2007a; 2007b; 2010b). Three-dimensional (3D) modelling 

websites (e.g. Sketchfab.com) are an unorthodox, but very resourceful way for 

amateurs and semi-professionals to familiarize themselves with the design of a 

weapons system and to visualize it from different angles (see for example CSIS 

2017).  

 

In conclusion, OSINT analysis is as much about methodologies, techniques and 

“geeky” tools as it is about background knowledge, know-how and analytical skills. 

After outlining the theory and practice of military logistics, infused with some 

examples of OSINT applications, we can assess that it is imperative for analysts to 

familiarize themselves with their collection subject. Likewise, it is necessary for the 

military to consider these loopholes and vulnerabilities, explicitly on send-type LSOs, 

and improve OPSEC procedures.   
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3. Case Study: The OSINT-LSO Nexus in Syria  

 

Based on the theoretical discussion above, the following section provides an in-depth 

case study of how OSINT analysts are tracking military logistics. The case chosen is 

the Syrian Civil War, as this is the most suitable example of how open-sources have 

tracked an ongoing conflict with unrivalled precision. First and foremost, the 

multifaced Syrian conflict has received unprecedented coverage, which went beyond 

the so-called “CNN effect.” As Doucet (2018) argues “Syria’s war is arguably the first 

social media war” (142). For most part of the conflict, mainstream journalists were 

kept off the frontline, catapulting social media users on the forefront of war reporting. 

There is no more suitable battlefield than Syria to demonstrate the power of OSINT in 

a military application.  

 

Furthermore, the Syrian conflict consists of an overlap between a civil war with 

transnational ramifications and a great power geopolitical confrontation with 

subsequent proxy warfare. The plethora of state and non-state actors, the varying 

degrees of military interventions, and the inherent overcrowded battlefield have 

provided this research with a unique opportunity not only to demonstrate the 

efficiency of OSINT, but also its multipurpose characteristics. The aforementioned 

OSINT-LSO nexus is highly practical for observing developments in all traditional 

battlespaces (sea, air, land) and applicable to all fronts of the Syrian theatre of 

operations (south, west, east, north).  

 

Capitalizing on the multifaced dynamics and diverse engagements, the following 

case study is divided into three focal points. Each of the three focal points is based 

on different episodes within the conflict, demonstrating that the OSINT-LSO nexus 

can produce varying types of intelligence analytical products. The first focal point is 

an estimate of the enemy capabilities and refers to collecting and analysing all known 

factors that affect the enemy’s objective: “time, space, whether, terrain, strength and 

disposition of enemy forces” (Datz 2008, 538). This intelligence product is described 

in a CIA publication as being the most significant part of a military intelligence 

officer’s work (Smith 1994). Based on the Russian military intervention in the Syrian 

Civil War, this focal point demonstrates how OSINT users have assessed the 
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Russian military’s order of battle in Syria, with emphasis on its fighter aircraft and 

aerial defence battery deployments.  

 

The second focal point is forecasting. As an integral part of intelligence analysis, 

forecasts have the role of reducing uncertainty for decision makers by providing 

knowledge about the future (Mandel & Barnes 2014, 1). This section follows the 

trilateral American-British-French limited strike on the Syrian Arab Republic’s 

chemical weapons’ sites in April 2018, showcasing how OSINT tools have enabled 

amateur analysts to estimate the assets mobilized for the operation and to correctly 

predict the timeframe of action.  

 

The third and final part is centred on battle damage assessments (BDAs). As defined 

by the U.S. Department of Defense (2018), a BDA is “the estimate of damage 

resulting from the application of lethal or nonlethal military force” (12). BDAs are 

crucial for decision makers, planners, and implementing entities. A BDA’s conclusion 

decides whether the mission objectives were achieved or whether the mission failed 

(Sopko 1999, 12). This section will show how OSINT analysts were able to conduct 

their own, purely open-source BDAs of Israel’s air strikes on Iranian-affiliated targets 

in Syria, but also how they “reversed-engineered” the operational design to guess 

which aircraft was scrambled, which bombs were dropped, which flying path was 

used and which target was bombed. In addition, this discussion will show how OSINT 

observers were able to follow the secret confrontation between Israel and Iran in 

Syria. While all of the aforementioned focal points represent different episodes and 

theatre of operations of the same conflict, this separation is important to accurately 

disseminate the multifaced and complex war and subsequent OSINT reporting.    

 

 

3.1. The Syrian Civil War  

 

After decades of sectarian instability during the French Mandate and power struggle 

in the post-independence era, Syrian Air Force general Hafeez al-Assad ended the 

wave of successive military coups with his own. Following the 1971 coup, the Syrian 

Arab Republic was built around the Assad dynasty, which drew strong support from 
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its community, the coastline-based Allawis (a distant branch of Shi’a Islam). Currently 

estimated at 12 percent of the Syrian population, the Allawis dominate the republic’s 

government and senior military positions at the expense of the 64 percent Sunni 

Muslims (Phillips 2015, 337). Syria’s internal sectarian tensions increased, 

culminating in the 1982 Hama massacre, when the Syrian security forces crushed a 

seven-year long Sunni Muslim uprising. Furthermore, Syria fought several conflicts 

with Israel, intervened in the Lebanese Civil War, and sponsored the Kurdish 

Workers Party (PKK), a Turkey-based separatist Marxist terror group in its guerrilla 

struggle against the Turkish state. In this process, Syria became one of the Soviet 

Union’s strongest allies in the Middle East.  

 

In 1999, Bashar, Hafez’s youngest son, succeeded his father to the throne. While a 

self-styled reformist, Bashar al-Assad did little to reverse the nation’s sectarian 

discord and brought only cosmetic changes to Syria’s foreign and security policy. By 

sectarian discord or sectarianism, we refer to a state of discrimination, hatred or 

tension between ethno-religious sects (Haddad 2011, 31).  

 

The Spark 

In early 2011, large-scale peaceful protests emerged in Da’ara, one of Syria’s largest 

and more cosmopolitan cities. While mobilized around freedom and liberation in the 

context of the Arab Spring movements throughout North Africa and the Middle East, 

the Syrian demonstrators also protested against the arrest and torture of a group of 

teenagers who were caught spraying dissident graffities. Instead of promising 

reforms, Damascus violently and indiscriminately suppressed the crowds. Known as 

the “Spark of the Revolution,” the regime’s wave of escalatory violence produced 

dozens of popular self-protection militias throughout the country. United under the 

Free Syrian Army (FSA) banner and led by defector General Riad al-Assad, Syria 

headed towards an all-out civil war. Based on Turkish soil and strongly supported by 

Western and Gulf State countries, the FSA caused massive defections in the Syrian 

Arab Armed Forces. This forced Damascus to disband the Syrian Arab Air Defence 

Force and merge the remaining units in the Syrian Arab Air Force (SyAAF). 

Moreover, under Iranian advice and assistance, the military established government-

affiliated militias (e.g. National Defence Force) inspired by the Iranian Revolutionary 

Guards Corps (IRGC) structure. These militias were to draw recruits from the 
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regime’s loyal populations (e.g. the Allawite-coastline, Shi’a and some Christian 

communities).  

 

The FSA was formed by diverse Sunni Arab militias, ranging from defecting 

servicemen to secularists, Islamists and Salafists. While all militant groups converged 

on the aim of overthrowing Assad, their post-conflict agendas differed. Some 

envisioned transforming Syria into a strict Sharia-based Islamic emirate (i.e. 

Salafists), others into a Western-aligned democracy. Starting with early 2012, Jabhat 

al-Nusra (JS) claimed its first attacks in Damascus. JS was initially associated with 

al-Qai’da (AQ) and closely aligned with the emerging Islamic State of Iraq (ISI) next 

door. However, JS-leader Muhammad al-Jowlani pledged allegiance to AQ’s top emir 

Ayman al-Zawahiri, after publically falling out with ISI (U.S. Department of State 

2017). As JS became the strongest opposition group in Syria, it re-branded twice and 

is currently known as Hayat Tahrir al-Sham (HTS). However, back in 2012, due to 

the rapid emergence of JS, Ahrar al-Sham, Liwa al-Islam and Suqor al-Sham, the 

Syrian jihadist component became an integral part of the opposition (Lister 2014, 87).  

 

Iranian intervention 

By 2012, the FSA inflicted serious territorial losses to the Syrian Arab Army (SAA). In 

response, Hezbollah, a Lebanese Shiite militia, deployed thousands of fighters to 

combat the opposition in Syria (Sullivan 2014, 11). Besides Hezbollah, the Iranian 

Revolutionary Guards Corps (IRGC) sponsored and coordinated the deployment of 

numerous other Shiite paramilitary units from Iraq, Afghanistan and Pakistan (e.g. 

Imam Ali Brigade). However, Iran’s spearhead force in Syria has been the external 

branch of the IRGC, known as the al-Quds Force (Arabic name for Jerusalem). The 

IRGC-Quds Force is tasked with the sole objective of “exporting the [Islamic] 

revolution to the world,” spreading Ayatollah Khomeini’s fundamental interpretation of 

Shiism (Wigginton et al. 2015, 162). Besides the ideological component, Iran’s 

strategic objective is to establish a land corridor linking Iran to the Mediterranean 

Sea. Coined by the Jordanian king as the “Shi’a Crescent” (Barzegar 2008, 87-88), 

Iran seeks to achieve this corridor by keeping Lebanon under Hezbollah’s 

dominance, maintaining Bashar al-Assad sovereignty over the Syrian territory, while 

seeking to evict the U.S. forces from Iraq and control it via proxy political parties and 
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their military wings. The Shi’a Crescent would also play the role of a military logistics 

network for supplying its allied militias during war with Israel.  

 

Spread of ISIS and the Kurdish Resistance 

In 2013, the neighbouring Islamic State of Iraq (ISI) expanded into Eastern Syria and 

drove JS and other FSA groups out of Raqqa city. Militarily unopposed, ISIS 

(includes “Syria” or “al-Sham”) captured nearly the entire Turkish borderlands and 

besieged a number of Kurdish and Arab self-protection units in the frontier town of 

Kobani. In late 2013, the U.S. expanded close air support operations from Iraq to 

Syria, aiding the joint Kurdish-Arab militias in fighting off the ISIS assault. The efforts 

payed off in early 2014, when the siege was lifted and ISIS experienced its first 

defeat. Under U.S. leadership, but with the support of over 40 countries, the U.S. 

founded the Global Coalition against ISIS. Through this framework, the Kurdish Self-

Protection Units (YPG in Kurdish) and select local Sunni Arab militias received direct 

training, arms and air support from the Coalition to recapture the expansive ISIS 

territory. Later on, the Arab-Kurdish militias united under a common banner, called 

the Syrian Democratic Force (SDF). As argued by many, the SDF brand is an 

attempt at appeasing Turkey, by watering down the YPG’s ties to Ankara’s 

archenemy, the PKK (Stewart, 2017). 

 

The Russian Intervention 

Disturbed by the growing Western presence in Syria and daring to further its 

geopolitical resurgence, Russia made a crucial entrance into the war. In September 

2015, Russia deployed air squadrons, ground elements, and a naval task force to 

support Syria’s pro-governmental forces. While officially branded as an anti-terror 

intervention, Russia directed over 80 percent of its air strikes on groups other than 

ISIS (Stubbs 2015). Its indiscriminate bombing campaign is credited with bringing the 

opposition to its knees in the battle for Aleppo (2015 to December 2016) and overall 

for saving the Assad regime (Martin 2018, 1).   

 

Weakened and boxed into small territorial pockets throughout western Syria, the FSA 

and Islamist groups entered the Astana agreements in 2017. The Astana agreements 

refer to a trilateral Turkish-Russian-Iranian platform that sought to de-escalate the 

battlefronts in Da’ara, Suweida, Hama and Idlib province. Within this framework, 
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Turkey deployed additional forces to Idlib province to protect the opposition groups, 

expanding its military presence in Syria, after having launched two land operations in 

the past (e.g. Operation Euphrates Shield in 2016 and Operation Olive Branch in 

2017).  

 

The Fall of ISIS 

In October 2017, under a massive U.S. air campaign, the Coalition-backed SDF 

ousted ISIS from its self-proclaimed capital (Harp 2018). With the remnants of ISIS 

condensed in the sparsely populated Eastern Syria, the pro-governmental camp and 

the SDF raced each other to liberate the Mid-Euphrates River Valley (MERV) and 

recapture the Iraqi border. Iran completed its strategic objective in 2018, after 

liberating the strategic border town of Abu Kamal, opening a terrestrial supply line 

between Iran, Iraq and Syria (Mansharof 2019). The SDF liberated its (eastern) part 

of the MERV only in early 2019, after capturing the last square meters controlled by 

ISIS in a makeshift camp near Baghuz al-Faqwani village (Wedeman & Said-

Moorhouse 2019).   

 

Israel’s Covert Raids 

Against this backdrop, Israel, who seeks to avoid an Iranian entrenchment in Syria by 

all costs, has regularly and covertly prosecuted positions of the IRGC-Quds Force 

and its proxies. The over 200 bombings executed by the Israeli Air Force (IAF) hit 

missile depots, logistics nodes, intelligence stations, and fighting positions in 

Damascus, Hama, Latakia and Aleppo (Gross 2018). Currently, the Israeli-Iranian 

confrontation is on the forefront of tensions in Syria, with Russia trying to act as 

mediator, while consolidating its military gains (e.g. Naval Support Facility in Tartus 

and Hmeimim Air Base in Latakia).  

 

At the time of this writing: The U.S. is in the process of a slow troop drawdown, while 

the SDF and Turkey remain in near-war tensions. While still in disarray, ISIS has 

slowly regenerated its networks across Syria and has used its residual presence to 

stage bombings, assassinations, and ambushes across SDF- and regime-held 

territories. On the opposition-regime front, the pro-governmental camp has 

recaptured almost all of the Syrian territory, including the country’s most populated 

areas (i.e. the West). Turkey continues to assert firm political and military control over 
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North-Western Aleppo province, following its 2016 and 2017 offensives in al-Bab and 

Afrin. After years of deteriorating conditions and divisions, JS-turned-HTS has 

become the strongest opposition group in Syria. Alongside Turkey, HTS is at the 

forefront of deterring an impeding governmental offensive in Idlib, the militants’ last 

stronghold. 

 

What has been said about the war 

Despite the inherent military nature of the conflict, few peer-reviewed articles and 

books have given attention to defence-related developments in Syria. The few ones 

that do, have largely covered the military campaigns of select actors from a strategic 

and political perspective (see for example Juneau 2018; Zhou 2019; Byman 2018). 

Overall, the conflict’s complex geopolitical, proxy and insurgency manifestations have 

been extensively covered (see for example Hughes 2014; Gupta 2016; Antonyan 

2017; Byman 2018; Niu & Ali 2018). The very few scholarly endeavours that covered 

a military campaign from top to bottom and from logistics to operations are Tom 

Cooper’s (2018) Moscow’s Game of Poker: Russian Military Intervention in Syria 

(2015-2017) and Tim Ripley’s Operation Aleppo: Russia’s War in Syria (2018). The 

vast majority of academic texts focus on social and political aspects (see for example 

Dakhli 2013; Dixon 2017; Zisser 2017; Hinnebusch 2018; Colasanti et al. 2018; 

O’Leary & Heras 2019). In particular, the topics of religious mobilization (see for 

example Lister 2014) and sectarian discord (see for example Phillips 2015; Kerr & 

Larkin (eds.) 2015; Tomass 2016) have received the most attention.  

 

The visible literature gap on the military developments of the armed conflict has been 

filled by media outlets, think tanks, OSINT platforms (e.g. Belingcat) and a vast array 

of Twitter users. The Institute for the Study of War (ISW) has produced particularly 

reliable and comprehensive map-based situation reports on Syria, published on a 

monthly or bi-monthly basis (see for example ISW 2019). SETA, a Turkish think tank, 

periodically issues tactical and technical reports, regarding Turkey’s military 

operations in Syria (see for example Yesiltas 2017), which provide valuable insight in 

a topic sparsely covered by mainstream Anglo-Saxon organizations. As a firebrand 

military analysis centre, Jane’s by IHS Markit has also been a constant source of 

defence commentary on the conflict. While comprehensive and well researched, 

think tank and academic publications did not come close to the timeliness and 
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insights of products issued by OSINT platforms or by Twitter users with dual military 

and OSINT knowledge.  

 

As demonstrated by McKeever (2019), Bellingcat, the open-source investigation 

website, managed to track the Kurdish insurgency in Afrin exclusively via social 

media. Enlisting SOCMINT support, the author determined the militias involved in 

operations, the operation-types (e.g. hit-and-run, ambush, assassinations) and 

quantitatively assessed the amount of anti-tank guided missile (ATGM) attacks 

launched by the insurgents. Bellingcat has conducted similar investigations in the 

past, and one concerning Turkey’s offensive on al-Bab in particular, and even 

managed to accurately geolocate the sites of ISIS’ ATGM attacks where Turkish 

Leopard tanks were lost (Triebert 2017). While they have different biases and areas 

of focus, Twitter users have frequently surpassed media outlets in speed and 

accuracy of reports. To list a few, @QalaatAlMudiq, @WyvernReport, @LuftwaffeAS 

and @GeromanAT are known for their insightful tweets on active battlefronts 

throughout Syria. Other users, such as @IntelCrab, @ELINTNews, @OBSIL and 

@ConflictsW are self-proclaimed OSINT aggregators, collecting all chatter and 

information regarding active conflicts.  

 

There are also users with specific areas of expertise, who are applying their skills 

and knowledge to the Syrian Civil War. Aviation historian @BabakTaghvaee and 

aviation enthusiasts @CivMilAir, @redandblackattack, @CardiffOTT, 

@AIRFORCEFREAK and @GDarkconrad periodically share suspicious flights 

observed on ADS-B trackers or provide behind-the-scenes information on ongoing 

military movements. @YorukIsik, a Turkish self-proclaimed ship spotter, does not 

only track vessels on AIS monitors, but also photographs military-related ships as 

they pass through the Bosporus strait. He then shares his photos and findings online. 

The Turkish shipspotter’s special coverage of the Russian Navy’s transits to Syria 

received widespread media attention (see for example Sharkov 2016). Other 

maritime-oriented Twitter users are @D_Mitch, @CovertShores @steffanwatkins.  

 

With an unmatched GOINT/IMINT expertise, users @obretix, @reutersanders, 

@intellipus and @border9999 are famous for geolocation all types of military events 

or equipment, using the sparsest photos and videos surfacing from active conflict 



 37 

zones. Self-proclaimed Syrian conflict cartographers @Syria_map, @Suriyakmaps, 

@A7_Mirza, @deSyracuseand @EmmanulGMay regularly tweet images with daily 

or weekly updates of ongoing military operations in Syria.  

 

How are they doing it? By fusing the two major components discussed in the first 

section of this research: OSINT tools and knowledge on military logistics. As the 

following sections will show, the OSINT-LSO nexus can produce a wide variety of 

intelligence analytical products, which sometimes top the quality of classified 

intelligence.    

 

3.2.  Intelligence on Enemy Capabilities: Russian Military Deployments to 

Tartus Naval Facility and Hmeimim Air Base 

 

In its first major military intervention overseas since the Cold War, Russia deployed a 

plethora of air, naval, and land forces in support of the pro-government forces in 

Syria. The deployment began in September 2015, following a bilateral agreement 

signed with the Syria Arab Republic a month before, which grants Russia access to 

Hmeymim Air Base, an airfield adjacent to Basil al-Assad International Airport in 

Latakia. In addition to the airfield, Russia also built up forces in the Naval Support 

Facility in Tartus, a logistical maintenance port leased to the USSR by Hafeez al-

Assad in 1971. Prior to its full-blown intervention, Russia had consistently aided the 

Assad regime throughout diplomatic and military-technical means (Antonyan 2017, 

341). For example, as an OSINT analysis by Oryx (2014) revealed, Russia’s Military 

Intelligence Directorate (known as GRU) operated at least one major SIGINT radio-

interception facility (Center-S) in Southern Syria, until it was stormed and captured by 

the FSA in 2014.  

 

As for motivations, on the one hand, Moscow wanted to prevent the collapse of its 

strongest ally in the Middle East at the hands of another Western intervention. In 

addition to being one of Moscow’s oldest partners, Syria is also a main buyer of 

Russian arms and is the only foreign government to host a Russian military base on 

its soil. On the other hand, Russia feared the growing radicalization of its Muslim 

minorities, particularly in the Caucasus. By 2015, over 2,000 Russian citizens had 
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already joined ISIS in Syria (Bulos et al. 2015). Later estimates show that as many as 

5,000 Russian citizens emigrated to fight in Syria (Sanderson et al 2017, 12). As 

stated by President Vladimir Putin, Russia felt the need to pro-actively combat the 

rising jihadist threat that could eventually re-direct to its own soil. Overall, the military 

intervention in Syria reflected Russia’s pathway towards a geopolitical resurgence 

and facilitated a new issue to negotiate with the West (Antonyan 2017, 342). Russia 

has furthermore used the Syrian theatre of war to battle-test and advertise its new 

weapons systems, ranging from cruise missiles launched by its Caspian vessels to 

experimental fifth generation Su-57 stealth jets.  

 

While officially branded as an anti-terror intervention, the first sorties conducted by 

the Russian Aerospace Forces (RuAF) on September 30, 2015 targeted the 

opposition in Homs, Hama and Latakia provinces (Casagrande 2016). A Reuters 

data analysis of the 780 sorties conducted in the first month concludes that “almost 

80 percent of Russia’s declared targets in Syria have been in areas not held by the 

Islamic State” (Stubbs 2015). This trend was sustained in the following years, as 

Russia primarily targeted the Syrian opposition groups, particularly those affiliated 

with the U.S. Central Intelligence Agency’s (CIA) train-and-equip program, 

codenamed “Timber Sycamore” (Heneghan & Perry 2015).   

 

From early to mid-November 2015, Russia surged its sorties against ISIS in 

retaliation for the downing of Russian Metrojet Flight 9568 over the Sinai Peninsula. 

A myriad of dumb bombs and laser guided missile were used to target infrastructure, 

command and control nodes, and fighting positions of ISIS in its self-proclaimed 

capital of Raqqa and other locations. Increased coordination between the Syrian and 

Russia militaries also enable the RuAF to provide close air support sorties for two 

major government offensives towards Aleppo and Palmyra (Lavrov 2018, 5-6).  

 

In late November 2015, Turkey downed a Russian Su-24, after it had repeatedly 

violated its airspace and harassed its aerial interceptors in the past weeks. This 

prompted Russia to deploy its advanced long-range S-400 SAM system in Latakia 

and to direct more air strikes against Turkish-backed groups, specifically the 

Turkmen formations in northern Latakia. By early 2016, Russia helped the SAA to 
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secure most of those areas and pushed the militants away from Russian military 

bases and the regime’s support base.  

 

Before the battle of Aleppo, the pro-governmental camp aided by the RuAF cut the 

main supply line between Turkey and opposition groups inside Aleppo. After blocking 

their logistical lines of communications (LOCs), the RuAF besieged Aleppo with a 

campaign of maximum aerial pressure. In some instances, over 100 bombings were 

launched within 48 hours (Lavrov 2018, 10). Following a small-scale force drawdown, 

the RuAF temporarily re-directed its efforts to aid the SAA’s offensive on Palmyra. 

Located in Syria’s eastern desert, Palmyra was frequently exchanged between ISIS 

and the SAA. The final liberation, also aided by Russia, came only in early 2017.  

 

By December 15, 2016, the over 10,000 opposition fighters trapped in Aleppo’s 

eastern neighbourhoods surrendered, following months-long attrition combined with 

intensive RuAF air raids flown from Hmeymim Air Base, Admiral Kuznetzov aircraft 

carrier in the Mediterranean Sea, and temporarily from Iran’s Hamedan Air Base. 

With the surrendering fighters evacuated towards Idlib province, the pro-

governmental camp focused on a new counter-offensive in Palmyra and later on, 

pushed towards the Mid-Euphrates River Valley (MERV). As the U.S.-backed SDF 

was engaging ISIS in its “capital” of Raqqa and the Turkish-backed Euphrates Shield 

stormed the jihadists in northern Aleppo, the pro-governmental camp profited and 

attacked ISIS in Deir ez-Zor province. In September 2017, the SAA supported by the 

RuAF lifted the three-year-long ISIS siege on the desert “enclave” of Deir ez-Zor city 

and the adjacent air base.   

 

The second-half of 2017 was marked by clearing operations on the MERV banks and 

by the gradual de-escalation of the other battlefronts via the Astana accords, 

mediated between Russia, Turkey and Iran. Russia furthermore forward deployed 

attack and transport helicopters to Syrian Arab Air Force (SyAAF) airfields and 

mobilized its motorized infantry units in expeditionary operations. However, the 

parallel SAA and SDF offensives on the western and eastern sides of the Euphrates 

were not free of incidents. In October 2017, Syrian armoured units, augmented by 

over 100 Russian private contractors of Wagner Group acting as light infantry, 

crossed the Euphrates in an attempt to storm an SDF outpost and capture the near-
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by oilfields. This attack prompted a massive U.S. aerial counterattack, involving 

gunships, attack helicopters, fighter jets, and bombers, that obliterated the advancing 

force. While Russia rejected having any connection with the notorious Wagner 

Group, this incident shed light on the large-scale presence of Russian private 

contractors in the war.  

 

In 2018, the Russian mission in Syria surged with tactical fighter aircraft 

reinforcements. Most assets were tasked with supporting the SAA siege on Eastern 

Ghouta, an opposition-held suburb in Damascus. As the Astana and later Sochi 

mediation talks continued, all opposition groups were re-directed to the Idlib de-

escalation zone – an area encompassing Idlib province, northern Hama province, 

western Aleppo province and north-eastern Latakia province. Throughout the rest of 

the year, Russia alongside its Syrian, Iranian and transnational allies have been 

readying forces for an all-out offensive on the last opposition stronghold. However, in 

2018 Russia also experienced severe combat aviation losses due to friendly and 

enemy ground fire.  

 

Moreover, as Israel escalated its operations against the IRGC and allied militias in 

Syria, Russia has been caught been rock and hard place in its delicate balancing act. 

In September 2018, a Russian Il-20 maritime surveillance plane was accidently 

downed by a Syrian S-200 surface to air missile (SAM). The Syrian SAM was 

targeting an Israeli F-16 operating in the area (Lewis et al. 2018) and had mistakenly 

locked on the larger aircraft. After a brief moment of tensions, by the time of this 

writing, Russia and Israel are still in coordination over the IAF’s counter-Iran 

operations in Syria.  

 

Furthermore, Russia has neither signalled the intention nor provided a timeframe for 

an eventual withdrawal of all Russian troops from Syria. In fact, the Russian 

government had secured a multi-decade control over both its military installations in 

Syria (Tartus Naval Facility and Hmeymim Air Base).  

 

Based on this overview, the forthcoming sections will detail how the LSO-OSINT 

nexus revealed and uncovered Russia’s military movements in Syria throughout the 

aforementioned stages of the war.     
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3.2.1. Force Deployment: Spoiling Russia’s “Syria Express” LOC  

Even before Russia publicly announced the military deployment to Syria, OSINT 

users have been monitoring its logistical networks for clues. Russia relied on two 

main lines-of-communications (LOCs), seaborn and airborne. The maritime LOC ran 

from the Black Sea Fleet (BSF) headquarters in Sevastopol (Crimean Peninsula) to 

the Tartus Naval Facility on the Syrian coastline. The primary airbridge linked 

Mozdok Air Base in Russia’s Southern Military District to Hmeymim Air Base in 

Latakia.  

 

SOCMINT acquired from Twitter users @YorukIsik and other shipspotters 

aggregated by the website “Bosphorus Naval News” (2015a) showed very early 

logistical shipments from Sevastopol (Crimea) to Tartus (Syria) via the Turkish 

straits. Based on high-resolution photography that surfaced on Twitter, the 

“intelligence minutemen” detected the southbound sail of six large landing ships 

between August 20 and September 10, 2015 (four Ropucha-class, one Alligator-

class and one Kashtan-class vessel). Moreover, with 99% accuracy, the Bosporus 

Naval News compiled a dataset of 272 visually confirmed foreign ships that transited 

the Bosporus. The overwhelming majority represented Russian military vessels 

commissioned from Crimea for southbound sails. The vessels conducting most of 

these supply runs were the large landing ships Alexander Otrakovski (20), Tsezar 

Kunikov (19), Novocharkassk (18) and Korelov (17) (Bosporus Naval News 2015b), 

specialized in cargo transport and launch on shore. While usually the cargo on deck 

was hidden under camouflage nets and in containers, in some instances, OSINT 

observers identified the equipment on board. For example, on August 20, 2015 a 

Tapir-class Black Sea Fleet (BSF) vessel shipped GAZ66 and KamAZ 43501 military 

logistics trucks to Syria (@YorukIsik 2015a). While not classified, the SOCMINT on 

naval movements in the Bosporus undeniably spoiled Russia’s preparation for 

military operations in Syria weeks in advance.  
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Between late August and early September, Twitter accounts shared dozens of 

photos posted by Russian servicemen on their social media accounts, proving their 

presence in Syria (see for example @Paradoxy13 2015; @bdrhmnhrk 2015; 

@JulianRoepcke 2015). The first photos of cargo being unload from military 

transports on the Hmeymim Air Base tarmac surfaced on August 21 

(@green_lemonnn 2015). Continued SOCMINT reports of infrastructure build-ups in 

Latakia drew the attention of other OSINT observers, media outlets, and think tanks. 

With commercial GEOINT/IMINT ordered from Airbus, both Stratfor (2015) and 

Foreign Policy (Lewis 2015) identified runway improvements and the construction of 

helicopter pads, new taxiways, and hangars as part of Russia’s enhancement of the 

Latakia airfield. Visible on ADS-B trackers, Ilyushin Il-62M and other RuAF cargo 

planes were establishing Russia’s airborne LOC towards Hmeymim Air Base, starting 

with early September (@trbrtc 2015).  

 

In an analysis tilted “Are Russian Troops in Syria?” Bellingcat aggregated and 

examined various open-source content related to this topic (Leviev 2015). The 

authors conducted forensic analysis of videos that surfaced on Twitter and that 

showed Russian military assets operating in Syria. In particular, one Russian-made 

Pchela 1T drone and three silhouettes resembling MiG-29/Su-34 or Su-27 aircraft 

were filmed over Idlib province. Land-based weapons systems such as the BTR-82A 

Figure 7 Russian vessel carrying KamAZ trucks to Syria 
(@YorukIsik 2015a) 

Figure 6 OSINT inventory of Russian sails through the Bosphorus in 2015 
(Bosphorus Naval News 2015b) 
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were also captured in various photographs that made their way online. Furthermore, 

Bellingcat profited from social media OPSEC leaks and compiled conclusive 

SOCMINT on Russian personnel, particularly sailors, dispatched for long-term 

deployment (three to eight months) in Syria.  

 

U.S. officials with knowledge of classified intelligence anonymously described the 

situation in August and September 2015, stating that “there are some worrisome 

movements – logistical, preparatory types of things” (Gordon & Schmitt 2015).  This 

suggests that the American intelligence agencies, much like the OSINT community 

online, was on the lookout for logistical movements and likely saw the same assets 

being moved and the same LOCs being used that the Twitter users were monitoring. 

At that point the Kremlin was still denying that it had plans to engage in combat 

operations, vowing that its military is only acting in an advisory capacity (BBC 2015).  

 

More than a week before the RuAF launched its first bombings on targets in Syria, 

IMINT/GEOINT acquired from a commercial provider and shared on Twitter revealed 

the type, number, and extent of Russia’s aircraft deployments in Hmeymim Air Base 

(@galandecZP 2015). The satellite imagery was dated from September 21, 2015 and 

showed – with basic military hardware knowledge and interpretation skills required – 

the presence of 28 aircraft lined up on the air base taxiway (four Su-30SM air 

superiority fighters, 12 Su-25SM and 12 Su-24 attack aircraft). OSINT users 

identified the aircraft type, using publicly available design schematics and matching 

the aircrafts’ unique colour scheme (camouflage pattern) with other aircraft photos 

from the world wide web. As revealed by CNN’s U.S. government sources, the 28 

Russian jets flew with their transponder off and hid behind the radar signature of a 

larger transport aircraft that was accompanying the formation, in an attempt to avoid 

detection (Starr & Levitt 2015). While the RuAF tried to build-up its forces in silence, 

a simple and universally accessible satellite image spoiled it all.  

 

Furthermore, a second deployment formation of Russian jets was uncovered, as they 

flew to Hmeymim Air Base on September 28, 2015. Consisting of six Su-34 strike 

fighters, Twitter users @ain92ru (2015) and @capach28 photographed two of them 

as they left Mozdok Air Base (Russia), while @LuftwaffeAS (2015a) shared of photo 

of one Su-34 descending for Hmeymim’s runway. A second photo shared by 
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@LuftwaffeAS (2015b) shows a large transporter leading a formation of six other 

small aircraft over Syria. As OSINT analysts suspected that the RuAF might be using 

the same procedure to sneak its assets into Syria, as revealed by the CNN sources, 

they looked over ADS-B trackers. Coincidentally, they found a RuAF Tu-154 (callsign 

RFF7085) jet airliner flying from Russia’s Southern Military District to Hmeymim Air 

Base with its transponder on (Cenciotti 2015). Following the insertion-pattern of the 

previous deployment, this likely revealed the flight path followed by the six Su-34 

outbound from Mozdok Air Base, photographed and reported in formation with a 

large transporter.  

 

By the time Russia launched its first air strikes on September 31, 2015, OSINT users 

had thus managed to establish the RuAF’s initial order of battle.  

 

3.2.2. Keeping Up With the Russian Order of Battle  

The OSINT game of cat-and-mouse continued throughout Russia’s entire 

deployment in Syria. One collection focus was to periodically recon the Hmeymim Air 

Base, using commercial GEOINT/IMINT, and to update the open-source record of 

the RuAF’s order of battle.  

 

Shortly after the air strikes commenced, in mid November, the RuAF ordered a series 

of home-launched long-range bombings in Syria. While the bombers rarely made 

stops at Hmeymim Air Base, which would have allowed them to be photographed by 

satellites, Twitter users managed to document their journeys. Using official footage 

released by the Russian Ministry of Defense, the users were able to confirm the 

aircraft-type (five Tu-160s, six Tu-95M and 14 Tu-22M3 strategic bombers) and 

retrace the origin of some to Mozdok Air Base. Furthermore, by conducting forensic 

media analysis of the aircrafts’ underbelly and photographed debris from the ground, 

Twitter users were able to identity the types of ammunition expanded 

(@JosephHDempsey 2015). In many bombings, they observed the launch of the 

experimental low-observable Kh-101 cruise missiles, likely from a Tu-160, and the 

heavy use of unguided dumb bombs.  
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On February 6, 2016, Digital Globe imagery interpreted by Stratfor (2016) showed 

eight Su-24s, five Su-25s, six Su-34s and four Su-35s on the taxiway. Satellite 

images taken on November 20, 2016 and interpreted by Jane by HIS Markit, 

confirmed the transfer of assets from Russia’s aircraft carrier, which was deployed in 

the Mediterranean Sea at that time, to Hmeymim Air Base. IMINT analysis suggested 

the presence of seven Su-24Ms, eight Su-33s, two Su-34s, two Su-35s and one MiG-

29K multirole fighter jet (Neff 2016). Based on colour patterns, the authors assessed 

that the eight Su-33s belonged to the Russian Navy (RuN) and, together with the 

MiG-29, were re-deployed from the RuN-operated Keznetsov aircraft carrier. The 

discovery drew attention to the level of problems experienced by Russia’s sole 

flattop.  

 

Figure 8 IMINT shows Russian air order of battle in Syria (Neff 2016) 

 

On January 19, 2017, IMINT published by Bellingcat (2017) showed the presence of 

three Su-30Ms, three Su-34Ms, four Su-35s, four Su-25s and 11 Su-24s at 

Hmeymim Air Base. This contradicted Russia’s official announcement that it will 

affect a partial withdrawal of its forces as victory over Aleppo was achieved. While 

Russia withdrew four Su-24s, it supplemented its posture effectively by re-deploying 

four Su-25s shortly afterwards (Lavrov 2018, 14). As the RuAF has periodically 

forward-deployed smaller air assets to semi-prepared airfields throughout Syria, one 



 46 

notable discovery made through OSINT was the presence of a Forepost unmanned 

aerial vehicle (UAV) in SyAAF’sT-4 air base on May 1, 2019 (@obretix 2019a).  

 

IMINT from August 29, 2018, shared by @obretix (2018a), showed eight Su-24s, four 

Su-34s and four Su-35s on the air base tarmac. One A-50, two An-26/30 and three Il-

22 cargo planes were also spotted on an eastern apron. The imagery furthermore 

revealed the construction of aircraft shelters. While aircraft shelters conceal fighter 

aircraft from GOINT/IMINT-collection, even after their completion, satellite imagery 

shared by @obretix (2019b) on January 30, 2019 showed seven Su-24s, four Su-30s 

and four Su-34s parked outdoor. Eight helicopters and two large aircraft (A-50 and Il-

20) were also visible on the tarmac.  

 

In addition to air assets, OSINT users have also focused on Russia’s surface-to-air 

missile (SAM) systems, naval assets, and ground-based striking capabilities that 

form the anti-access area denial (A2/AD) zone over western Syria. While Russia 

officially announced the 

deployment of its elite S-400 

system to Syria only after Turkey 

downed one of its jets on 

November 25, 2015 (Marcus 

2015), the S-400’s 96L9 

“Cheeseboard” acquisition radar 

was photographed in Hmeymim 

Air Base since November 12, 

2015 (@moscow_ghost, 2015). 

While parading the S-400 

deployment to Hmeymim in front 

of the media, Russia (accidentally 

or deliberately) leaked the 

presence of the Pantsir S-1 short-

range self-propelled air defence system in some official photos (@towersight 2015).  

 

Figure 9 The S-400's 96L6 acquisition radar spotted in Syria 
(@moscow_ghost 2015) 
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At some point in early 2017, Russia deployed a second S-400 battalion set in Syria. 

By September, Jane’s by IHS Markit satellite imagery analysis detected the precise 

location of the S-400 deployment (35°9'55"N 36°15'41"E). The SAM system assumed 

combat-duty in the Masyaf hills air defence revetments in Tartus province (Binnie & 

O’Connor 2017). With the anti-air nests from the Masyaf hills receiving public 

attention, OSINT users also revealed the presence of the SyAAF’s obsolete S-200 

SAM batteries just meters away from the Russian S-400. As discussed in the 

previous section of this research, IMINT interpretation was guided by entity 

recognition (e.g. radar type, tractor erector launcher) and site layout.  

 

Following a press tour of Russia’s military bases in Syria in April 2018, a Russian 

military analysis website discovered and photographed at least one Tor M-2 aerial 

defence system on the grounds of Hmeymim air base (@ecoross1 2018). Previously, 

there was no information regarding a Tor deployment in Syria. This revealed that 

Russia had been enhancing its point air defence posture, constantly strengthening its 

anti-air capabilities in Syria.  

 

Furthermore, OSINT revealed Russia’s newest strategic SAM deployment in Syria. 

After the September 2018 incident, when a SyAAF S-200 SAM accidentally downed 

Russia’s Il-20 aircraft, while trying to shoot down an Israeli jet, Moscow vowed to 

overhaul the Syrian air defences. Russia deployed four battalion sets of the S-

300PM2 (domestic, non-export version) with the supposed intention of donating them 

to the SyAAF (BBC 2018). Using ADS-B, OSINT observers tracked six heavy-lift 

RuAF planes active on the air bridge between the Southern Military District and 

Hmeymim base between September 29 and October 1, 2018 (@avischarf 2018). On 

October 3, Russia released official footage of S-300 battery elements being unloaded 

from two of the An-124 planes monitored online over the past days 

(@EmbassyofRussia 2018). On November 1, photos emerged on social media 

showing Russia servicemen instructing their Syrian counterparts on how to operate 

the S-300PM2 system (@TheHawkOps 2018). In early 2019, commercial satellite 

imagery shared on Twitter showed that the newly-delivered S-300PM2 was deployed 

in the Masyaf hills, next to one of Russia’s S-400 SAMs (@ImageSatIntl 2019a).  
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Being a matter of power projection and armament demonstration, Russia’s sea-

based operations have been widely advertised by the Kremlin itself. Likewise, Russia 

has been transparent regarding the establishment of the Fifth Operational Squadron 

(a permanent Mediterranean Task Force) based in Tartus and under the command of 

the Black Sea Fleet (BSF) (Russian Ministry of Defense 2017). However, the 

intelligence minutemen managed to impress again, when the RuN was amassing 

forces near the Syrian coastline in preparation for a planned offensive on the Idlib de-

escalation zone. Starting with August 22, 2018, @YorukIsik spotted an increase in 

Russian military marine traffic towards the Mediterranean Sea. First, he noticed the 

Kashtan-class buoy tender KIL158 on a southbound sail, closely monitored by the 

Turkish coast guard (@YorukIsik 2018a) and, later on, other logistic and cargo ships. 

Two days later, three RuN vessels, one armed Krivak II-class frigate and two 

Alligator-class vessels loaded with infantry fighting vehicles simultaneously transited 

the Bosporus (@YorkIsik 2018b). On August 25, two Admiral Grigorovich-class 

frigates (Admiral Grigorovich and Admiral Essen), visibly armed with Kalibr anti-ship 

missiles, transited the Turkish straits on route to the Mediterranean (YorukIsik 

2018c).  

Figure 10 Syrian S-300 detected in Masyaf (@ImageSatIntl 2019a) 
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By August 25, 2018 the RuN had dispatched 13 warships and two submarines, which 

were armed to the teeth, near Tartus, all documented via OSINT channels 

(@Capt_Navy 2018). On August 29, NATO confirmed the large-scale naval build-up 

reported by open sources (Haaretz 2018). The RuN later issued a notice to airmen, 

closing the airspace and international waters in the Eastern Mediterranean to 

conduct war games. At least one U.S. Navy P-8 Poseidon (@GDarkconrad 2018a) 

anti-submarine aircraft and one E-3 Aries II SIGINT collection plane (@GDarkconrad 

2018b) were constantly monitoring the Russian naval drills throughout September 

with their transponders on.  

 

Russia’s surface-to-surface capabilities in Syria also attracted the curiosity of OSINT 

observers. Moscow’s in-theatre assets mostly consisted of the infamous Iskandar 

short-range ballistic missile (SRBM) system and the Bastion-P, a coastal battery 

developed for both ship and ground attack. While Russia confirmed the Bastion-P 

presence in November 2016 by demonstrating its multipurpose land-attack capability 

(Defense Blog 2016), the Iskandar deployment remained in the dark. However, 

Russia’s shady Iskandar deployment in Syria was first detected by a private satellite 

imagery provider on December 28, 2016, and announced in January 2017. At least 

two Iskandar tractor erector launchers were spotted near the runway in Hmeymim Air 

Base. Additional batteries were believed to be on site; however, they remained 

covered by camouflage nets (ISI 2017). On December 18, 2018, the Russian Ministry 

of Defense admitted using the Iskander SRBM system in Syria, confirming its 

deployment. The Iskandar systems were still present in Hmeymim Air Base in April 

2019, as shown by the same IMINT provider (@ImageSatIntl 2019b). 

 

3.3. Forecast: Operational Design and Timeframe of the American-

British-French Strike on Syria’s Chemical Weapons Facilities  

 

On April 7, 2018, open-source reports emerged of a chemical attack in Douma, an 

opposition-held suburb of Damascus. Rescue workers found over 40 people dead of 

asphyxiation in an apartment block and a large gas cylinder expanded in a bedroom 

(Hubbard 2018). The compressed gas cylinder had pierced through the roof, 
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suggesting that it was released from an airborne delivery platform, and glided into the 

building. As Bellingcat’s (2018) exclusive OSINT investigation found, the gas cylinder 

contained a deadly chloride composite and was most likely delivered by a SyAAF Mi-

8 Hip helicopter, seen operating in the area around the time of the attack. Later on, 

the Organization for the Prohibition of Chemical Weapons (OPCW) also concluded 

that a chemical attack did happen on April 7, 2018 and involved the use of molecular 

chloride (OPCW 2019).  

 

The international community rallied against the Assad regime, widely accused of 

carrying out the attack. On the forefront of these accusations were the United States, 

the United Kingdom, and France (Hubbard 2018), as both their legitimacy in the 

conflict and national interest dictated the need to discourage the proliferation of 

weapons of mass destruction. On Twitter, U.S. President Donald J. Trump 

(@realDonaldTrump 2018) was quick to announce the possibility of military action 

against the Syrian regime in retaliation for the chemical weapons (CW) attack. The 

U.K. and France also expressed punitive intentions (Kuenssberg 2018).  

 

On April 14, between 4-5 a.m., Washington, London, and Paris commenced with a 

joint military strike on regime targets in Syria. The combined American-British-French 

allied force launched over 100 land attack cruise missiles from fixed-wing aircraft, 

surface ships, and submarines operating in the Mediterranean Sea, Persian Gulf, 

and the Red Sea (Rogoway 2018). The ordnance destroyed three sites specifically 

associated with Syria’s CW program: Barzah Research and Development Center 

(Rural Damascus province), Him Shinshar CW storage site and bunker (Homs 

province).  

 

The U.S. Navy (USN) USS Monterey and USS Laboon, operating out of the Red 

Sea, fired 37 Tomahawk land attack missiles (TALMs), the secretive Virginia-class 

John Warner submarine launched six TALMs from the Eastern Mediterranean, and 

two USAF B1b bombers deployed from al-Udeid Air Base (Qatar) expanded 19 

JASSM low-observable cruise missiles from Jordanian airspace. USAF F-16C and F-

15C fighter squadrons from Aviano (Italy) and four F-22As stealth air superiority jets 

from al-Dharfa Air Base (United Arab Emirates), armed with air-to-air missiles, 
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provided the Defensive Counter Air (DCA) escort for the bombing crews. The USS 

Higgins also fired 23 TALMS from the Persian Gulf.  

 

British Royal Air Force (RAF) Typhoon and Tornado fighter jets expanded eight 

Storm Shadow air-launched cruise missiles towards Homs province. France fired 

nine cruise missiles from Rafale and Mirage fighter jets. Both the British and French 

jets operated out of the RAF Akrotiri Air Base (Cyprus). In addition, a French 

Aquitaine-class frigate also fired three “Missile de Criosiere Naval,” the French 

indigenous equivalent of the American TALM.   

 

Despite the secrecy surrounding the operation, OSINT users were hard at work to 

monitor aviation activity, marine traffic, and social media signs that might indicate the 

logistical build-up or LSO for such a strike. Focal points were the logistics nodes in 

the Eastern Mediterranean and the Persian Gulf. In two cables shared on Facebook 

by T-intelligence, the OSINT platform correctly predicted that a military operation 

would happen and estimated the 12-14 April timeframe at the crack of dawn as being 

the likely time of execution (HARM 2018c). The platform based its estimate on a 

notice-to-airmen (NOTAM), issued by the U.S. to commercial operators, urging them 

to avoid the Syrian airspace. Furthermore, the T-Intelligence assessment forecasted 

collective action (i.e. French and British involvement), a large concentration of forces 

in the Mediterranean Sea (naming the Sigonella air base as being key) and intense 

multi-platform intelligence collection sorties off Syria’s coast.  

 

3.3.1. Eavesdropping on Intelligence, Surveillance, Target-Acquisition and 

Reconnaissance (ISTAR) Sorties 

Starting with April 11, the U.S. Air Force (USAF) launched several intelligence 

collection sorties off the Syrian and Lebanese coasts per day from Sigonella and 

Aviano air bases (Italy). One of the most featured aircraft was the “submarine-killer” 

maritime security plane P-8 Poseidon, which was frequently spotted on ADS-B 

Exchange over the Eastern Mediterranean between April 11-13, 2018 (see for 

example @AicraftSpots 2018a; @GDarkconrad 2018c). Having a naval aviation 

focus, the P-8 Poseidon was likely monitoring the RuN drills in the Mediterranean 

Sea (@CivMilAir 2018a). The RuN drills conveniently emptied Tartus of all Russian 
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military vessels, serving as a strong indicator of an imminent Western military 

operation. The RuAF responded with its own surveillance rounds, launching Su-24s 

to buzz the French naval build-up in the Mediterranean (@BabakTaghvaee 2018a). 

In a similar move, the SyAAF also redeployed aircraft from its airbases to the 

“sanctuary” of Russia’s Hmeymim Air Base.  

 

 

One of the first assets to be observed and widely featured was an U.S. Air Force RQ-

4 Global Hawk UAV conducting sorties off the Lebanese and Syrian coast. Call-sign 

FORTE 10 was tracked and shared on Twitter by user @AircraftSpots (2018b), as it 

was on station for ISTAR collection duty throughout April 13, 2018. FORTE 10 was 

replaced or supplemented after midnight by another RQ-4 UAV, call sign UAVGH000 

(GDarkconrad 2018d). Based on the drone’s GPS position transmitted via ADS-B, 

twitter user @cencio4 (2018) was able to estimate the RQ-4’s sensor suite coverage 

at a 200-300 km range and a 45-degree angle. This brought parts of western Syria 

within range and narrowed the possible target-list that the U.S. defence intelligence 

was likely considering. Around 4 A.M. an SIGINT intelligence RC-135V plane, 

operated by the USAF, appeared on ADS-B trackers over the Eastern Mediterranean 

Figure 11 RQ-4 drone flight path near the Syrian coast (@GDarkconrad 2018d) 
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(@AircraftSpots 2018c). As the “V” version of the RC-135 is purposed for tracking 

and geo-locating signals within the electromagnetic spectrum (US Air Force 2011), 

the plane was likely collecting radar spikes of the Syrian and Russian air defences. 

Another RQ-4 drone outbound from Sigonella Air Base (Italy) returned to the Eastern 

Mediterranean shortly after the offensive operations ceased (AircraftSpots 2018d). 

Callsign FORTE11 likely scouted the targeted areas for battle damage assessment 

(before and after comparison).  

 

3.3.2 Fuel for “Thirsty” Fighters 

Probably the clearest logistical indicator of an upcoming aerial operation was the 

spike in aerial refuelling traffic from the U.S. to Europe and later towards the 

Mediterranean region. As fuel is a key tactical logistics good, it needs to be provided 

directly to the frontline. Social media users were again quick to pick-up the flow of 

aerial refuelling assets and logistical preparations conducted by the USAF. On April 

10, @StratSentinel (2018) published an ADS-B-acquired list showing 42 “flying gas 

stations” (i.e. KC-135 Stratotanker aircraft) airborne over the continental U.S. One 

day later, on April 11, user @hdevreij (2018) shared an ADS-B Exchange screengrab 

of five USAF KC-135s forward deploying from the United Kingdom via France to the 

Eastern Mediterranean. While they later made sparse appearances on trackers, it 

became clear that many of the aerial refuelling aircraft were dispatched from the U.S. 

to Europe as part of LSOs. The KC-135s re-appeared on ADS-B Exchange 

immediately after the conclusion of the trilateral American-British-French strikes on 

Syria (@Buzz6868 2018). Some of them were still circling the area of operations, 

likely refuelling the F-16s and F-15s returning from DCA duty, while others were 

bound for their home base  

 

Impressed by the power of OSINT during the American-British-French punitive strike, 

Major Atkins (2019) emphasized in a USAF journal the minute-by-minute account 

and in-depth tracking of tanker and ISR support aircraft by amateur analysts as the 

operation was unfolding (35). While OSINT analysts were successful in identifying 

the LOCs, tracking some of the assets populating the supply lines, and forecasting 

the timeframe of the operation, they remained overly focused on the Eastern 

Mediterranean. There was virtually no mention of the USN vessels operating in the 
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Red Sea or about logistical preparations in the USAF’s major Persian Gulf bases (al-

Udeid and al-Dharfa). The latter played a major role in the campaign. Furthermore, in 

this case, OSINT analysts were not to be blamed for spoiling military OPSEC, as 

President Trump has repeatedly signalled (deliberately or not) his intention to punish 

the Assad regime for the Douma CW attack. However, this episode does show that 

even in OSINT austere situations, such as classified military operations, “intelligence 

minutemen” can prove resourceful in their collection and creative in their 

assessments.  

 

 

3.4. Battle Damage Assessment: Israeli Air Force Raids on the IRGC  

 

Despite its apparent neutrality in the conflict, Israel was not indifferent to the 

developments in Syria. Jerusalem’s main security threat is the entrancement of Iran 

and its affiliated transnational militias in Syria (e.g. force build-up, missile 

deployments) and the smuggling of advanced weaponry to the Shiite Lebanese 

Hezbollah. Founded in 1982 with Iranian assistance and funds, Hezbollah blends the 

Khomeinist interpretation of Shiism with the IRGC’s proficiency in unconventional 

warfare. Israel has already fought a pyrrhic open conflict with Hezbollah in 2006 and 

has since remained in near-war tensions with its neighbour from the north. 

Throughout the years, Hezbollah has stockpiled short- and medium-range unguided 

rockets as a deterrence policy against Israel. In 2015, Israeli Intelligence estimated 

Hezbollah’s rocket stockpile at 150,000 (Issacharoff 2015). Furthermore, Jerusalem 

likely believed that Iran had transferred sophisticated weaponry such as ballistic 

missiles and aerial defence systems to Hezbollah under the cover of the Syrian Civil 

War.  

 

Ever since the beginning of the Syrian Civil War, Israel engaged in a covert action 

campaign in Syria, tasking its intelligence organizations and air force to neutralize 

tactical objectives. The Israeli covert action campaign has mostly engaged high-value 

targets (e.g. weapons, supplies, equipment) airlifted from Iran into Syria. The attacks 

followed an established pattern. Following target identification and assessment, the 

IAF scrambles fighter jets to neutralize the HVT, the Israeli jets, mostly outfitted with 
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standoff missiles, then engage the targets from Lebanese airspace, avoiding the 

engagement range of Syrian air defences. While Syrian air defences sometimes 

responded with ordnance interception, no attack was ever repelled. While Jerusalem 

has mostly been secretive about its military activities in Syria, Israeli Intelligence 

Minister Israel Katz revealed in 2018 that Israeli forces have conducted over 200 

strikes in Syria over the past two years (Williams 2018). As Israeli covert raids in 

Syria proved to be highly effective, Tehran stopped delivering sophisticated missiles 

and instead provided GPS kits for Hezbollah to convert its existing stockpile of 

rockets from “dumb” munition to precision-guided missiles (Zilber 2019).  

 

Despite the tight-lip secrecy surrounding the raids, OSINT analysts have repeatedly 

and methodically shed light on the IAF’s covert activities in Syria. Fusing SOCMINT 

with open-source GEOINT/IMINT, “intelligence minutemen” have followed air strikes 

as they happened. By constantly scanning known IRGC logistics nodes, specifically 

airfields that form the Iranian air LOC (i.e. airbridge) and SAA’s military bases, using 

GEOINT/IMINT, open-source observers have managed to determine the site and 

target objective of the Israeli kinetic strikes.   

 

Contrasting with the previous entries, this section of the case study will discuss the 

covert Israeli involvement in the Syrian Civil War and will focus on a different 

intelligence product, called Battle Damage Assessment (BDA). While a BDA is a 

mechanism for measuring the success of an operation by assessing the damage 

inflicted on an enemy target, OSINT users have used BDAs to back-track kinetic 

strikes, reverse engineering their operational design. By identifying kinetic targets 

and estimating the extent of the damage, OSINT users could tell who did it – and to a 

certain extent, how and why. The following entries show how different aerial 

engagements on diverse IRGC-related targets were backtracked to the IAF, enabling 

online users to estimate a myriad of tactical details, such as ammunition type, aircraft 

and flight path. Moreover, the OSINT research also shed light on the equally 

shadowy Iranian involvement in Syria and the transfer of advanced weaponry to 

rogue groups, some of which are designated as terrorist groups. The section 

chronologically discusses some of the most important IAF raids, with a view to the 

LSO-based open-source collection efforts around them.   
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3.4.1. The T4 Air Base Attacks  

While the IAF has been combat-applying its counter-Iranian strategy since 2013, the 

covert confrontation between the two countries swiftly escalated in early 2018. After 

the IRGC established an intermediate logistics node on the grounds of the SyAAF’s 

T-4 Air Base (AB), Israeli intelligence focused collection efforts on this target. On 

February 10, 2018, an Iranian-made UAV, launched from T-4 AB, violated Israeli 

airspace for several kilometres to recon the Israeli Defence Forces’ positions in the 

Golan Heights. Not only was the Iranian UAV destroyed, but the incident also 

prompted a swift retaliation. The IAF scrambled F-16I Sufa fighter jets, which 

successfully raided targets in Syria, including the T4 AB (Barrington & Balmforth 

2018). While these events were unfolding in complete secrecy, the confrontation was 

spoiled online, when a Syrian S-200 long-range SAM managed to down one of the 

Israeli F-16s returning from the sortie. 

 

On April 8, 2018, the IAF targeted the launching point of the Iranian UAV, the T-4 AB. 

As soon as the Syrian state media complained about unidentified planes attacking its 

base, social media users shared videos reportedly showing air-launched missiles 

expanding outside of the city of Palmyra (see for example @BabakTaghvaee 2018b; 

@QalaatAlMudiq 2018a). Photos surfacing on social media showed a hangar inside 

the air base shred to pieces by what it looks to be precision munition (@ErshadAlijani 

2018). Analysts were quick to name the Israel-made “Delilah” missile cruise as being 

responsible for the blast and to furthermore link the T-4 AB attack to the February 

incident (@BabakTaghvaee 2018c). On April 11, Iranian media revealed that seven 

IRGC members were killed in the attack. Commercial satellite before-and-after 

imagery showed visible, yet surgical damage to the structures on the airfield grounds 

(Times of Israel 2018). While Israel never commented on this attack, the evidence 

was enough to point towards Jerusalem. Unconfirmed information suggested that the 

IAF targeted and destroyed a short-range Tor-M1 SAM system deployed at the T-4 

by the IRGC-Aerospace Forces (Trevithick 2018). 

 

3.4.2. Pre-empting Retaliation  

Expecting retaliation for the T-4 raid, Israel prosecuted two IRGC-affiliated targets 

deep in north-western Syria. In a wave of unclaimed air strikes, logistics depots from 
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the SAA’s 47th Brigade base (Hama province) and an industrial site near Aleppo 

International Airport (Aleppo province) were bombed overnight on April 29, 2018. 

Again, videos posted online show a large explosion followed by several secondary 

bursts, indicating that a weapon depot had been struck (@Syrianzo 2018) near 

Hama. The next day, private satellite imagery provider ISI issued a before and after 

comparison of the SAA’s 47th Brigade base, showing at least ten different structures 

destroyed (@newsisrael13 2018).  

 

User @markito0171 (2018) geolocated the photos of the Aleppo site, using basic 

mapping services, with pinpoint accuracy (36°11′18″N, 37°14′25″E). Furthermore, 

Twitter users matched the missile debris seen in the photos from the Aleppo bombing 

site with the U.S.-made GBU-39 small diameter bomb (SBD) (see for example 

@Atlantide4world 2018), narrowing down the list of possible perpetrators to a handful 

of armed forces, including the IAF. Knowing that the perpetrators had used the GBU-

39, another analyst estimated the aircrafts’ approaching path, using publicly available 

data on the SBD’s engagement range (@intellipus 2018). Users monitoring ADS-B 

Exchange also spotted the presence of a USAF RQ-4 Global Hawk UAV airborne for 

at least nine hours during the unclaimed strike in Hama and Aleppo (see for example 

@CivMilAir 2018b). This suggested that Washington was informed about the 

operation and that it possibly provided ISR support to the advancing Israeli jets.   

 

After assessing the likely weapons system used in the strike and the subsequent 

target location as part of the BDA, OSINT users uncovered the possible target. Users 

monitoring FlightRadar24 spotted an Il-76T strategic airlifter operated by the SyAAF 

585th Transport Squadron flying from Tehran Mehrabad Airport to the Hama military 

airfield (see for example @YorukIsik 2018d) hours before the alleged strike. Besides 

naming the IAF as the perpetrator, many have drawn the conclusion that Israel 

targeted newly shipped weapons systems that the IRGC and its allies were planning 

to use against Israel in revenge for the T-4 raid from April (see for example HARM 

2018d). According to this logic, the capabilities airlifted by the SyAAF Il-76T cargo 

plane were stored in the SAA military base and in an IRGC covert site as a counter-

surveillance tactic. 
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3.4.3. Operation House of Cards 

Despite attempts to pre-empt an Iranian attack on Israel, the IRGC launched a salvo 

of surface-to-surface missiles (SSM) from Southern Syria to the Golan Heights on 

May 9, 2018 (Morris 2018). Immediately afterwards, the IAF launched a series of air 

strikes on SAA and IRGC-Quds Force targets throughout Syria. The Operation, 

called “House of Cards”, was Israel’s largest military operation in Syria since 1974 

(Lahad et al. 2018). The IAF made use of 28 aircraft - mostly the multi-role F-16Is 

and air superiority F-15Is - and employed hundreds of intelligence officers to assess, 

exploit, and target objectives in Syria. Operation “House of Cards” had two main 

mission profiles. The first mission profile was the suppression of enemy air defences 

(SEAD), focused on the SyAAF’s air defence batteries, while the second was a 

conventional ground attack campaign targeting the IRGC and affiliated militias. 

 

Like in the previous examples, the operation was thoroughly followed via open-

source channels. Twitter users documented all aspects of the operation with a much 

greater speed than conventional media outlets, beginning with videos showing the 

Iranian SSM salvo towards Israel (see for example @BabakTaghvaee 2018d) and 

including the first air raid reports (see for example @QalaatAlMudiq 2018b), 

retaliation strikes over Damascus (see for example @Dannymakkisyria 2018), and 

alleged ordnance wreckage (see for example @Syria_Protector 2018). As observed 

in the case of the trilateral strike against Assad’s CW sites, OSINT observers noticed 

ISR platforms and aerial tankers with active transponders in the course of the 

ongoing military operation. As @GDarkconrad (2018e) shared, one IAF KC-707 

3J6C tanker and one King Air B200 SIGINT were conducting “donut” rounds over 

central Israel during Operation House of Cards.  

 

In a very rare move, the Israeli Defence Forces (IDF) made part of their internal BDA 

public, showing scores of before-and-after target sites to the world. Israeli Defence 

Minister Avigdor Liberman stated that the IDF destroyed almost all of Iran’s military 

sites in Syria (Gross 2018). However, even in this case, OSINT users found strike 

locations undisclosed by the IAF. ISI provided GEOINT on the IRGC headquarters in 

Syria, located in Damascus International Airport and known as the Glasshouse 

(Frantzman 2018), while Twitter analysts, using only Google Earth’s history layer, 



 59 

discovered several damaged structures on the SAA’s 104th base (@obretix 2018b) 

and a destroyed S-200 radar (@obretix2018c) near Damascus.   

 

3.4.4.The Christmas Raid   

The Israeli-Iranian shadow war in Syria continued throughout the year, with limited 

escalatory moments. The accidental downing of a RuAF Il-20 on September 17, 2018  

halted Israeli air operations in Syria for several months, pending mediation with 

Russia. However, the IAF resumed operations with a daring raid on December 25, 

2018. Following the established pattern, social media users reported anti-air activity 

over Syria and shared photos of smoke trails and missiles in flight (see for example 

the entire thread of @aghiad_alkheder 2018). IAF jets likely followed the same strike 

Figure 12 Syrian Brigade 104 headquarters after Israeli airstrikes (@obretix2019) 
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path via Lebanon and engaged targets in the wider Damascus region, using standoff 

weaponry. Less than 48 hours after the attack, open-source BDA’s emerged (see for 

example @ImageSatIntl 2018b; @ImageSatIntel 2018c). Satellite imagery showed a 

storehouse and parking lot destroyed in the SAA’s fourth division camp. The sites 

were believed to be housing Iranian-made Fajr-5 SSMs. OSINT analysts, using 

Google Earth’s measurement tool, determined the diameter of the bomb craters in 

the parking lot (see for example @yarinah1 2018) and assessed that at least a GBU-

39 type of ordnance was used (@Bodheesattva 2018). This indicated that either F-16 

or F-15 fighter aircraft of the IAF had delivered the payload.  

 

3.4.5. Missile Exchange over Damascus 

The next attack came less than a month later. On January 20, 2019, tourists skiing 

down the slopes of Mount Hermon filmed and tweeted the launch of several Iron 

Dome SAM missiles over the Golan Heights (see for example @HillelNeuer 2019). 

Over night, locals tweeted videos showing missile fire and interceptions over 

Damascus (see for example @HoseinMortada 2019a; HoseinMortada 2019b; 

@RisboLensky 2019). It became clear that a new large-scale IAF operation was 

underway in Syria and that the Syrian forces had mobilized their air defences.  

 

The IDF again showed transparency by sharing a target list on Twitter, featuring 

photos of Iranian logistical, military, and intelligence sites targeted in the night (@IDF 

2019a). Moreover, the IDF showed two videos filmed by their TV missiles, as they 

glided towards and destroyed two SyAAF aerial defence batteries (@IDF 2019b). 

OSINT users later determined that the equipment featured was the Russian-made 

Pantsir S-1/S-2 system. As soon as cloud-free imagery became available on 

commercial IMINT/GEOINT providers, T-Intelligence geolocated one of the Pantsir S-

1s destroyed on Damascus International Airport and conducted a BDA showing the 

before-and-after comparison (@T_intell 2019a). The “usual victim” Damascus 

International Airport is a key logistics node of the IRGC’s air-bridge LOC to Syria and 

is therefore constantly monitored by OSINT analysts. Other OSINT analysts have 

pointed out that Israel used a high-end suicide anti-radiation drone, known as IAI 

Harop to destroy the Syrian air defence batteries (see for example Roblin 2019; 

@M_S_Alftayeh 2019; HARM 2019b).  
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3.4.6. Sustained Hostilities in 2019 

As the SyAAF was rumoured to have operationalized the Russian-supplied S-

300PM2 SAM system, Israel again paused operations over Syria. However, as 

negotiations between Israeli Prime Minister Netanyahu and Russian President Putin 

were reportedly fruitful, Twitter users expected an imminent resumption of IAF 

strikes. User @BabakTaghvaee (2019a) even announced that the resumption would 

follow the IAF’s March exercise. During the night between March 27 and 28, 2019, 

the IAF raided a target in Aleppo province and social media videos confirmed that an 

explosion had happened (@BabakTaghvaee 2019b; @babakTaghvaee 2019c). 

Forensic image analysis of the photos from the bombing site conducted by OSINT 

analysts suggests that the IAF used a GBU-39 SDB for targeting an industrial park in 

north-eastern Aleppo (@Obs_IL 2019a). The relative geolocation was validated as 

soon as commercial satellite imagery became available for BDA. The OSINT BDA 

shows two structures (a large building and a hangar) “surgically” bombed in Aleppo’s 

Sheik Najjar Industrial Area (see for example @AmichaiStein1 2019; @ImageSatIntl 

2019d). The press later reported that the structures covertly targeted by Israel were 

Iranian ammunition storage depots (Times of Israel 2019).  

 

The next air raid followed swiftly in the next month. Hoping to deter Israeli 

adventurism, the IRGC withdrew its military capabilities and logistical nodes to Hama, 

Homs and Aleppo province. North-western Syria falls under the engagement range of 

Russia’s long-range SAM systems and of the new S-300PM2 supplied to the SyAAF. 

However, the IAF continued to prosecute HVT all over Syria. On the night between 

March 12 and 13, reports of SAM fire in response to Israeli aerial incursions over 

Hama province emerged again (see for example @ELINTNews 2019; 

@no_itsmyturn 2019; @auroraintel 2019). Several Iranian-affiliated sites were 

photographed under fire and shared online (@Step_Agency 2019). In a thread 

tweeted by @Syrian_MC (2019), the user claims that Israeli F-16s flew in from 

southern Beirut at high altitude to mimic an ISR sortie and then egressed at full 

speed towards Syria to launch SDBs at several targets (a warehouse north of Masyaf 

and a warehouse west of Homs). 
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The OSINT community was either working on BDAs or waiting for updated, cloud-

free satellite images to surface on social media. @ImageSatIntl (2019c) tweeted a 

four-part BDA thread detailing the Masyaf target, a complex of five to eight destroyed 

buildings. The complex was believed to be a missile manufacturing base. 

Augmenting the ISI thread, account @T_Intell (2019b) issued a BDA of the second 

target, a building in Umm Haratim located just west of Homs city, fully validating the 

target claims made by @Syrian_MC. The building was suspected to be logistics 

depot for military hardware unloaded from the near-by T-4 AB (Homs province). 

Figure 14 First target of the IAF's 2019 strike in Masyaf (@ImageSatIntl 
2019c) 

Figure 13 Second target of the IAF's 2019 strike in Masyaf (@T_Intell 
2019b) 

Figure 15 Third target of the IAF's 2019 strike in Masyaf 
(@Nrg8000 2019) 
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Coincidental or not, @Obs_IL (2019b) discovered via FlightRadar24 that an IRGC-

owned (Pouya Airlines) Il-76 cargo plane landed on “Homs Airport” (T-4 AB is the 

only airfield in Homs province) on April 12, 2019 – just hours before the IAF attack. It 

is likely that the Il-76 flight was airlifting an HVT, which was later deposited in the 

Umm Haratim building.  

 

In addition, using imagery from 

PlanetLabs, user @Nrg8000 

(2019) tweeted a BDA of a third 

target, the Masyaf Scientific 

Research Centre. 

IMINT/GEOINT showed that at 

least five buildings of the 

expansive complex 

“disappeared” between 12 and 

13 April, 2019. This represents 

one of the fastest BDA efforts 

spearheaded by the OSINT 

community. Twitter users 

identified and scouted the 

SOCMINT-reported strike 

locations in less than 48 hours 

after the IAF operation. In 

addition to the building-by-building, site-by-site in-depth BDAs, OSINT analysts also 

assessed that this operation was likely conducted by more assets than just two F-

16s. Furthermore, since this strike was less than 20 kilometres from the S-300PM2 in 

the Masyaf hills, OSINT analysts concluded that the use of the long-range SAM 

system is politically conditioned on Russian approval. This inherently suggests that 

the Russian-Israeli agreement over Syria trumps Moscow’s loose alliance with Iran. 

OSINT efforts have not only revealed tactical military developments between Israel 

and Iran, but also shed light on strategic geopolitical aspects of the Syrian Civil War.   

 

As demonstrated throughout this section of the case study, OSINT analysts have 

tracked both Iranian and Israeli military logistics to monitor the shadow-war between 

Figure 16 HVT package airlifted by IRGC Il-76 plane in Syria (@Obs_IL 
2019b) 
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the two actors. For monitoring Iran, the OSINT community periodically scanned the 

IRGC’s primary LOC (i.e. the airbridge) and its logistics nods (e.g. Damascus 

International Airport, Mezzeh Airfield, T-4 AB, Aleppo International Airport etc.) for 

suspicious activity. Regarding Israel, the IAF’s ISR platforms, tankers, and expanded 

munition perpetually indicated air strike preparation or the action itself. Forensic 

media analysis followed by GEOINT/ IMINT tools enabled the analysts to geolocate 

and later assess the damage of the IAF strike and to furthermore guess the assets 

employed in the attack.    

 

 

3.5. Evaluation and Discussion: Challenges, Limitations and 

Opportunities  

 

As the above case study demonstrated, OSINT analysts have been successful in 

producing three different types of intelligence analytical products, looking at different 

geographical and operational areas of the Syrian Civil War. These results affect an 

in-depth and methodical understanding on how military logistics, particularly send-

type LSOs, are exposed to open-source collectors. The chain reaction leading to 

OPSEC degradation from initial LSO exposure is swift and worrisome for decision-

makers, as it has the capacity to reveal more than just an ongoing military operation 

or deployment. As particularly shown by the Russian example, once acquired by 

OSINT analysts, the targeted data remains on the world wide web for further 

exploitation. The mass proliferation of OSINT tools due to the growing availability of 

sophisticated software and the enriching knowledge pool on varying topics such as 

military hardware will further render LSOs vulnerable. While OSINT acquisition has 

become easier than before, there have been limitations in compiling and assessing 

the above case study. The vast data sets available online, the proliferation of fake 

information, retroactive research, and linguistical bubbles have been some of the 

main limitations of the case study.  

 

The OSINT “white noise” is real. The amount of open source information and chatter 

available online is overwhelming. This research has repeatedly stumbled on a 

“looking for a needle in a needle stack” dilemma, while surfing through the target-rich 
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environment of social media. There is simply too much content available on a given 

topic for easy acquisition. In many cases, the bulk of data was irrelevant to the 

research objective, becoming a time-consuming obstacle. In other cases, the surplus 

data permanently covered the desired piece of information. This issue repeatedly 

surfaced, when conducting retrospective research. Most of the case study 

information, in particularly from social media, was published between 2015 and 2018, 

yet the collection for this research was mostly conducted in 2019. Twitter and other 

social media are challenging for retrospective collection, especially on information 

dense topics such as the Syrian Civil War. However, this does not limit the scope of 

this research, as the case study’s purpose is to provide “snapshots” of OSINF that 

facilitated OSINT on a given topic in a given timeframe. Recreating an information 

environment in its entirely would have overstretched the scope of this research.  

 

The open-source coverage of the Syrian Civil War is incredibly polarized, in particular 

on social media channels. Being a disinformation-rich environment, social media 

mass-proliferates fake news and rumours. Especially in this case, Twitter has turned 

into a battling ground between propagandists and “fan-boys” of the diverse factions 

engaged in the war. In most cases, propagandists are easy to spot based on their 

social media content (producing or retweeting content favourable to his/her camp) 

and behaviour (positive interaction with peers, hostile to individuals outside his/her 

echo-chamber). Propagandists are regularly open about their allegiance, yet the 

most effective ones are those engaged in deception. Nonetheless, this does not 

disqualify them as a legitimate OSINT collection target. In many cases, propagandist 

Twitter accounts have been the source of exclusive content related to their supported 

faction. It should also not be discredited that governments can and are often times 

actively involved in the information battle sphere. By spreading deceptive information, 

governmental intelligence agencies can direct OSINT analysts on the wrong path or 

“influence the influencer” for their own tactical interests. 

 

The issue of rumours and unsubstantial claims has no easy fix. This required the 

researcher’s analytical abilities to separate “the good from the bad.” A method of 

coping with the amount of disinformation/fake news on the world wide web was 

ironically provided by one of the previously named challenges, retrospective 

research. Looking through the present lens at past social media chatter, the 
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researcher could filter out false information based on what came true and what did 

not. This procedure worked best for predictions and claims of imminent military 

aggressions. Using critical thinking and background knowledge, some information 

was easier to discard that the other. In other situation, there was no telling.  

 

As addressed in the theoretical framework, the linguistical factor remains an 

undeniably major issue in all phases of the intelligence cycle – obvert and covert. 

The vast majority of the case study’s data is based on English language content. 

While many sources are direct translations and aggregations of native, local-

language speaking sources, this is not the complete picture of the OSINT chatter and 

information environment surrounding the events discussed. However, this does not 

defy the aim of the thesis, since this is an overview aimed at demonstrating how 

OSINT collection on LSOs works.  

 

 

4. Conclusion 

 

This research aims to foster understanding among decision makers regarding the 

OSINT capacity to track, fix, follow, and compromise sensitive military activities 

based on their logistical footprint. As outlined in the theoretical framework, OSINT 

has pros and cons. However, the consensus among scholars, practitioners and 

analysts is that this form of obvert intelligence will unavoidably proliferate and refine. 

The open-source equivalents of HUMINT, IMINT/GEOINT and SIGINT are 

undeniably practical, as the growing OSINT community online has proven to be 

resourceful and computer-savvy. Furthermore, as identified, the link between OSINT 

analysis and military logistics is unexplored in the existent literature. This is both an 

opportunity and a disadvantage in bridging the understanding between the two topics 

of intelligence and strategic studies.   

 

As shown, military logistics and send type LSOs are particularly vulnerable to OSINT 

acquisition. The events presented in the case study have demonstrated how the 

fusion between the myriad of open-source tools existent and known line-of-
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communications (LOCs), assets, and logistics nodes used by armed forces can lead 

to the exposure of operations security (OPSEC) and furthermore to declassifying 

other secrets such as the presence of sensitive defence hardware, military action, or 

preparations for such. The first focal point of the case study has outlined how 

intelligence minutemen have estimated Russia’s order of battle in Syria by tracking 

their air and naval LOCs and periodically scanning the inventory of Russian assets 

deployed to the logistics nodes. The second focal point showed how similar LSO 

activity spoiled the preparations for a joint multinational American-British-French 

strike against the Syrian government in western Syria and allowed the OSINT 

community to forecast most details of the impeding action. The third and final point 

focused on the covert Israeli-Iranian confrontation in Syria. This section further 

demonstrated how open-sources can facilitate the most diverse intelligence products, 

including battle damage assessments, by fusing SOCMINT and GEOINT/IMINT, and 

how resourceful OSINT analysts used this type of assessment to determine who did 

what, using which asset, how, and why.     

 

Since the aim of this dissertation is to foster a better understanding of OSINT for 

decision makers, this study focused on one case study. Further research is required 

to determine how OSINT works or has worked in different cases and whether there 

are environmental factors that determine the success of open-source investigations, 

specifically tailored to target the flow of military assets and logistics. In regard to the 

practical utility of this research, decision-makers including policymakers, logistician 

heads, and military field commanders, should take appropriate measures to minimize 

the risk of OPSEC exposure to OSINT collection. The first and most important step is 

to acknowledge the changing informational environment and the inherent 

consequences on modern war and covert/sensitive actions. As social media 

channels and open-source tools are becoming more accessible and more widely 

used, a wider discussion within the defence community on how OSINT affects day- 

to-day combat operations is required. The subsequent conclusions should affect 

changes in doctrinal texts and tactical applications. Although the LSO-OSINT nexus 

is an OPSEC-vulnerability, it should be remembered, that in some instances, OSINT 

can act as a force multiplier for intelligence collection and analysis. For a masterful 

and adapted leader, commander or decision-maker, OSINT should only and always 

be a force multiplier and not a liability.   
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