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ADDITIONAL WRITTEN COMMENTS

Reviewer 1

The dissertation addresses a topic of great interest that falls fully within the scope of the Master's
programme. The research question is clearly formulated and is addressed through a logical structure. The
author identifies and addresses the main problems posed by the application of international humanitarian
law to the issue of information warfare in contemporary warfare. The bibliography is on the whole adequate
although it could have been more thorough in covering the specialist humanitarian law debate. The literature
review is rather descriptive, limiting its overview to some of the relevant contributions without deepening
and interacting with the content of such contributions. The legal reasoning, while on the whole acceptable,
is sometimes superficial or questionable (see for instance pp. 15-16 on the overall control/effective control
tests; pp. 18-19 on the concept of armed attack/use of force under the ius ad bellum; p. 49 where the UDHR
is qualified as binding with no explanation) and is characterised by extensive reference to authorities such
as the Tallinn Manual, individual scholars, and the ICRC (see for instance, p. 22 on non-kinetic ‘attacks’; p.
25 on Prof Robbat’s stance; p. 26 where reference is made to the ICRC Study when there is an appropriate
conventional legal basis for the ‘advance warning’; p. 30 on the concept of ‘military advantage’; p. 35 on
different interpretations on perfidy; pp. 52-53 on prof. O’Connell’s proposal). In such circumstances, a full
legal argument that makes use of the criteria of treaty interpretation or the rules of customary law formation
is lacking. In part, these shortcomings can be excused in light of the complexity of the subject matter and
the need to comply with the word limit assigned. Finally, the conclusion argues in favour of an evolutionary
interpretation of IHL to clearly cover also non-kinetic attacks and contemporary practices of information
warfare. The legal basis and the effects of such interpretation should have been, however, better clarified
with specific reference to the relevant applicable rules.

Reviewer 2

The rapid expansion of the information space and its importance raises the question of whether the
current international law needs an update. This dissertation thus rightfully reviews the international
humanitarian law, whose main sources were formulated in the late 1940s and 1970s, and challenges it
with the advances and consequences of present-day information warfare. This dissertation thus deals with
an important and timely question. It does a good job of identifying the rules and clauses that could be
challenged by the development of information warfare and illustrates these issues with relevant cases.

The arguments, however, are less convincing. This weakness may come from an inductive research
design in which case studies of information warfare are assumed to represent behaviour that ought to be
outlawed. | am missing convincing arguments based on the founding principles of IHL.

The case of Azovstal (p37) and the Lebanon war (p41) are examples of such an unconvincing
interpretation. The Azovstal case confuses what and why constitutes perfidy. Spreading disinformation
that might lead to surrendering Azovstal defenders is completely different from an ambush covered by
false information about surrendering at a certain time and place. The Lebanon case suffers from a lack of
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proportionality. In the context of large-scale violence, “mental suffering” caused by information operations
does not seem to present the gravest concern to the affected people.

To sum up, the author asks an important question and identifies some relevant problems. However, the
argumentation suffers from a kind of tunnel vision. The issues related to information warfare seem to be
disconnected from the conditions that IHL attempts to affect.




