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Abstract  
This dissertation has the purpose to find out whether the cyber security strategy 

of Indonesia is a factor for its cyber stagnation. It is a comparative case study, 

in which I compare the reactions of Indonesia and the Philippines toward 

cyberattacks. These reactions being different, I chose to analyse the cyber 

security strategy of Indonesia focusing on the motivation of the country to have 

a cyber security strategy, the approaches used in this strategy, the structure of 

the strategy and its content. Each part will be analysed with the realist tradition, 

the constructivist tradition and the risk management theory. I will also take the 

Filipino strategy as a standpoint to demonstrate the various problems of the 

cyber security strategy of Indonesia. This dissertation will prove that the 

Indonesian cyber security strategy is largely responsible for the cyber stagnation 

of the country.  
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I. Introduction  
On the 6th of July 2023, newspapers such as the Jakarta Post were 

publishing articles on the theft of 34.9 million passports by the hacker Bjorka.1 

The hacker had targeted the immigration office of Indonesia to conduct their 

attack. It is not the first time that this hacker is attacking the country and stealing 

data to sell them. In 2022, he stole 1.3 billion sim cards.2 Indonesia is not the 

only country in Southeast Asia which is targeted a lot by cyber attackers, the 

Philippines have had its share of cyberattacks in the 21st century. It started with 

the famous worm I LOVE YOU, and nowadays the country is targeted every 

day by different types of threat actors such as state sponsored groups or 

ransomware groups.  

To counter the growing number of attacks, Indonesia and the Philippines 

both published their cyber security strategies in 2014 and 2016. These 

documents aim to define the guidelines of the countries to improve their cyber 

security. In it, they define cyber security with the same criteria. Their respective 

strategies both acknowledge “the confidentiality, integrity and availability” of 

data. However, for the scope of action, Indonesia only mentions “information 

and all supporting facilities”3 while the Philippines is more precise and indicates 

“computer systems, network systems, information systems, and other areas 

related to the protection of information assets”.4 If both countries have effective 

cyber strategies, the number of successful cyberattacks should decrease. 

However, the National Cyber Security Index (NCSI), which is evaluating how 

countries are ready to “prevent and manage” cyberattacks, has ranked Indonesia 

 
1 The Jakarta Post (2023) 
2 Llewellyn (2022) 
3 Indonesia Pedoman Pertahanan Siber. (2014)  
4 DICT (2016) National Cyber security Plan 2022. 
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84/195 and the Philippines 43/195.5 The Philippines is therefore doing better in 

preventing attacks than Indonesia. The latter has had a tremendous number of 

attacks despite its cyber strategy. Therefore, I am observing a cyber stagnation. 

I am defining cyber stagnation as a state in which a country is not improving its 

cyber security which makes it vulnerable to cyberattacks. This can be explained 

by different factors, strategic, economic, technological, political, social. As it is 

the most relevant for my degree, I have chosen to explore the strategic factor. 

This raises the following research question: How do the responses of the 

Indonesian and Philippine governments to multiple cyberattacks over time 

differ, and how might these distinctions in their cyber security strategies unveil 

the Indonesian cyber stagnation? This dissertation will focus on the strategy of 

Indonesia being a potential factor for its stagnation. It will be a comparison case 

study between the strategies of the Philippines and Indonesia as well as an 

analysis of the Indonesian cyber strategy.  

This dissertation will start with a literature review on effective cyber 

security, Indonesian cyber security, and Filipino cyber security. In the second 

part, I will present the methodology. It will then move on to my theoretical 

framework, in which I will present the realist tradition, the constructivist one 

and the risk management theory. Afterwards, I will present the numbers of 

cyberattacks in Indonesia and in the Philippines, as well as the reactions of both 

countries to these cyberattacks, in order to compare them. This will show that 

Indonesia and the Philippines have different reactions. Therefore, in the next 

part, I will compare the Indonesian cyber security strategy and the Filipino one. 

Finally, I will study the Indonesian strategy’s motivation, their approach, the 

structure of their strategy, and its content, to assess if it can explain the cyber 

stagnation of the country.  

 
5 NCSI: Ranking, (no date) 
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This dissertation will demonstrate that reactions of Indonesia and the 

Philippines toward cyberattacks are different. Therefore, I have studied the 

cyber strategy of Indonesia and discovered that it is partially responsible for the 

lack of effective cyber security in Indonesia.  
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II. Literature review  
This part will present the literature on three topics relevant to this study. 

It will start by showing the views of authors on what makes a good cyber 

security. Then, the second part will present the literature on cyber security in 

Indonesia. Finally, the third part will expose articles on cyber security in the 

Philippines.  

A. Effective Cyber Security: Risks, Framework 
and Education 
a. Cyber Security Risks 

Cyber security is defined by the French National Cyber Security Agency 

(ANSSI) as the “desired state of an information system that enables it to 

withstand events originating in cyberspace that could compromise the 

availability, integrity or confidentiality of the data stored, processed, or 

transmitted and the related services that these systems offer or make accessible. 

Cyber security uses information systems security techniques and is based on the 

fight against cybercrime and the implementation of a cyber defence.” (Personal 

translation from French).  

To create effective cyber security, it is important to identify the risks that 

are linked to cyber threats.6 To do that, it is necessary to conduct a cyber risk 

analysis which will display the biggest risks and then the cyber strategy will be 

adapted to these risks. 

According to Montibeller and Franco, choosing the right strategy is no 

easy task. It takes different types of resources such as economics, “human, and 

time”.7 They explain that gathering data to make the best choices is not difficult, 

however using those data is difficult as their number can quickly become 

 
6 Mylrea et al. (2017) 
7 Montibeller and Franco (2007) 
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overwhelming, and their content can be contradicting one another. Some of 

these data are also qualitative such as the reputation or the culture of the 

organisation. These data are very important to maintain but they cannot be 

quantified. The reason why these strategies are hard to write is because there is 

a lot of quantitative and qualitative data to be considered and preserved and 

multiple goals to achieve. To create a good strategy, the authors explain that 

there is a need to have a learning process inside the decision process. The 

Decision and Risk Analysis (DRA) Framework works in such a way that the 

strategy maker needs to “understand the decision situation”, which means 

evaluating the situation in which the decision is taken. Then, he should “define 

and structure the fundamental objectives” to know what goals need to be 

attained. Following the establishment of the objective, the DRA recommends to 

“identify and create strategic options” and at the same time to choose which are 

more important by making compromises. As soon as this is done, “strategic 

options” must be assessed, “uncertainties” have to be identified, and the strength 

of these options should also be evaluated. The risks also need to be assessed and 

recommendations must be given to improve the strategy.8  

Now to be more specific, I will introduce the literature on cyber risk. 

Paté-Cornell et al. present a cyber risk analysis framework which helps to 

identify the risks and assess them.9 According to them, what is most important 

when a cyberattack occurs is the time between the moment it starts and the 

moment it is discovered. Indeed, an attack discovered earlier will do less 

damage than an attack which has already reached its goal. 

To assess the risks organisations or governments can face, Paté-Cornell 

et al. have written several questions. They start by the identification of their 

 
8 Montibeller and Franco (2007) 
9 Paté-Cornell et al. (2018) 
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assets, their location, and their connections. Then, they ask about the “protection 

measures”. Finally, they try to assess how bad it would be if a person external 

to the company were to access their network whether partially or totally. Then, 

after the assets’ assessment, they try to identify what the risks are in terms of 

attackers. It could be cybercriminals, state sponsored threat actors, hacktivists, 

contractors or even insiders. The authors highlight questions such as “what do 

those people want?” and “what do they already have?” to enter the system. They 

also explain that organisations should be aware of their own vulnerabilities. The 

organisations should then assess the attack scenarios and the attack impacts.  

To assess the attack scenario, the authors recommend the utilisation of 

the MITRE ATT&CK framework, which compiles all the tactics and techniques 

used by attackers. Here is a non-exhaustive list of them and what they mean. 

There are reconnaissance tactics, the initial access tactics, the persistence 

tactics, the privilege escalation tactics, the discovery tactics, the lateral 

movement tactics, the exfiltration tactics, and the impact tactics. The 

reconnaissance techniques are how an attacker chooses its victim. The initial 

access techniques are how an attack enters a system. The persistence techniques 

are the techniques used by an attack to stay into a system. The privilege 

escalation is how an attacker passes from a user to an administrator and in the 

end has more privileges which will make the attack easier. The lateralization 

techniques are the way an attacker moves into the system. The exfiltration are 

the techniques used to exfiltrate the data and the impact techniques are the 

effects that the attack will have.10  

According to Paté-Cornell et al., an organisation needs to understand this 

framework and base their strategy on it with a protection for each tactic named 

above. It will help them to better evaluate the risks linked to these attacks and 

 
10 MITRE ATT&CK Framework (2023) 
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create a more effective strategy. The organisations should also assess the attack 

scenarios and the attack impacts. Finally, Paté-Cornell et al. discuss the attack 

impacts in terms of risks. They mention again the time as extremely important 

“to effectively control the damages”. They explain the different impacts whether 

they are qualitative or quantitative. Those impacts, for example “disturbing the 

right course of a company”, “damaging or destructing assets”, are especially 

serious if the company cannot implement damage control. Often qualitative 

impacts lead to “business disruption” or even full interruption, a “loss of 

reputation”, and loss of technology. These impacts generally lead to a 

quantitative impact and an economic loss. The authors then conduct three 

analyses and conclude that when it comes to cyber risk it is more interesting to 

look at the “relevant information” than basing a strategy on “past statistics”. 

Indeed, their three cases show that quantifying risk and countermeasures help 

decrease the risk and help taking the right decision in a crisis.  

They finally give four last recommendations: prioritise the most 

important asset in a crisis, base their analysis on past attacks and imagine future 

attacks to be sure to correctly analyse what is critical for the company or the 

organisation. Thirdly, think in advance what countermeasures you can put in 

place based on your data. Lastly, be sure that these countermeasures are 

affordable for your company or for your organisation.11  

The quantification of the impacts is a point also emphasised by 

Montibeller and Franco, since they declare it as an outcome from the evaluated 

“strategic options”.12 The latter then needs to be evaluated and it is the topic of 

their article. It is a generalist approach to strategy making. They explore the 

Decision and Risk analysis which is useful to “assess […] strategic initiative”. 

 
11 Paté-Cornell et al. (2018)  
12 Montibeller and Franco (2007) 
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This method works in such a way that “it decomposes a decision problem into 

a set of smaller problems”. It allows the decision maker to analyse the smaller 

problem first and then “to integrate” the solutions found into the bigger solution 

to the bigger problem. 

b. Cyber Security Frameworks 
Many authors have tried to create frameworks for cyber security such as 

Fischer, Mylrea et al., Elkhannoubi and Belaissaoui, and Al Mehairi. In 2005, 

Fischer defined the main weaknesses in cyber security. To do so, he determines 

the main type of attacks that can damage either the government assets or the 

view of the public on cyber security. According to him, “service disruption”, 

“theft of assets” and “capture and control” are the main threats to 

governments.13 He then defines the main sources of risk which are components 

of the critical infrastructure, “software”, “cyber security governance” and the 

“public knowledge or perception”.14 Concerning governance, Fischer explains 

that there is a need for balance between technology, operations and personnel 

and that an imbalance could produce vulnerabilities. The aspects of the 

governance are described in Fischer’s paper. The latter explains that to write a 

good framework in terms of governance, there is a need to establish “goals”, 

“strategies”, “policies”, “procedures”, “personnel” and “extent of problems and 

perception”. The goals should have three specific features. They should be 

“measurable and meaningful”, and a basis to motivate people in respecting and 

improving them. As such, people should think of their obsolete material and 

update it. Finally, the goals should relate to the other parts of the framework that 

he had established earlier on.  

 
13 Fischer (2005) 
14 Ibid. 
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In 2005, Fischer wrote that people in the US were aware of the 

possibility of a cyberattack. However, there were many reasons that made 

people unprepared to face cyberattacks. For example, people thought that there 

is a need to have great knowledge concerning cyber security to protect 

themselves. There was a lack of education and training in cyber security. 

Companies and organisations refused to disclose the fact that they had been 

attacked so as not to destroy their reputation and lose the trust of customers. At 

the time, Fischer also identified that there were often laws that were dissuading 

companies from investing in cyber security. Fischer’s findings include the fact 

that a single approach to cyber security would endanger the company or the 

organisation. He recommends that organisations and companies “adopt 

standards and certification”, that they “promulgate best practices and 

guidelines”, that they make risk analysis, and that they have their systems 

audited. He also advocates for a good and up to date training, and for security 

to be encompassed into the organisations’ architecture.15  

In 2022, Al Mehairi et al. made recommendations that are still relevant 

to the ones made by Fischer in 2005. They explained that the infrastructure of 

organisations should be flexible so that they can adapt to any cyber threats.16 

They also showed that cyber strategies should be tailored to the organisations 

that are implementing them.  

According to Mylrea et al., the Building Cyber Security Framework is a 

risk-based approach which gathers the “identification, the protection, the 

detection, the response and the recovery” against threats. These five words are 

the basis of the National Institute of Standards and Technology (NIST) cyber 

security framework. These parts of the approach enable people to conduct “risk 

 
15 Fischer (2005) 
16 Al Mehairi et al. (2022) 
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framing” with the identification, “risk avoidance” with the protection, “risk 

avoidance mitigation, sharing and transferring” with the detection and the 

response and finally “risk mitigation” with the recovery.17 Mylrea et al. explains 

that threat intelligence should be conducted to monitor the threat. Detection 

processes must be continuously launched to monitor the organisation’s system. 

A methodology on how to respond in case of an incident happens on the system 

has to be written. The last part is the recovery plan, which will encompass the 

improvement to be made to be able to face a further attack, and good crisis 

communication to discuss with partners and third parties. On a more practical 

side, a chief information security officer should be able to “isolate the infected 

asset”, have constituted regular backups of the data, and have gathered all the 

technical details necessary for the reintegration of the assets.  

Based on the definition of the ANSSI, in 2015, Elkhannoubi and 

Belaissaoui also tried to establish a framework to determine what an effective 

national cyber security is.18 They studied and compared the cyber security 

strategies of France, Belgium, the European Union, the United States of 

America and the United Kingdom, to find what was good about them and what 

needed to be improved to establish their framework. From their study, they 

proposed three main pillars that are necessary to create an effective cyber 

security: (1) the organisational pillar, (2) the legal pillar and (3) the 

technological pillar.  

The first one is about “policy and formation”. Elkhannoubi and 

Belaissaoui start defining policy by explaining that it is both an external and 

internal set of rules. It needs the involvement of “regional and local authorities” 

as well as “the public and private sector”, the governmental and non-

 
17 Mylrea et al. (2017) 
18 Elkhannoubi, H. and Belaissaoui, M. (2015)  
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governmental organisations, and “the associations”. It will in the end, reach the 

eagerness of any citizen to respect and spread the good practices written in the 

policy. The authors then explain that the principal recommendations can be 

found in the ISO/IEC 27002:2013. This norm sets standards to have the best 

cyber security possible. It has recently been revised by the norm ISO/IEC 

27002:2022. The first norm, for example, demanded management teams to be 

involved in security, and for an organisation to be created to manage the 

implementation of the policies into their application. It also demanded the 

continuous training of all employees. It required from the organisation to check 

that it was fulfilling all the legal and “contractual requirements” as well as 

respecting the “international security policies and standard”. The new updated 

norm has changed the structure of the controls. It has added controls to make 

for IT services. Some of these controls concern “threat intelligence”, “data 

masking”, “secure coding”, “monitoring” and “information deletion”.   

c. Cyber Security Standards  
In 2018, Srinivas et al. have emphasised the necessity to have a 

minimum of standards in cyber security and cyber defence. They discuss the 

Security Policy Framework, a UK framework, which sets the “minimum 

security measures that the departments should implement”.19  The authors 

described the “cyber security requirements” which are necessary in computer 

networks. These requirements are the “confidentiality” of data and their 

“integrity”, which mean that the data are both kept private and that no one has 

modified them. The next requirement is “authentication”, which means a user’s 

identity is verified with the correct credentials or with biometric credentials, or 

even with something received on another device, and ideally with a two factor 

or multiple factor authentication. Another requirement is the “availability” of 

systems: systems must remain available even in the case of an attack of denial 

 
19 Srinivas et al. (2018) 
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of service (DoS). The next requirement is “authorization”, which is 

guaranteeing that a permission is given to someone else before they do any legal 

action. “Physical theft of devices” is the next cyber requirement. Devices are 

often connected with others, therefore an attacker who has stolen a device could 

access important credentials and critical information. Then, “non-repudiation” 

means that a user who has performed an action cannot claim it was not them. 

Finally, “freshness” refers to the data having their date and time attached, which 

stops the attacker from using old information and for example using an old 

message in his attack.  

Srinivas et al. also presents the different challenges an organisation 

might face with the standardisation of cyber security. The first one is 

“organisation challenges”, which are the challenges linked to the time and 

personnel needed to implement the standardisation. The second one is the 

question of which area needs to be standardised. Then the third one is “the lack 

of agility”, which refers to the lack of the capacity that an organisation has to 

implement these processes fast. The fourth challenge is the choice of which 

standard for which requirements. The fifth challenge is the economic one: some 

countries or organisations do not have the necessary means to follow expensive 

standards. The last one is the “lack of awareness”. Sometimes, organisations do 

not realise that they need a standardisation.20 Srinivas et al. also gives more 

practical information of what to do to protect a system. To name a few, they list 

“antivirus software”, “intrusion detection and prevention systems”, 

“encryption” and regularly “operating system updates”. The last one is “lack of 

awareness” which is necessary for organisations to protect effectively as human 

mistakes are often how attackers gain initial access. 

 
20 Srinivas et al. (2018) 
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Here is a table which better explains how Srinivas et al. (2018) explain 

the cyber security requirements, the system protection, and the challenge in 

standardisation. 

Srinivas et al. (2018) 

Cyber Security Requirements How to Protect a System Challenges in Standardisation 

- Confidentiality 
- Integrity 
- Authentication 
- Availability 
- Authorization 
- Physical theft of devices 
- Non-repudiation 
- Freshness 

- Antivirus software 
- Intrusion detection and 

prevention systems  
- Awareness  
- Encryption 
- Operating system 

update 

- Organisation 
- Areas to standardise 
- Lack of agility 
- Which standard for which 

requirements 
- Economic challenge 
- Lack of awareness 

Another way to implement effective cyber security is through education. 

Indeed, a lack of training can cause tremendous damage to an organisation or a 

company. Beyer and Brumel have identified that education and training 

concerning cyber security are often “perfunctory, episodic and inadequate”. 

According to them, to be effective in terms of cyber security, the strategy should 

ally with human detection and technological detection.21 These two authors 

consider that cyber security should be performed by IT professionals but also 

that everyone involved in a company, or an organization should have a basic 

training in cyber security, to avoid attacks and protect the organization better. 

To put in place this training, Beyer and Brumel explain that human resources, 

IT services and IO psychologist service should work together in order to create 

an effective training. Each of them can bring something to the table. Human 

resources are trained to organise training, IT services have the necessary 

knowledge and IO psychologists can assess it. The authors also recommend 

 
21 Beyer and Brumel (2015) 
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having feedback on the training so that it is possible to identify the gaps and 

improve the training, and in the end the cyber security of the organisation. Al 

Mehairi et al. make recommendations which confirm the sayings of Beyer and 

Brumel. In their article, they emphasise the need to have more training about 

cyber security.22 They also highlight the fact that good cyber security goes hand 

in hand with cyber security awareness, which can be achieved with a good 

training. According to them, it is the role of the IT services to raise this 

awareness. Al Mehairi et al. also gives a role to the head of the organisations. 

They claim that to have the best awareness, the leaders should be involved in 

the security programs and endorse the security measures. They should also be 

the first to take cyber security training, in order to make the best decision when 

a cyber crisis happens.  

B. Indonesian Cyber Security  
a. State of the Art 

Authors such as Farisya Setiadi in 2012 or Noor Halimah Anjani in 2021 

are both stating Indonesia’s development of its Information and Communication 

Technology domain has had great results on Indonesia’s economy.23 This 

tendency keeps growing as the internet economy should pass from USD 70 

billion to USD 146 billion in 2025.24 In order to improve the digital 

transformation of Indonesia, according to the Asia foundation, the Palapa Ring 

project has been set in place. This project has a goal to provide a fibre optic 

network all over Indonesia. According to Medina, it should be finished by 2045.  

 
22 Al Mehairi et al. (2022) 
23 Setiadi, F. (2012)  
24 The Asia Foundation (2022)  
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Both Farisya Setiadi and Noor Halimah Anjani are concerned about the 

growth of cyber threats and the need to have a strong cyber security.25 Indonesia 

also published “Cyber Defence Guidelines” in 2014, which explains the 

different attacks Indonesia might be facing and at the same time provides an 

overview of the current situation.26  They clearly state in the document that they 

have not yet implemented their cyber policy effectively, as they are still 

adapting the structure of their institutions to the cyber defence needs. The 

document also explains that their technology is currently being improved. 

Furthermore, the document shows how they are lacking human resources with 

the proper cyber skills to implement the policy, and that there is not yet enough 

training to have these people ready to work in the cyber domain.27 It then sets 

some ground rules principles that need to be applied in the cyber defence matter, 

such as people who are in charge of cyber defence are supposed to have the 

competence to do it, and cyber defence should be integrated in the design stage 

of any policy or document. It also states that the Indonesian cyber system should 

be safe and resistant against cyberattacks to protect the country.  

To improve their cyber security, according to Noor Halimah Anjani in 

2021, Indonesia passed several bills and laws. The two most important the 

author is endorsing are the “Electronic Information and Transaction law”, which 

was passed in 2008 and revised in 2016, and the “Ministry of Defense 

Regulation”, which was passed in 2014. Anjani insists on their importance. The 

first one explains which cyber activities are prohibited and creates a legal 

framework of protection for electronic systems and transactions, safeguarding 

their contents from any unauthorised access or misuse, and the second one 

finally gives a definition of cyber security. It defines it in this way “National 

 
25 Anjani, N.H. (2021)  
26 Indonesia Pedoman Pertahanan Siber. (2014) 
27 Indonesia Pedoman Pertahanan Siber. (2014) 
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cyber security comprises all efforts to secure the information and the supporting 

infrastructure at the national level from cyberattacks”28 

In its” defence white paper” of 2015, Indonesia is considering the cyber 

field as its “fifth domain used as a battlefield”,29 whereas in 2017, the UN 

released a report measuring the commitment to cyber security, indicating that 

Indonesian cyber security is weak.30 Their report of 2020 shows a clear 

improvement in their ranking.31 However, the National Cyber Security Index 

(NCSI) is ranking Indonesia 84/195.32 According to Muhammad Syaroni Rofii, 

the perception of cyber threat in Indonesia is very low, as the government has 

not made an issue of it.33 Moreover, according to Ulum, cyber culture in 

Indonesia has a negative impact on cyber security policies.34  

b. The National Cyber and Encryption Agency (BSSN) 
In 2018, an assessment of Indonesia, before and after the creation of the 

National Cyber and Encryption Agency (BSSN) was written by the two authors, 

Mulyadi and Rahayu. This state body was founded in 2017 and is in charge of 

cyber security and information security in Indonesia. These authors establish a 

picture of the cyber security in Indonesia, stating that there is a “lack of 

cooperation among government agencies, the lack of national strategies, 

governance, policies, regulations and infrastructure” and that cyber security has 

yet to be merged within these.35 They make 6 assessments about the time that 

 
28 Anjani, N.H. (2021) p. 13. 
29 Indonesia Buku putih pertahanan Indonesia (2008)  
30 ‘Global Cyber security Index 2017’ (no date), p. 78. 
31 ‘Global Cyber security Index 2020’ (no date), p. 172. 
32 NCSI: Ranking (no date). 
33 Rofii, M.S. (2020)   
34 Ulum, M. (2018). 
35 Mulyadi and Rahayu, D. (2018)  



 
 

23 
 
 

precede BSSN. (1) Before the BSSN, Indonesia was barely starting the 

elaborating of their National Cyber Strategy on a legal standpoint. (2) Their 

national Computer emergency response team (CERT), Indonesia Security 

Incident Response Team on Internet Infrastructure / Coordination Centre 

(IDSIRTII/CC), created in 1998, was only intervening on special cases and was 

in “the early phase of operations”. (3) There was no “public-private partnership” 

that was concerned with cyber security only. (4) Indonesia did not have any 

common plan to improve that “public-private partnership”. (5) There were few 

education strategies put in place on cyber security. Only 3 universities were 

teaching the subject. (6) The Indonesian law was very controlling on cyber 

security products, imposing on them a lot of tests. According to Mulyadi and 

Rahayu, the BSSN works as a coordinator between the different Indonesian such 

as the government, academics, the private sector, and the community.36 They 

have the power to shape cyber security in Indonesia through “regulations, 

human resources, technology, and cooperation policies”.  

Some critics are still made against the BSSN by Saputra in 2019. The 

author claims that the mandate of the BSSN is not strong nor obligatory enough. 

There are still some important cyber matters that are legally appointed to other 

government agencies, which undermines the power of the BSSN.37 

This information, combined with the lack of a body “responsible to 

supervise and coordinate cyber security organisation”38 identified by Farisya 

Setiadi, raised many questions and gaps. Why are Setiadi and Anjani making 

the same report almost 10 years apart? If the Indonesian government is very 

committed to cyber security measures, why is it still not prepared to face it 

 
36 Mulyadi and Rahayu, D. (2018) 
37 Saputra, P.N. et al. (2019). 
38 Indonesia Pedoman Pertahanan Siber (2014) 
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according to the NCSI? The cyber guidelines have been written in 2014, 

therefore why are they not applied and what is blocking the government to do 

so? 

C. Philippines Cyber Security  
a. State of the Art 

According to the National Cyber Security Index, the Philippines is 

ranked 43/195 which makes them better than Indonesia, however their ranking 

by the global cyber security index in 2020 is 61/182 which is lower than 

Indonesia.39 40 This means that they are not very committed to cyber security 

but that overall, they are more prepared to face an attack than Indonesia.  

The Philippines have been partnering with the US, Japan, or Australia 

about cyber security. 41 However, Winger considers that the partnership with 

the US was harmed by the arrival of Trump and Duterte in power, since they do 

not have the same vision of a cyber security strategy.42 A second issue, 

considered by Winger, is the difference of goals between the two strategies. The 

American strategy is focusing on “military cyber means” while the Philippines 

are more concentrated on cybercrimes and their “cyber infrastructure”. This 

partnership was harmed by cyberattacks. Advanced persistent threats coming 

from China and Vietnam have launched disinformation campaigns in 2020 and 

2017 according to Winger. Cyber security was in the background of the alliance 

in 2020, even though the cyber infrastructure of the Philippines was weak and 

targeted by China. Winger claims that this matter needs to be addressed in order 

to have a more efficient alliance and “support mutual security in the digital age”. 

 
39 NCSI: Ranking (no date). 
40 ‘Global Cyber security Index 2020’ (2020) 
41 Manantan, M.B. (2019)  
42 Winger, G.H. (2022) 
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The reason behind the focus of the Philippines on cybercrimes is the 

worm “I LOVE YOU”, which attacked the Philippines in 2000 and which highly 

harmed the Filipinos.43 A worm is a type of attack that has the ability to 

duplicate itself into a network and spread itself into new computers, therefore 

affecting more victims.44 The I LOVE YOU worm was spread with attachments 

in emails and was the beginning of phishing. It cost $10 million to the 

Philippines. It started spreading outside of the Philippines, which attracted the 

attention of the FBI, which discovered that the worm came from the Philippines. 

The cooperation between the American police and the Filipino police allowed 

them to find the creator of the worm. However, due to the lack of laws in the 

Philippines concerning cyber security, this malware conceptor was released and 

could not be charged in the US as well, even though the countries had an 

extradition treaty. As a matter of fact, the latter mentioned that only crimes that 

are qualified as crimes in both countries can make the culprit eligible for 

extradition. Winger explains that the rapidity of the two police working together 

is linked to the existence of the alliance between the two countries. The worm 

still left its mark in the Filipinos’ minds, which explains their views on cyber 

security. 

b. Cyber Security Strategies  
In 2004 or 2005, the Philippines released their first cyber strategy, called 

the “National Cyber Security Plan”.45 This document had similarities with the 

American one, according to Winger. He speaks about “philosophical 

convergences” however he also mentions that the partnership between the two 

countries was not exposed in the document. This document was overshadowed 

by the global war on terrorism, and cyber security became a least important 

 
43 Winger, G.H. (2022) 
44 What Is a Computer Worm and How Does It Work? (no date)  
45 Philippines National Cyber Security Plan 2005 (2005) 
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matter for the Philippines. Cyber security became an important matter again in 

2012, when Chinese hackers attacked the website of one university in the 

Philippines in order to claim that a territory disputed between the two countries 

was Chinese.  

As a response, the government enacted the Cyber Crime Prevention Act 

in 2012, aimed at preventing cybercrimes.46 In 2012, they also passed the Data 

Privacy Act, which pushes companies and government structures to adopt cyber 

security measures to protect the data of their customers or their population.47 In 

2017, said act was amended to include stronger penalties for individuals found 

guilty of cyberattacks. 48 Moreover, thanks to the cyber strategy, the Filipino 

government has passed several laws and regulations about cyber security. 

According to the Octopus Community, a tool set by the European Council to 

know all the laws and policies on cyber matter, they became a party to the 

Convention on Cyber Crime or “Budapest Convention” in 2018.  

 According to Manantan, the country has tried to improve its cyber 

security by “launching a National Cyber security Strategy Plan 2022” in 2016. 

The main focus of their strategy is cyber autonomy, according to the Asia 

Foundation. Also in 2016, in order to monitor, alert and remediate the 

cyberattacks, the Computer Emergency Response Team (CSP CERT) of the 

Philippines was created. It finally got its accreditation in 2018. It provides 

analysis of cyberattacks by determining the techniques and tactics to produce 

the most effective response to the attack.49 The National Cyber Security 

Strategy aims “to provide strong cyber infrastructure and cyber security”. The 

 
46 Republic Act No. 10175 (no date) 
47 The Asia Foundation (2022)  
48 Public Law No: 115-76 (no date) 
49 CSP-CERT® | Cyber security Philippines - Computer Emergency Response Team® (no date) 



 
 

27 
 
 

Philippines have therefore started to educate its population on cyber security 

matters, through a bachelor’s degree. De Ramos argues that there is also a need 

for the Philippines to teach cyber security to children. 50 He explains that, with 

a correct education on cyber security, users will be more confident to try new 

personal strategies to improve their cyber security. If people receive the correct 

training, they will be more able to reduce the vulnerabilities in their security. De 

Ramos’ study tested how people modified their behaviours when given different 

correct information. It showed that all people that obtained information related 

to their cyber security have modified and improved their security habits. The 

study revealed that for only one of the tests, financial constraints hindered the 

cyber improvements. People were unable to buy the protection as it was too 

expensive. 

According to Hasib, “cyber security is a business strategy”.51 Based on 

this assessment De Ramos’ point makes a lot of sense. He argues that there is a 

need for cyber security experts to teach other people how to perform a correct 

cyber security and be prepared.52 In fact, according to Nadua et al., the 

Philippines has improved its cyber workforce, passing from 84 to 216 

recognized cyber specialists in 2022.53 The reason why there is so little cyber 

workforce is the lack of money to pay them. The authors are finding that the 

salaries are not competitive enough. The lack of training is also an issue for the 

workforce. When there is a diversification of threats and they are growing all 

over the country, a lack of new training makes the country unattractive for the 

workforce. Lastly, the authors explain that the third thing that makes the country 

unattractive is its lack of governmental positions about cyber security. As there 

 
50 De Ramos, N.M. and Esponilla Ii, F.D. (2022)  
51 Ibid. 
52 Ibid. 
53 Nadua, F. et al. (2023)  
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is no possibility to evolve in these careers, it is difficult to stay as a cyber worker 

in the Philippines. This is a point also made by De Ramos.  

Even though there has been improvement in the way the Philippines 

handles their cyber security, the Asia Foundation in their report of March 2022 

stated that cyber security is still an underestimated topic for Filipinos, and they 

speak about a “misconception” that led them to believe that there are no “serious 

threats” regarding cyber attackers.54  

This literature shows us that the Philippines, even though they are more 

attacked than Indonesia, are overall more prepared to face cyberattacks. They 

have a partnership with the US and there are more improvements in their 

management of cyber security. It raises the following question: is the Filipino 

Cyber Security Strategy Plan enough to explain why they are more prepared to 

face an attack than Indonesia? 

  

 
54 The Asia Foundation (2022)  
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III. Methodology  
A. Guiding Principles 

a. Choice of Topic  
I chose this topic because of my great interest in cyber security, 

geopolitics, and cyber threats. In 2022, I came to work as a cyber security 

analyst for a private company, which enhanced my interest in the topic. 

Concerning the choice of my case studies, I always knew I wanted to work on 

Indonesia as it is my main field of study for the past 9 years. My first degree 

was in English and Indonesian, and I have continuously tried to link my different 

degrees in this research topic. However, my research question has been difficult 

to find. When I was researching the topic of cyber security in Indonesia at the 

beginning, I was mostly ending up on research questions such as “Why is it 

bad?” or “What can be done to improve it?”. These research questions are 

interesting, but they have been studied over and over again by multiple authors. 

I was having trouble shifting the viewpoint to do something different and 

unique. I looked at the multiple attacks over the years, such as the data theft of 

Bjorka who sold 1.3 billion sensitive data of the Indonesian people on the dark 

web in 202255, or the data breach of the Indonesian Covid-19 application which 

has 1.3 million users. Following the attack of Bjorka, a government official only 

declared: “if you can, don’t attack. Every time data is leaked, the people lose 

out, because that’s illegal access”, and “If you want to embarrass the 

government, find other ways to do it.” For the second attack, according to the 

penetration tester company Cyberland, neither the Indonesian Ministry of health 

nor the Indonesian CERT, IDSIRTII, have done anything after learning about 

the attacks.56 The examples of these two attacks made me wonder why 

 
55 Llewellyn, A. (2022)  
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Indonesia is not really improving their cyber security, even if they have been 

attacked so many times over the past years.  

b. Comparison Case Study 
Having made that assessment about Indonesia, I had to find a way to 

answer that question. I decided to make a comparison case study as it seemed 

the most logical choice. It seemed logical because, to assess why a country is 

not improving its cyber security, it is easier to compare it with similar other 

countries and show if they have similar or different behaviour. To make my 

choice, I thought of various countries in the ASEAN such as Singapore or 

Malaysia, however they were not entering the criteria I had thought of. I wanted 

a country that had similar wealth capacities, that was in the same geographic 

area, and which was geographically similar to Indonesia. This is why I ended 

up choosing the Philippines.  

Both Indonesia and the Philippines are Tiger Cubs. The latter are a group 

of states which are composed of Indonesia, the Philippines, Malaysia, Thailand, 

and Vietnam. These countries are called like this in reference to the Asia tiger 

economies which were Taiwan, Hong Kong, South Korea, and Singapore. The 

Tiger Cubs economies were called like this as they had known a rapid growth 

of their economies starting from 1980 to the end of 1990 after the 

implementation of policies which “opened their capital markets”.57 

Indonesia and the Philippines are also members of the ASEAN, both 

archipelagos and both located in Southeast Asia. Indonesia has more islands 

than the Philippines, but both still have to implement plans, policies, and 

strategies within diverse islands, and it is different from implementing them in 

a continental country. The Philippines also suffers a large range of cyberattacks 
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and have recently implemented their national cyber security strategy, which 

makes them an even better country to compare with Indonesia.  

c. Choice of Factors  
Once I chose the country I wanted to compare Indonesia with, I had to 

determine the most relevant factors possible for this study. There were 5 factors 

that could be used to answer the question: the strategic factor, the political 

factor, the technological factor, the economic factor, and the cultural factor. The 

strategic factor refers to the national cyber strategy of the studied countries and 

is based on long-term conception of cyber security. Then, the political factor 

refers to what the government is currently doing to improve the laws in terms 

of cyber security. It differs from the strategic factor as it is a much more short-

termed conception of politics in cyber security. The technological factor 

concentrates on the capacity or incapacity of Indonesia and the Philippines to 

have the technological means to pursue their goals regarding cyber security. The 

economic factor is about having or not having the financial capacity to afford 

these goals. Finally, the cultural factor would be a study on how Indonesians 

and Filipinos perceive their cyber security and how their views on the subject 

could stop or enhance the cyber security of their respective country.  

Any of these factors could be a response to my research question, as they 

could all be stopping Indonesia from having good cyber security. At the 

beginning, based on my personal preferences, I had chosen the political and the 

cultural factors. The other factors were interesting too but as a student in 

International Relations, who lived in Indonesia for more than a year, it was the 

factors that interested me the most. It seemed to me that the technological and 

the economic factors were depending a lot on the political factor, so it made 

sense to me to start with the basis of the problem. 

 Concerning the political factor, I found some interesting statements 

from the Indonesian government and some laws that had been passed. I 
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investigated the reaction of the government to cyberattacks and checked the 

various laws passed by the government to improve their cyber security.  

I found the cultural factor extremely interesting and at the beginning of 

this dissertation, I was willing to make a survey to study the perception of 

Indonesian people on cyber security and how it affected the cyber security of 

the country. I know how to speak Indonesian, which could have allowed me to 

write a survey in the local language Bahasa Indonesia. I had the possibility to 

send this survey to universities, thanks to my time as a student in Indonesia. I 

also had some contacts who could have been useful to send the poll to a large 

number of people. However, after some time and some reflection on this idea, I 

came to the conclusion that I did not have the necessary means to create and 

diffuse such a survey. This is the reason why I decided to operate a shift from 

the cultural factor to the strategic factor. A large-scale survey would have taken 

more time than I had to spread and to analyse especially if there were some open 

questions in it. While the strategic factor is easier to study, as Indonesia and the 

Philippines had both published their national cyber security strategy. Moreover, 

it made more sense to study the strategic factor as the International Master’s in 

Security, Intelligence and Strategic Studies (IMSISS) degree I am following 

focuses on security and strategy.  

The last shift that happened in the factors is that I decided to drop the 

political factor and only focus on the strategic factor. I made this choice because 

I felt like these two factors were going to overlap each other and that it would 

be difficult to analyse the strategy of the countries without speaking of the laws 

or decisions that the countries have passed or taken to pursue the goals set in 

their respective strategies.   
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d. Research Design 
I will now present the research design for this dissertation. This research 

will be a qualitative analysis with a comparative case study. 

 I am comparing two countries, Indonesia, and the Philippines to assess 

their situations in the cyber space and their reactions to cyberattacks. If the 

comparison shows that their numbers and reactions were similar, I will try to 

understand if their strategies are the reason for both countries to have bad cyber 

security. If the comparison shows that their situations as well as their reactions 

are different, then my focus will be on Indonesia and their strategy. I will 

analyse the strategy of Indonesia, compare it with the Filipino one and 

determine if it is the reason for its cyber stagnation.  

I will use different approaches to analyse the chosen strategy after the 

comparison. There will be the realist tradition, the constructivist one and the 

risk management theory. I will also use the literature review to assess the 

effectiveness of the chosen strategy as well as the other strategy from a 

comparative standpoint.  
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IV. Theoretical Framework  
A. Approaches  

 This thesis can be framed in several different theories. This theoretical 

framework will display the following theories. It will start with the realist 

approach, the constructivist approach and finally, the risk management theory. 

In this part, I will try to explain what the approaches and theory are. 

a. Realist Approach 
Realist approach is a tradition that became popular in 1939.58 Classical 

realism puts power and its pursuit as the root of all international politics. 

According to Forde, the realist tradition starts with Thucydides and its most 

known thinkers are Machiavelli, Hobbs, Spinoza, and Rousseau.59 Morgenthau 

established three bases that explains this approach. Firstly, the main actors of 

realism are the states and the “decision makers”. Secondly, he clearly made a 

distinction between national politics and international politics. Thirdly, 

“International Politics is the struggle for power and peace”.60  

Realism is based on the idea that people will put their “self-interest”61 

first over morality and will only want more power. Forde explains that it is that 

“self-interest” which allows rulers to either consider the “national interest” of a 

country as a moral precept or that moral precepts are just not part of international 

politics at all. As such he explains that it is the second explanation that makes 

the state believe that they have a right to “pursue their self-interest”. Therefore, 

the state will constantly compete to have more capabilities in order to protect 

the national interest.  

 
58 Williams and McDonald (2018) 
59 Nardin and Mapel (1992) 
60 Vasquez (1998) 
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Realist thinkers have three main beliefs. The first one is the “primacy of 

nation state”. The second one is the rational behaviour of states and the last one 

is “the balance of power”.62 The approach is also based on “anarchy”. The latter 

is the fact that in the current international system, states have no supranational 

body that would stop them in their sovereignty and their capacity to do whatever 

they want to.63 Realists consider that it is the international environment states 

evolve which pushes them to fight for their “national interest”. Moreover, it is 

that need to fight that pushes them to use potentially any means to achieve their 

goals.64  

b. Constructivist Approach  
The constructivist tradition is another approach that could help to 

understand this dissertation. This approach started to become popular in the 

1980s.65 Constructivism is a larger approach that has been applied to security 

studies. Constructivists argue that “security is a social construction”. It means 

that security exists only because people construct it. Constructivists tend to talk 

about security in terms of practice66 and focuses on the norms related to 

international security.67 Farrell explains that norms are “beliefs” that concern 

the “social and natural world” which will in the end shape the “actors, their 

situations” and their capabilities to act.68 These norms are “reproduced through 

social practice”. They give a frame to what is possible to be done and what is 

not whether it is in terms of acceptability or effectiveness.  

 
62 Vasquez (1998) 
63 Williams and McDonald (2018) 
64 Nardin and Mapel (1992) 
65 Williams and McDonald (2018) 
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This approach differs from the realist one because it does not consider 

decision makers as rational but more as people within a “social structure”. This 

social structure would be ruled by norms and these norms would either push 

people to act in a certain way or push people not to make certain actions because 

they would be inappropriate. Constructivists also enhance the idea of identity in 

international relations. They consider that it is the explanation behind decision 

makers “preferences”, “interests” and actions within a certain realm. According 

to Ciolan, these identities and interests are created when actors are interacting 

with each other.69  

If power was the most important thing for realists, constructivists 

consider that states decide to do things because they believe that they are the 

most appropriate thing to be done. They believe international norms is going to 

frame the actions of a state70. Farell gives an example in which states that newly 

got nuclear power will try to act the same way as states who already got it and 

therefore it will be possible to understand and predict their behaviour.   

Concerning constructivism and cyber security, Ciolan starts by 

reminding the reader that actions made by decision makers are based on the 

perception they have of their environment which include the cyber space and 

the results of these perceptions.71 She explains that “threats are social 

constructs” because they were created when actors started interacting and 

discussing them. She gives the examples of current decisions considering cyber 

security being based on “assumptions” and “scenario”. On top of that, she 

explains that within agencies and expert communities, there are many actors that 

will have different opinions on how to deal with cyber security. Her conclusion 
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is that national security as cyber security is established on perceptions of these 

threats whether they are real or not.  

The second part of her analysis concerns the institutions and their actors. 

She explains that they are at the same time representative of the “norms, 

structures of interest and identities” and framed by the decision makers and how 

they apprehend their environment. She considers in 2014 that cyber security’s 

norms were in construction and that there were yet to be international rules 

which will protect states and penalise cybercriminals. The cyber domain has 

entirely changed the perception of people of security. New norms need to be 

created as many concepts that were clear within the physical world became 

blurry such as the actors participating in a cyber war. These people could be 

trained militaries as well as civilians.  Constructivists consider that new words 

within the lexical field of cyber security will help people set these new norms. 

c. Risk Management Theory 
The last theory in which this dissertation fits in is the risk management 

theory. I have written, in the literature review, how building an effective strategy 

is based on the perceptions of the risks in an environment.  

So, as I explained in the literature review, risk management is a theory 

used to assess a situation and its risks. According to Jorion, its modern version 

became popular in “the mid-1990s”.72 It can be used to create a good strategy 

for organisations according to Montibeller and Franco. 

According to Wildavsky and Dake, the risk is based on perception and 

“cultural biases” and “individual differences” have allowed researchers to 

predict the risk preferences of the studied subject.73 Crockford argues that risk 

 
72 Jorion (2010) 
73 Wildavsky and Dake (1990) 



 
 

38 
 
 

management is a difficult notion as authors have difficulties defining what it 

is.74 The author recalls the multiple definitions such as the definition of 

McCahill who explains that “risk management encompasses primarily those 

activities performed to prevent accidental loss”. Other authors such as Bannister 

and Bawcutt are defining these “activities” in a more precise way. For them, it 

refers to “the identification, measurement and economic control”. Crockford 

explains that the definition of “activities” is considering more the management 

part than the risk part as it first defines the issue, then looks at the possible 

decisions and chooses “the most appropriate” to the problem. The author 

explains that loss control is what truly matters for risk managers as it is what 

they are trying to achieve when they “identify”, “measure” and “economically 

control” the risk.  

 As explained previously, Montibeller and Franco use the DRA 

framework which mixes the learning process and the decision process together. 

This article is using risk management to create a strategy. It starts by defining 

objectives through the analysis of the data whether they are qualitative or 

quantitative. The decision maker needs to consider all the potential uncertainties 

and find the best strategy. This strategy must be evaluated, and problems 

identified must be improved.75  Once the assessment of the risks has been done, 

it leads to the possibility of using the Deming cycle.  

The Deming cycle is a methodology which consists of four words: “Plan, 

Do, Check, Act”.  In his article, Matthews explains that this methodology is a 

tool which had been invented by Deming as well as other authors in order to 

create “Total Quality Management”. This tool has interesting characteristics as 

it is “non-financial” and “a management approach for implementing 
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improvement activities”. It helps check the development of activities and adapt 

the initial plan to improve it.76  
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V. Comparison of their Numbers and Reactions 
To answer my research question, I must present the numbers of attacks 

Indonesia and the Philippines are facing in recent years and compare them. Then 

I will introduce the short-term reactions of Indonesia and the Philippines to 

cyberattacks and compare them. Finally, I will present their strategies and 

compare them.  

A. Key Numbers of Cyberattacks in Indonesia 
and the Philippines  

I will start by presenting the number of cyberattacks in Indonesia and 

the Philippines and compare them. 

a. Key Numbers of Cyberattacks in Indonesia 
I will present the number of cyberattacks in the years 2021, 2022 and the 

beginning of 2023.  

According to the “Indonesia’s Cyber Intelligence and cyber security 

agency” in 2021, 1.4 billion cyberattacks hit Indonesian critical structures.77 

The company SocRadar, in their threat landscape of 2021, has established that 

24 state sponsored groups, named or advanced persistent threat (APT), had 

targeted Indonesia. These APTs are sponsored by China, and Vietnam. 

Concerning the ransomware activity, groups such as “REvil, Conti, Avadon and 

Lockbit” targeted companies and government structures in the country. The 

ransomware groups conduct their attacks and then make double extortion, not 

only gaining money but harming the reputation of their victim by leaking their 

data to the public. This is done in order to push the victims to pay the ransom.  

All threat actors are targeting various sectors. The most targeted is the 

government, then education, digital media and entertainment, banking and 
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finance, e-commerce, healthcare and so on.78 In 2021, SocRadar recorded 

20,000 phishing attacks and 1 billion credentials were stolen to access 

Indonesian accounts. Threat actors use social media platforms, cloud, e-

commerce, and payment apps to obtain initial access. The second most used 

vector of infection by threat actors is unpatched vulnerabilities of legitimate 

software. The third most used vector of infection in 2021 was the credential 

leaks, which means that attackers found valid credentials on the dark net and 

used them to access their victims’ systems.  

In 2022, there were 976,429,996 cyberattacks in Indonesia, according to 

the BSSN.79 There is an improvement from one year to another.  The company 

Kroll and its threat landscape of the Asia-Pacific region have assessed that there 

are three types of attacks that Indonesia is facing. Most of these attacks are 

malwares (35%), password attacks (23%) and phishing (15%).80 Concerning the 

impacts of the cyber incidents Indonesia is facing, Kroll shows that the three 

biggest impacts are business disruption (62%), data loss (58%) and finally 

reputational damages (35%). Some state sponsored groups or advanced 

persistent threat (APT) were also observed in 2022 in Indonesia. One of them is 

named Earth Longzhi, a Chinese APT, was observed in March 2022 and 

targeted Indonesia.81 Another one is Dark Pink, which targeted ASEAN and as 

such Indonesia.82 Dark Pink has not yet been linked to any government but is 

mostly attacking government and military structures and its attacks are very 
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sophisticated. By November 2022, Indonesia had already faced 700 million 

attacks and almost 40% of them were ransomwares.83 

Since the beginning of 2023, according to SocRadar threat report, 

Indonesia has been targeted by at least “11 ransomwares” groups, “653 dark 

web threat”, “2821 phishing attacks”, and “1466 stealers”, which are malwares 

specialised into credential theft and which allows the attacker to access the 

system with valid accounts. Lastly, 6 APTs were observed targeting Indonesia. 

These APT all came from China84. All these cyber attackers have targeted 64 

different sectors in Indonesia. These numbers show that the cyber threats in 

Indonesia do not decrease. However, it is difficult to have the exact numbers as 

the year 2023 is not over yet.  

b. Key Numbers of Cyberattacks in the Philippines 
I will now present numbers on the cyberattacks that occurred in the 

Philippines in the year 2021, 2022, and the beginning of 2023.  

MEC Network Corporation provided some numbers in terms of 

cyberattacks that hit the Philippines. In 2021, there were 623.3 million 

ransomware attacks that hit companies and governmental institutions. There 

were also 5.4 billion malwares attacks targeting the country in 2021.85 

Kaspersky Network Security also found “50 million web threat attempts” in 

2021 and “380,000 new malicious files daily”.86 

In terms of business, the Philippines is the second most attacked country 

in the Asia Pacific region in 2022 according to Kroll while Indonesia was the 
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fourth.87  In 2022, 29% of attacks were malware attacks, 21% were phishing 

attacks and 13% were password attacks.88 Impact wise, the three biggest were 

“business disruption” (60%), “data loss” (59%) and “theft of intellectual 

property” (43%). In 2022, Dark Pink, the APT previously mentioned, also 

attacked the country.  

Since the beginning of 2023, according to SocRadar, there have been 

“75 dark web threats”, “2 ransomware” groups observed, “203 phishing threats” 

and 1224 stealers. SocRadar has also observed 14 APTs which targeted the 

Philippines. These APTs were from China and Russia.  

c. Comparison of their Cyberattacks 
When comparing these numbers, I am clearly observing that Indonesia 

was more attacked in 2021 than the Philippines. Both countries are attacked by 

the same type of attacks, phishing attacks, ransomware and APTs.  In 2022, the 

attacks continued but it seems that the Philippines was more targeted than 

Indonesia at the time. Then in 2023, it is back to Indonesia being more targeted 

than the Philippines.   

Concerning the nature of the attacks, these numbers show that both 

countries are targeted by the same type of threats. However, there are more 

APTs targeting the Philippines than Indonesia and their attacks are generally 

more sophisticated and more dangerous. The fact that there are less APTs that 

have been detected in Indonesia does not mean that there are no on-going 

operations. It is possible that they have yet to be detected. In 2021, according to 

the company Mandiant, in the APAC region the median dwell time, time in 

between an APT starts its operation and is discovered, was 21 days.89 In 2022, 
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this number went up to 33 days.90 These numbers show how attacks can be 

discovered a long time after it started and long enough for it to be very damaging 

for a country. Not knowing that Indonesia is under attack does not mean that it 

is not, but that they do not have the right means to detect these attacks and stop 

them. 

 There seems to be more ransomware attacks in Indonesia than in the 

Philippines. Ransomware attacks are less sophisticated attacks and Indonesia is 

more targeted by them than the Philippines.  

Overall, if I take the most recent number of attacks detected by the 

company Kaspersky, I am observing that in June 2023 the biggest number of 

attacks was 60876 in the Philippines,91 while in Indonesia it was 138641.92 

Again, there is a gap in the number of threats and I am showing here how, even 

though these two countries are touched by the same type of threats, Indonesia is 

way more touched than the other country, with a difference of 77763 attacks.  

B. Reactions of Indonesia and the Philippines  
Now that numbers have shown which country is the most attacked, I will 

present the reactions Indonesian and Filipino officials have when confronted to 

a cyberattack and compare them. 

a. Reactions of Indonesia to Cyberattacks 
As I have shown previously, Indonesia has had a lot of cyberattacks over 

the years. It is what pushed this country to implement a strategy in the first place. 

However, in this part, I would like to present the reactions of Indonesian 

officials in various cyberattacks. I would like to observe if there has been an 
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evolution between before the implementation of their strategies and after. In 

order to examine this, I will use two examples of attacks, one that took place 

before the implementation of their strategy and one after.  

The first attack I have chosen occurred in 2010. It is the well-known 

Stuxnet attack. Stuxnet was a malware created by Israel and the US, which was 

meant to target Iran to sabotage their nuclear program.93 The malware was 

created in 2005 but discovered five years later. It was exploiting Zero Days 

Vulnerabilities. These are a special type of vulnerability. It means that hackers 

have already exploited them before the software developers found them and 

have created something to patch them.94 The malware was a worm, so it had the 

same reproduction capabilities as the I LOVE YOU one. It was designed to 

destroy the Iranian centrifuges. It was also designed so that legit machines do 

not show that there was a problem. The worm was discovered when it 

propagated itself outside of its prime target.95  

As the worm duplicated itself, it ended up targeting Indonesia. Stuxnet 

targeted 34.000 computers in the country.96 The newspaper Kompas explains 

that it is the 2nd most touched country by Stuxnet. This worm was dangerous for 

industrial companies as it was targeting the operational technologies (OT), and 

more precisely the “Supervisory Control and Data Acquisition” (SCADA).97  

After extensive research in English and Indonesian, and after contacting 

Indonesian journalists about this topic, I have not found any evidence of a 

 
93 L. (2022) 
94  Zero-Day Vulnerability - Definition (no date) 
95 Ibid. 
96 Wahono (2010)  
97 Ibid. 



 
 

46 
 
 

government public statement or declaration about Stuxnet. Articles were written 

about this topic, but no government communication has been made. 

I will now talk about the second attack I have found which occurred after 

the strategy was published by the Indonesian government. At the beginning of 

September, the threat intelligence branch of the company Recorded Future, 

Insikt had declared that ten Indonesian government agencies including their 

intelligence body Badan Intelijen Agency (BIN) had been attacked.98 They 

declared to have found the breach in March, and that they told the Indonesian 

government twice in July and in June.99 The attack was attributed to Mustang 

Panda, a Chinese APT. This threat actor conducts cyber espionage for political 

and economic motivations. It used PlugX malware, a remote access trojan, 

which had inserted itself in the government’s networks. PlugX is used to steal 

data and stay on the system of its victim.100 Remote access trojan is a category 

of malware which is used to gain “full administrator privileges and remote 

control of a target computer”.101  

In this case, the Indonesian government did react to the attack. Their 

ministry of communications (Kominfo) issued a statement about the attack, 

saying the BSSN was in charge.102 The BIN, the BSSN and their respective 

spoke persons also made a statement, claiming that their experts had not found 

any trace of Mustang Panda in the IT systems of the BIN. Another security 

expert was more worried that the BSSN should be absolutely positive about the 

system's safety.103 Advanced persistent threats such as Mustang Panda have a 
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lot of capabilities, as they are financially supported by states. In my opinion, it 

is possible that they have the capacity to hide within legitimate applications in 

the network. 

I am observing here an evolution in how Indonesia is treating cyber 

security incidents. They used to have no reaction toward cyberattacks. This does 

not mean that the Stuxnet issue had not been discussed internally, but no actions 

had been taken. In 2021, Indonesian officials did react to the threat of a 

cyberattack. Even if some of them take the threat lightly, others are asking the 

BSSN and the government to take it seriously and take actions. 

b. Reaction of the Philippines to Cyberattacks 
     The Philippines have also had their share of cyberattacks. As I did 

before, I will now present reactions to two different attacks, which respectively 

took place before their first strategy, in 2004, and after its implementation in 

2016.  

The most known attack is the I LOVE YOU attack. I have already 

explained the circumstances of the attack in the literature review. Therefore, I 

will only address the reactions of the government in the Philippines. The year 

the I LOVE YOU attack happened, the government of the Philippines could not 

charge the attacker, as they did not have any law about it. They worked with the 

USA to find the culprit. Their first reaction was to pass a law to frame E-

commerce practices in which they could “punish computer crimes”.104 This law 

was not retroactive and therefore the attacker was never punished. The next 

year, in 2001, the Philippines created “forensic laboratories” to study 

cybercrimes.105 In 2004, they published their first cyber strategy.  
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This shows how the Filipino government was reactive right after their 

first big attack. Afterward, they have consistently had congresses about cyber 

security and passed laws such as the “Computer Abuse Act” between 2004 and 

2007.106 Then, they criminalised diverse types of attacks, such as phishing in 

2007 and spyware tools in 2008. Also in 2008, they criminalised typo squatting. 

In 2009, they started to discuss the “Cybercrime Prevention Act”, which was 

finally considered constitutional in 2014.107 It criminalised seven cybercrimes 

and created a “Cybercrime Investigation and Coordinating Center”. The 

Philippines have consistently tried to improve their laws, so as not to be in a 

situation in which they could not penalise an attacker. In 2016, they published 

their second cyber strategy, so the next attack I chose to present will show the 

reactions of the Filipino government about an attack occurring past their second 

cyber strategy implementation. 

The second attack I would like to speak about occurred in 2020. It was 

attributed to LuminousMoth, a Chinese APT. The group seems linked to 

MustangPanda.108  They have targeted more than 1400 victims in the 

Philippines, using spear phishing emails and compromising USB to get initial 

access and deploy their payloads.109 They picked out people who were working 

in governmental institutions. This campaign was made to steal data and cookies 

from their Filipino victims.  

The Filipino government reacted through their CERT to the attack. The 

organisation firstly explained how the attack was conducted. Secondly, they 

gave recommendations to improve their cyber security. These recommendations 
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are very broad. They include patching the known vulnerabilities, protecting the 

data, checking if the devices are secured and giving cyber security courses to 

employees so that they can avoid human mistakes.110 These recommendations 

fit what Srinivas et al. have written in their papers.111  

c. Comparison of these Reactions  
Comparing the information I gathered, we observe that the reactions of 

the two governments were very different.  

During the first described attacks, Indonesia and Indonesian officials did 

not communicate on the topic. Even though they were the second most attacked 

country and Stuxnet was hurting the Indonesian industry, the government did 

not make any statement. On the contrary in the Philippines, the government 

reacted strongly when the attack happened and created laws and strategies to 

counter any future attacks.  

Now for the second attack I described in this part, there is also a 

difference in how both countries reacted. This time Indonesia did take action. 

However, the company Kaspersky stated that they told the country twice before 

they publicly denied the attack. It is an interesting reaction in my opinion: it 

seems like the Indonesian government did not want everyone to know that they 

had been attacked by MustangPanda. However, denying the attack means that a 

company that has the expertise in tracking threat actors since 1997 would have 

mistaken the presence of MustangPanda. In my opinion, it is much more 

realistic that MustangPanda had the capabilities to hide themselves in the 

Indonesian network and it would be the reason why Indonesian experts did not 

find them. Cyber specialists also reacted to the attack. However, it is strange 
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that some did not take it seriously. It shows how Indonesia is still not taking 

cyber security seriously compared to the Philippines.  

 If you take the Filipino reaction, Kaspersky was also the company who 

uncovered the attack. The Philippines reacted and provided the adapted 

solutions to keep their systems safe. Their reaction was much more proportional 

to the attack than Indonesia.  

C. Findings 
In the introduction, I explained that this dissertation could go both ways, 

depending on the comparison of the numbers, reactions and strategies of 

Indonesia and the Philippines. It appears that the Philippines and Indonesia do 

not have the same situation and are not reacting in the same way to cyberattacks. 

In terms of numbers, the comparison showed there is a difference in the 

number of attacks. Overall, Indonesia is much more attacked than the 

Philippines. The Philippines had more sophisticated attacks for the beginning of 

2023 than Indonesia. However, just looking at the numbers, it is Indonesia that 

is the most attacked. An explanation for the difference in the number of attacks 

is that the Philippines have better cyber security than Indonesia and therefore 

are more prepared than Indonesia to face ransomware threats. It seems like 

Indonesia is still very much under attack even after having launched their cyber 

strategy.  

In terms of reactions to this high number of attacks, there has been an 

evolution in how both countries reacted. The Philippines did take action when 

the first big malware hit them, but they did not have the laws to properly do 

something about it at the time. They now have changed their legislation to be 

able to fight against cyberattacks better. The Indonesian government used to not 

react at all to attacks, it changed over the years, and they now respond when 

threatened, however their reactions are still not proportioned to the level of 
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threat cyberattacks represent. The topic of cyber security is much more 

important in the Philippines than in Indonesia, and they used the experience they 

gained from their first cyberattack way better. 

This comparison shows that the two countries are reacting differently to 

cyberattacks and therefore this dissertation will now try to understand if the 

strategy of Indonesia is responsible for its stagnation in terms of cyber security. 
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VI. Analysis  
Now that I have assessed that Indonesia and the Philippines are not 

reacting the same way, I will present the strategy of Indonesia and the 

Philippines. I will then compare them and analyse in a second part if the 

Indonesian strategy is the reason for their cyber stagnation. The analysis will be 

on the motivation to create the strategy, the approach used, the strategy making 

and the content of it. Finally in a third part, I will discuss if there are other factors 

that can be taken into consideration for the stagnation.  

A. Cyber Strategies of Indonesia and the Philippines  
I will first present the cyber strategies of Indonesia and the Philippines, 

and I will compare them. This will help me to analyse the cyber strategy of 

Indonesia in the next chapter and understand if their strategy is the reason behind 

their stagnation regarding cyber security. 

a. Strategy of Indonesia  
The theory’s name is Cyber Defence Guidelines written by the Ministry 

of Defence in 2014. The first chapter of the Indonesian cyber strategy defines 

the purpose of the document and which infrastructures are concerned by these 

guidelines. Their objective is to strengthen the national defence and be the main 

reference set to develop and implement cyber defence within the Ministry of 

Defence and the Tentara Nasional Indonesia, which is the Indonesian National 

Armed Forces (TNI). It defines its critical infrastructure as “defence and 

security, energy transportation, financial system, and various other public 

services”.112 These critical infrastructures are the ones that the country cannot 

spend more than a certain number of days without. 

The second chapter presents the different types of threats that exist in 

cyberspace. Afterwards, it establishes the current situation of the Indonesian 
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policies, institutions, technologies and human resources and its current needs, 

in order to improve it.  

The cyber guidelines third chapter presents the main objectives to reach 

in terms of cyber defence. The document lists six objectives which are (1) 

comprehend the current situation, (2) make people from the defence minister 

and the army more conscious and educated on how to handle a cyberattack in 

the defence sector, to protect critical infrastructure, (3) integrate the different 

parties (ministers and army) in the cyber defence, (4) develop resources of cyber 

defence to integrate them in the national defence system (5) have different types 

of strategies to deter, take actions or recover, and (6) have a referential for 

infrastructures to better prepare, build up, and achieve cyber defence. 

The document provides tasks that the Indonesian Ministry of Defence 

and the army must fulfil. The roles and functions of the Ministry of Defence and 

the TNI are also detailed and include maintaining the security of the Indonesian 

institutions and building systems and protocols that are resilient in case of a 

cyberattack.113  

The fourth chapter of this document details the implementation of cyber 

security with a new framework, which include “policies, institutions, 

technology, and human resources”.  

It starts by presenting all the policies that are relevant and needed to be 

followed. The document states that each policy of the government must follow 

the guidelines and shows which policies are relevant to it. Those guidelines do 

not only explain how the cyber security policies of Indonesia are supposed to 

be implemented but also how the future policies, control objectives, protocols 

and approaches need to be chosen, in accordance with the previous policies and 
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legislation, to ensure the best cyber security possible and fix the current issues. 

The guidelines require a risk management approach within organisations, to 

assess which risk is acceptable in order to improve cyber security. It suggests 

that the Ministry of Defence and the TNI should have a procedure in place to 

monitor, assess and control their systems, to quickly identify any errors, rectify 

them, prevent future security breaches, and evaluate the effectiveness of their 

measures to address the issue.  

The second section is about standards. It lists ten different standards and 

norms that should be respected by governmental bodies to ensure a good cyber 

security. These are Indonesian, American, and European standards, such as the 

ISO ones or the NIST recommendations. ISO are norms on diverse topics such 

as security, quality management, energy management and so on.114 NIST has 

created a framework which is used in order to help organisations to decrease the 

risk of cyberattacks.115 This framework encompasses these stages so that 

organisations can “identify” the risk, “protect” themselves, “detect” the 

cyberattacks, "respond," and "recover" from them.116 

The next section deals with cyber security implementation within 

institutions. It clearly states that those bodies should be tailored to fit the cyber 

security guidelines and not the opposite. However, on the next line it also 

explains that the institution can be developed separately. In this section, they 

focus a lot on the authority in charge of cyber security. 
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It then moves to the technology section. In it, they recommend the use 

of data centres and technology which is supposed to be used especially for 

defence purposes.  

The guidelines also cover the human resources training, which must be 

completed to be cybersecure. They make recommendations at the human 

resources level and claim that they are the most important asset. As such, they 

are considering human resources as needed to be competent. This is for them 

the biggest challenge: since cyberspace is a sector that evolves quickly, 

competences must be updated regularly. They create an entire process of 

recruitment in the strategy. Then, they present their awareness training program, 

which is used to improve knowledge on cyber security, on how to deal with 

incidents and improve technical knowledge of the employees.  

They also present the stages of cyber defence implementation, with its 

prevention stages, its monitoring stages, its analysis stage, its defence stage, its 

counterattack stage, and its information security stage. The last part of the 

guidelines presents the stages of the cyber defence activities such as preparation, 

a timetable of what must be done and in which order and the different outputs 

that are expected and if these goals are reached, which steps can be implemented 

after and their outputs.117 

b. Strategy of the Philippines 
     The strategy’s name is National Cyber security Plan 2022, written in 

2016 by the “Department of Information and Communications Technology” 

(DICT) of the Philippines. The main objectives of this plan are to focus on 

safeguarding the uninterrupted functioning of the critical infrastructure as well 

as the public and military networks of the nation. This involves the 

implementation of measures that promote cyber resiliency, ensuring the ability 
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to respond effectively to threats both before, during, and after an attack. The 

plan aims to achieve this by establishing effective coordination between the 

relevant law enforcement agencies, and by promoting awareness and education 

among the public to create a society that is well-informed about cyber security 

issues.118 The strategy is bound for all governmental entities of the Philippines 

as well as the “private sector, the civil society, the academe including the private 

individuals”.119  

The strategy starts by presenting the sources of the threat actors that are 

attacking the Philippines. It continues with the presentation and explanation of 

the framework put in place by the Filipino government to counter cyberattacks. 

The framework is represented by a three layers pyramid120 presenting which 

body is in charge of which action, in which scope and to which aim. It also 

highlights the “interrelations” between all the leading bodies. It takes into 

consideration law making and enforcement, cyber threat intelligence, and cyber 

defence. In the document, it is twice mentioned that the country is at an “infancy 

stage” and that the strategy is made to make them reach cyber maturity.  This 

shows the consciousness of the country of their own capacities. The document 

also explains how the government should stop only reacting to cyber incidents 

to already be proactive about them in their policies, by creating policies that are 

respecting the strategy and the framework. It also points out the fact that those 

policies should be adaptable so that they fit the social changes.  

The strategy outlines a series of fundamental principles that the 

framework must uphold, including respect for the law, the principles of 

autonomy and self-governance, international cooperation, and a balance 
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between the free flow of information and individuals' privacy rights. 

Additionally, the framework should utilise a risk-based management 

approach.121 It also presents the different actors in charge of cyber security such 

as the DICT, the CICC, the law enforcement and prosecution agencies and the 

Military.  

The document also emphasises the role of people in the fight to create a 

cyber secure society: the strategy mentions the collaboration that they are 

putting in place in order to fight cybercrimes, whether it is at a national level or 

public and private collaboration.  It is also presenting a “cyber security maturity 

model” which has five stages: Reactive and Manual; Tool-Based; Integrated 

Picture; Dynamic Defence; and Resilient Enterprise. The document considers 

that the Philippines is currently at the Reactive and Manual state which is 

explained as a stage in which the state is trying to fix the problems rather than 

finding the roots of those. They also state their willingness to arrive at the last 

stage, which is about developing a predictive and mission-focused approach to 

mitigate the impact of cyberattacks. This involves isolating and containing any 

damage caused by such attacks, securing supply chains, and protecting key 

critical infrastructure to ensure uninterrupted operations. By doing so, they 

would aim to minimise the disruption caused by cyberattacks and maintain the 

continuity of essential services. 

The strategy shows how the Philippines are self-aware about their own 

situation and presents a series of actions that should be taken to improve the 

current situation of the country. They have grouped them by themes which are 

as follows: “Protection of Government Networks”, "Protection for Supply 

Chain”, “Protection of Individuals”. Each theme has many points and programs 

that need to be fulfilled or created in order to achieve the Filipino goal.  

 
121 DICT National Cyber security Plan 2022 (2016) 



 
 

58 
 
 

Finally, the document ends by proposing two approaches to tackle the 

issue. Firstly, the active approach will be used to identify the resources required 

to support an organisation's critical functions. This will enable the government 

to provide the necessary resources and make well-informed decisions to ensure 

the smooth functioning of the organisation's most important activities. The 

active approach will also be used through “protective technology, awareness 

and training” to make sure that the strategy is enforced. Then the active 

approach will be utilised to detect the cyberattacks and respond to them 

appropriately. Finally, it will be employed in the recovery process to be more 

resilient toward the diverse attacks.  

Secondly, the proactive approach will be used to create a “defence 

mechanism” to develop layers that will decrease the vulnerability of the country. 

The proactive method will then be used to deter attackers. The Filipino 

government wants to have multiple plans to be able to choose the most 

appropriate one depending on the type of attack. Lastly, the proactive approach 

will be used to develop the field of cyber security based on the needs of the 

Filipinos.122  

c. Comparison of the Two Strategies 
In this part, I will compare the two strategies. I will start by presenting a 

comparison that has been made by the Asia Foundation and then I will add 

elements to their comparison in terms of structure and content.  

The Asia Foundation has very clearly assessed the elements that were 

present in the two cyber security strategies. They have made the comparison 

basing themselves on the two following categories: type of stakeholders and 

focus of strategy. 
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In terms of stakeholders, while the Philippines have various stakeholders 

such as businesses, citizens, critical infrastructure and government, Indonesia 

only has critical infrastructure as a stakeholder. The focus of the strategies is 

also different. While the Philippines have various focus such as the “CERT,” 

“the critical infrastructure protection”, the “cyber security awareness and 

education”, “the knowledge of cyber security in the workforce”, the “cyber 

threat/ cyberattack response”, “the International and regional cooperation”, “the 

policy legislation, and rule of law”, “the privacy, freedom and human right 

protection”, the “risk management”, the “strong cyber security, defences and 

defend systems”,  Indonesia is focusing on “critical infrastructure protection”, 

“national security” and “research, development and innovation”. This makes 

sense with their respective strategies.  

I will hereafter make the structural and content comparison of the two 

strategies.  

     In terms of structure, the Indonesian strategy is longer than the 

Filipino one. What is obvious when looking at the content is that Indonesia's 

two first chapters are only in one chapter in the Filipino strategy. Their third 

chapter corresponds to the second chapter of the Philippines in terms of content, 

with both speaking about the principles and the roles and responsibilities. The 

Indonesian fourth chapter and the Filipino third chapter are talking about the 

implementation of the strategy. The Filipino strategy is starting this chapter by 

presenting the key program areas while the Indonesian one is presenting its 

framework of defence implementation with the policies. The Philippines is then 

dividing the next two parts into active and proactive approaches. One of them 

is about detecting the threats and fighting them, and the second part is about 

deterring the threat actors so that there are less incidents. Indonesia is mixing 

both approaches in one chapter and is then going back to how to implement it 

with four different stages.  
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Table 2: Structural Comparison of the Chapters 

Indonesia The Philippines 

 Introduction  

Introduction (1)   
Scope (1) 

Cyber Defence Emergency (2) 

Cyber Defence Key Points (3) The National Strategic Context (2) 

Cyber Defence Implementation (4)  Key Strategic Initiative (3) 

Closing (5) Conclusion  

 

In terms of content, the first difference I have observed is in the goal of 

both strategies. The target of the Indonesian strategy is only the minister of 

Defence, while the target of the Filipino one is way larger since they target the 

public and the military sectors.  

 Another difference I have observed is in the goal of both strategies. The 

target audience of the Indonesian strategy is only the Ministry of Defence while 

the target of the Filipino one is larger. They target the public and the military 

sectors.  

Both strategies are then explaining who are the threat actors that are 

targeting their countries. Both strategies are discussing the definitions, the roles 

of their institutions and their actors, however, the space allocated for it in the 

Indonesian strategy is way longer than the one of the Philippines. The 

Philippines then moves on to their framework of analysis, which is establishing 
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who oversees which part. Indonesia does a similar part in its strategy. However, 

the Filipino strategy has many different bodies which oversee cyber matters. For 

instance, the DICT is in charge of the CERT; the Cybercrime Investigation and 

Coordinating Centre (CICC) of the cooperation between agencies; the 

Department of National Defence (DND) of “National Cyber Defence” and so 

on123. Indonesia is only giving roles and tasks to the army and the Ministry of 

Defence.  

 One important difference between the two strategies I have observed is 

that the Filipino one is assessing its current situation and the current level of 

cyber security in the country, while Indonesia is not. The Philippines is stating 

that they are only at the beginning of cyber security implementation twice.  In 

comparison, Indonesia starts by the aims and objectives without at any time 

explaining what the current situation in Indonesia is nor giving an assessment 

of it.  

The Filipino strategy is also giving principles to be respected by the 

entities of the framework, such as autonomy or international cooperation, which 

is not given in the Indonesian strategy.  

Both strategies are explaining how policies should be adaptable to the 

cyber strategy. However, the Filipino one is adding that it should also be 

adaptable to “social changes''. Indeed, the Filipino document is talking a lot 

about having a cyber secure society, while Indonesia is focusing on the military 

aspect only.  

Both strategies are putting in place a risk management-based strategy. 

Indonesia is talking about the standards that the country must respect, and the 

Philippines is mentioning standards but is not making an entire part about it. A 
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common ground between the two countries is that both want their institutions to 

be tailored to their strategies, but Indonesia is also saying that they can be 

developed separately. The Philippines is also making a lot of recommendations 

on the creation of university degrees in cyber security. 

The Philippines is also proposing collaboration with other countries as 

well as “public-private partnership” to improve their cyber security. Indonesia 

is barely speaking of collaborating with another country for their cyber defence. 

Another thing to compare is the approaches given. The Philippines is 

giving two different approaches: active and proactive. Indonesia is not really 

giving approaches strictly talking. They avoided using the NIST framework as 

their big categories. However, it seems like their way to implement things 

corresponds to the active approach of the Philippines, as well as a little like the 

proactive stage. Their prevention stage corresponds to two different parts: one 

is previously discussed by the Filipino strategy, which includes creating degrees 

in cyber security, and one is in their active approach, which is “protect”. 

Indonesia’s part on monitoring the attacks corresponds to the identification part 

of the Philippines. The Indonesian analysis stage corresponds to the detection 

stage of the Philippines. The Indonesian defence stage corresponds to the 

Filipino response stage. The Indonesian information security improvement 

stage corresponds to the recovery attack stage of the Philippines. The last stage, 

which is counterattack, corresponds a little to the deter part of the proactive 

approach of the Philippines, however that part is not developed at all. 

Another part to compare is what they want to implement. The two 

countries are presenting concrete actions to implement their strategies. On one 

hand, Indonesia is mixing technological measures with policies creation 

measures, human resources measures and legal measures, and this in each of its 

five sections (“prevention”, “monitoring”, “analysis”, “defence” 
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“counterattack” and “improvement”)124. For each solution, the Indonesian 

strategy is making an estimation of the potential outputs but without correlating 

one another. On the other hand, the Philippines is having an entire part on key 

strategic initiatives, which are the measures they want to implement. The 

strategy is sorted in different areas, “protection of critical infrastructure”, 

“protection of government networks”, “protect supply chains” and “protection 

of individuals”125. Each of these big areas is giving very concrete measures, to 

be taken by the government, and the order in which said measures should be 

taken. Their approach is more high-level, which means that they are not 

proposing technical measures but suggesting to create the entity or the program 

which will deal with the technological part. Their areas rarely mix every type of 

measure in the way Indonesia does. Their solutions are more elaborated as well, 

each of them has at least one paragraph allocated to it while Indonesia is only 

allocating a sentence or two to their solutions. This makes the Filipino strategy 

clearer. 

At the end of the Indonesian strategy, they are giving an order for the 

steps that need to be implemented. It is anchoring the first recommendations 

within time. This does not exist in the Filipino strategy, as they are already doing 

it within the recommendations.  

Comparing the two strategies, I realised that the Philippines seems far 

more prepared than Indonesia. On one hand, the strategy of the Philippines is 

well structured. They frankly use the NIST framework as a basis for their 

strategy. The Philippines is more conscious of their current issues and giving 

stronger advice to change the situation. On the other hand, Indonesia is spending 

a long time defining the roles of each body and explaining that each policy of 

 
124 Indonesia Pedoman Pertahanan Siber (2014) 
125DICT National Cyber security Plan 2022 (2016) 



 
 

64 
 
 

the government should follow these guidelines. The Indonesian strategy is going 

back forth between recommendations and how to implement them and in which 

order. They are also lacking the proactive approach which is highly necessary. 

In comparison, the Philippines have a much clearer and much more complete 

strategy.  

The two countries also have different focuses. The scope of the 

Philippines is larger but still not enough because, as presented in the literature, 

having a good cyber security requires far more investment than what both 

countries are currently making, whether it is in terms of money, workforce, 

knowledge, education, and culture.126  

B. Strategic Factor 
I will now analyse the strategy of Indonesia, through the motivation, the 

approach they had to it, the strategy making in itself and the content, to try and 

understand whether it is positive or negative for the improvement of cyber 

security. 

a. Strategy Motivation Analysis  
Why did Indonesia decide to make its first cyber strategy? What were 

the motivations behind this choice? The country, as I have explained earlier, did 

not find the topic of cyber security very important before 2014. They were not 

publicly reacting when a cyberattack was happening in the country. In this case, 

I believe the realist and the constructivist traditions can both partially explain 

the shift in the Indonesian motivation. I will also compare it with the Filipino 

motivation. 

According to Seuring and Muller, cyber security is difficult to establish 

for developing countries. Those difficulties lie into the “institutional stability, 
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building knowledge, legal framework and private sector engagement”.127 Cyber 

security in Indonesia was barely existing before Joko Widodo launched the 

writing of the first strategy. The constructivist theory can explain why this threat 

was not interesting enough for the leader of the country, Susilo Bambang 

Yudhoyono (SBY). A part of this theory is about identities, preferences, and 

interests. If I take the constructivist idea that identity and interest shape the 

politics that are going to be launched, I have found that neither Susilo Bambang 

Yudhoyono (SBY) nor Joko Widodo had particular interest in cyber security. 

There is almost no information on cyber politics under SBY presidency. This 

corroborates the points made by constructivists that if the decision maker has 

no interest in a topic, they are not going to take care of it. Furthermore, Indonesia 

also had other issues at the time. When other countries were dealing with their 

cyber strategies, Indonesia had terrorism with the Bali bombings in 

2002.128Aceh province was trying to obtain its independence until a tsunami hit 

its land in 2004.129 Indonesia was also trying to negotiate with them until 2006. 

In 2009, there was also two massive earthquakes in Sumatra130 and in West 

Java131. SBY was more trying to achieve stability for the country132, being the 

first elected president and after having had a dictator for 30 years and three 

presidents in five years.133 

However, if the leaders’ interests were not a reason why they were 

motivated to publish a cyber strategy, norms and beliefs could be a good 

 
127 Seuring et Müller (2008) 
128 Gunaratna (2012) 
129 Braithwaite et al. (2010) 
130 Earthquake - Sumatra, Indonesia | Australian Disaster Resilience Knowledge Hub (2009) 
131 2009 Indonesia (West Java) earthquake: CWS emergency appeal 10-05-09 - Indonesia | 
ReliefWeb, (2009) 
132 Aspinall (2015) 
133 ABC News (2014) 
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motivation to do it. Constructivists are explaining how norms and beliefs frame 

the actions of the actors, giving them an idea of what is possible to be done, 

what is appropriate and what is effective. The norm on having a cyber security 

strategy was set at the beginning of the 21st century. Many countries such as the 

US134, France135, and the UK136 have participated in the creation and 

establishment of this norm. These countries published their first cyber security 

strategy between 2001 and 2005. For example, Winger showed similarities 

between the US and the Filipino’ strategies. The Philippines produced a paper 

that was similar to the American one. This shows how the norm to have a cyber 

strategy shaped international politics, and how social reproduction pushed the 

Philippines to have a cyber strategy. When it comes to Indonesia, even though 

the international norm did not push them to have a cyber strategy as soon as 

other countries, they eventually came to have one, which shows that the norm 

injunction finally worked. I observe many reasons why Indonesia did not do it 

earlier. Firstly, compared to the Philippines, they did not have cooperation with 

the US. Secondly, as Muhammad Syaroni Rofii explained, Indonesia's 

perception of cyber threat is very low, which means that they did not assess that 

there was a risk at the time. Moreover, Ulum explained that this low perception 

created a poor cyber culture, which obviously delayed the creation of their cyber 

security strategy. The Philippines had their perception of risk way earlier, with 

the I LOVE YOU attack, and therefore they had their cyber strategy earlier. In 

the end, constructivists would argue that the norm of having a cyber strategy 

pushed Indonesia to do it too. However, it does not explain the delay. The realist 

tradition that could explain this better. 

 
134 The National Strategy to Secure Cyberspace (2003) 
135 E-administration : du PAGSI au programme Action publique 2022 (2021) 
136 National Audit Office (2013) 
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Cyberattacks in Indonesia increased just after Joko Widodo became 

president, which made him unable to ignore the problem. However, in terms of 

interest and preferences, the constructivist's theory does not really apply. Joko 

Widodo has a degree in forestry engineering.137 What pushed him to act on 

cyber security was the rising number of attacks and his defence minister who 

claimed that Indonesia was going to face a “cyber war”.138 Not only were they 

attacked a lot but in 2013, according to the company Akamai, Indonesia was 

also the first source of cyberattacks.139 In 2014, according to Akamai again, they 

were the second source of attacks.140 The reason why Indonesia was ranked that 

high is because computers in Indonesia were the victims of trojan horses which 

zombified them in order to use them in future attacks.141 

This is when the realist tradition becomes of interest for this analysis. 

The realist tradition claims that states are living in an anarchic system. The cyber 

world is a “jungle”, and international politics are described by realists the same 

way. There are no supranational rules or entities that are ruling over the cyber 

domain. This is the reason why malicious actors are using it to conduct their 

operations. Even though sometimes they get arrested by governments, most of 

the time they succeed in conducting their malicious activities. The cyber realm 

became “the fifth domain of battlefield”, as put in the Indonesian White Paper, 

and states feel the need to protect their own interests.  

Indonesia was motivated to create a cyber strategy because the 

cyberattacks were harming the national security and the interest of the country. 

 
137 Joko Widodo | Biography & Facts | Britannica (2023) 
138 Parameswaran (2015) 
139 WeLiveSecurity (2013) 
140 Jurriens and Tapsell (2017) 
141  Jurriens and Tapsell (2017) 
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Indonesia is trying to protect the “primacy of the nation states”. The country 

tries to protect itself and its national interests with a cyber strategy. Secondly, 

they behave rationally: they recognize that cyberattacks are a threat to society 

and to their national security, therefore they are trying to put strategies and laws 

in place to protect their populations, their governmental entities. I am not 

assessing here their ability to do it but only the fact that they have indeed 

rationally tried to do it.  

Lastly, the realist tradition speaks about the balance of power. This 

echoes with the “cyber war” evoked by the defence minister. The balance of 

power means that states will not start a war with others because it would lead to 

retaliation and, in the end, to mutual destruction. There are many types of cyber 

actors: cyber criminals, state sponsored groups, hacktivists, and all of them are 

trying to breach the national security of the country. These groups do not all 

have affiliations to countries. Some advanced persistent threats for example do 

not always have a clear link to a country, which means if they attack no one 

knows who to blame. Moreover, concerning the eventuality of a cyber war, there 

is some kind of balance of power, because Indonesia knows that it is yet to have 

the capabilities to fight in a cyber war and that the country is at the starting phase 

in terms of cyber security. Therefore, as the realist theory puts it, the country is 

rationally not going to put themselves in a position where it would lose a war, 

damage its security, and endanger its self-interest. This would also be a 

motivation for the country to create a cyber security strategy.  

The motivation of the country is good as willingness to improve a 

situation is a first step to do so. However, it is not enough, and I will now 

evaluate the approach used in the strategy. 

b. Strategy Approach Analysis 
As explained in the strategy presentation and comparison, Indonesia is 

using almost only the active approach to cyber security. As shown in the 



 
 

69 
 
 

literature review, active approach corresponds to the NIST framework and to 

“identify, protect, detect, respond, recover”.142 Why did Indonesia choose this 

approach and barely spoke about the proactive approach to cyber security? Two 

approaches which have been explained in the theoretical framework, the risk 

management theory, and the constructivist tradition, can be applied to answer 

this question. I will also compare the Indonesian approach with the Filipino 

approaches. 

Risk management theory helps to explain why Indonesia decided to use 

the NIST active approach. Indonesia had a lot of cyberattacks when the country 

elaborated its cyber strategy. It was the reason why the president Joko Widodo 

launched its creation. It seems then that it is the risk that made them write their 

strategy. In the strategy, they start by listing six objectives (detailed in the 

section VI A. a. of this dissertation), which is also coherent with risk 

management theory.143 It presents the public who should follow the guidelines. 

Then, it quickly says that the Defence Ministry as well as the Indonesian army 

(TNI) should develop a process that can effectively evaluate the situation and 

facilitate its continuous improvement to mitigate future issues. However, the 

word “should” is a problem here. Indonesia asked for the procedure to be created 

but did not create it. Indonesia definitely used the risk analysis theory to 

elaborate its strategy. The only part of the risk management theory which is not 

covered is the economic control activity.  

This theory explains well why Indonesia decided to use the NIST 

framework. The latter requests, in the first part “identification”, to assess the 

risk and create a “risk management strategy” as well as to identify the “assets 

management” process and the “business environment”. The second part, entitled 

 
142 Mylrea et al. (2017) 
143 Indonesia Pedoman Pertahanan Siber (2014) 
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“protect”, deals with “awareness and trainings”, “data security” or 

“maintenance”. The third part, “detect”, is about looking for the malwares to 

create a continuous process of detection. The fourth part, named “respond”, is 

about “communication”, “mitigation” and “improvement”. The last part, 

“recover”, is about having “recovery plannings”. The NIST framework allows 

the country using it to “manage and reduce risks” linked to cyberattacks. It also 

helps to have “continuous improvement”.144 It is however a complement to a 

cyber strategy and not a strategy in itself. The framework is internationally 

recognized, and its good reputation would be a reason why Indonesia chose it.  

This also recalls the constructivist theory, which explains that norms set 

what can be done, what is appropriate and what is effective. The NIST 

framework sets such a norm and therefore is of good use for a country who is 

trying to implement an effective cyber security. However, I am wondering why 

Indonesia is barely talking about proactive cyber security. The latter, as the 

Philippines puts it, refers to “defend”, “deter” and “develop”.145 Defend is about 

improving the capabilities of a country so it can defend itself as well as 

improving the people's abilities and knowledge in cyber security. Deter is about 

investigating and preventing an attacker from conducting its malicious actions. 

Develop is improving the cyber security industry by investing in it.146 I would 

argue that the lack of proactive approach in the Indonesian strategy is due to a 

lack of good technologies and lack of competent workers. Comparing the two 

countries’ strategies, the two approaches of the Philippines are much more 

complete and try to have a larger scope of action. Their active and proactive 

approaches allow them to act when a cyberattack happens and before it even 

happens. Indonesia is trying to improve, but obtaining effective technology and 

 
144 Cybersecurity Framework Components (no date) 
145 DICT National Cyber security Plan 2022 (2016) 
146 THE “3D” NATIONAL CYBER SECURITY STRATEGY (2017) 
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educating people to cyber security takes time and investment. The strategy is 

partially trying to remediate this problem by creating training programs and by 

requesting the creation of better technological infrastructure. However, having 

only one approach to cyber security, as Fischer explained, is dangerous for 

organisations.147  

Table 3: Comparison of the Indonesian and Filipino Approaches 

The approach chosen by the Indonesian government is levelled with its 

capacities. They are trying to follow the norms followed by other nation states 

while managing the cyber risk with their approach. It is unclear why they have 

not chosen the NIST framework as a structure the same way the Filipino 

 
147 Fischer (2005) 

 Indonesia The Philippines 

Active approach Monitoring Identification 

Prevent Protect 

Analysis Detect 

Defence Respond 

Information Security 
Improvement 

Recover 

Proactive approach  Defend 

Counterattack Deter 

 Develop 
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government did even more so when they are naming it as a standard. I will now 

analyse the structure of their cyber strategy in the next section. 

c. Strategy Structure Analysis  
When I started reading both the Indonesian and the Filipino strategies, I 

realised how their structures were important to have an efficient strategy. I will 

now analyse the structure of the Indonesian strategy through the lens of the risk 

management theory and compare it with the Filipino strategy. A strategy written 

using the risk management strategy is based on the perceived cyber risks of 

Indonesia. It gathers “activities” to prevent “accidental loss”. Finally, it uses the 

DRA framework to be able assess it and make it evolve.  

Risk management theory can explain how both Indonesia and the 

Philippines have elaborated their strategies. The Indonesian strategy has five 

chapters and the Filipino, four.  

The Indonesian first one is an introduction chapter which is defining the 

“objectives”, “scope” and the laws and policies. The basis of the DRA is to start 

by defining the objectives, which Indonesia is doing at the beginning of their 

strategy. However, they also do it a second time detailing six clearer objectives 

in a part called cyber defence target.  

The Indonesian second chapter deals with threat and attacks as well the 

current conditions of the policies, institutions, technologies, and human 

resources, and needs to improve these 4 categories. It is an important step in the 

risk management theory as it allows the strategy maker to have all the data in 

mind to create the best strategy.  

The Filipino structure differs from the Indonesian one. They have as a 

second chapter the “scope”, which encompasses the two first chapters of the 

Indonesian strategy. Then, the Philippines have a chapter on the “National 
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Strategic Context”. This is a long chapter in which they explain their “vision”, 

the “framework”, “the risk management approach” and the “strategic 

collaboration”. This part is encompassing a part of the Indonesian second 

chapter and their third chapter. It is clearer as each part is way much more 

delimited and they do not overlap on one another. 

The Indonesian third chapter deals with the cyber defence key points. It 

presents the principles, targets, the roles, tasks, and functions of the TNI. This 

part is important but if I compare it with the Filipino strategy, it is a small part 

of their cyber strategy, and I am questioning here the interest of writing an entire 

chapter about it. These could be added to other parts of the strategy and avoid 

the repetition and the lack of clarity of having different parts dealing with 

objectives. There are also repetitions inside the parts themselves, between the 

target part and the function part, and the tasks, there are many repetitions of 

things to be done such as awareness or information availability. These parts are 

very important for cyber security. However, in terms of structure, it makes the 

strategy hard to read because the reader always has the impression to read almost 

the same things and the sections are not clearly defined nor framed. 

Chapter four deals with the implementation of cyber security. It starts 

with larger requirements and with a framework for cyber defence 

implementation, then the stages of the implementation and then it presents the 

different phases. The strategy is again taking its four focus points, “policies”, 

“institutions”, “technology”, and “human resources”, to frame where their 

actions should be taken and what they should be. The strategy has an entire part 

dedicated to risk management and assessment and nine pages are allocated to it.  

The second part of this chapter speaks about the stages of cyber defence, 

which is about giving the actions that should be taken. Finally, the third part is 

about explaining in which order the actions should be taken. I have found two 
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problems. Firstly, the recommendations in the stages of cyber defence are mixed 

between the technology’s recommendations, the human resources’ 

recommendations, the policies’ recommendations, and the institutions’ 

recommendations. It makes it difficult to know as a reader which part is relevant 

for you, and which is not. The second problem is the fact that the 

recommendations are not already in order. As a reader you do not know where 

to start when you read the recommendations and you need to read the next 

section to be able to know. It loses the reader and shows a lack of clarity in the 

strategy.  

This part corresponds to the Filipino fourth chapter on “key strategic 

initiative”. They present their “key programs areas” with 4 different focuses on 

“critical infrastructure”, “government networks”, “supply chain” and 

“individuals”. These parts are presenting the recommendations in order. Then, 

the strategy deals with the approaches the Filipino cyber security should 

observe. Compared to the Indonesian one, it is not giving more 

recommendations in the approaches part and has already given it in order so 

there is no need to redo it. 

If I take the requirements for risk management theory, the identification 

and the measurement were clearly respected as the Indonesian and the Filipino 

documents have an entire part on risk assessment, however economic control is 

not talked about in the Indonesian document. Concerning the Deeming circle 

and “Plan, Do, Check, Act”, on one hand, the document is saying that the army 

and the Minister of Defence should have an assessment plan to monitor their 

systems and correct the errors. However, this only concerns systems and not the 

rest of the strategy. On the other hand, the risk management approach of the 

Philippines concerns all parts of their strategy. 
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The structure of the cyber security strategy of Indonesia is respecting 

almost all the requirements of a good cyber strategy framework according to 

Fischer.148 It has almost everything, “goals, strategies, policies, procedures and 

personnel”, except for “extent of problems and perceptions”. It is, however, 

quite complex, which makes it difficult to read. It goes back and forth between 

sections and is repetitive. The recommendations they are giving are not put by 

sectors and the strategy is also not giving recommendations in order. They 

dedicated an entire section to said recommendations, presenting them and then 

repeating them in order, when they could prevent confusion just by writing them 

once in order. They dedicated an entire section to said recommendations, 

presenting them and then repeating them in order, when they could prevent 

confusion just by writing them once in order. They started to work with the risk 

management theory, however it seems like they have not used it fully to write 

their strategy. In comparison, the Filipino strategy is easy to read as it is very 

clear. It has all the requirements of Fischer’s framework. Recommendations are 

by sector and in order. It is easier to implement this strategy as its 

recommendations are clearer and more accessible. 

d. In Depth Analysis of the Content  
Now that I have analysed the motivation, the approach, and the structure, 

I will analyse the content of the strategy. I will use the literature review on 

effective cyber security, the comparison with the Filipino strategy and the 

different traditions and theory to assess the content of the Indonesian cyber 

security strategy. 

The first part of the content that I want to analyse is to whom the cyber 

strategy is destined to. In the Indonesian case, the cyber strategy is for the 

Ministry of Defence and the TNI. In my opinion, this is already a problem, 
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because a cyber strategy should be destined not only to the Defence Ministry 

and the army but also to all governmental entities, so that everyone is involved 

in the process. It highly reduces the scope of action to enforce the strategy 

outside of these two organisations. Making the cyber defence of Indonesia only 

the responsibility of these two entities is creating vulnerabilities in all the other 

Indonesian governmental entities. Comparatively, the strategy of the 

Philippines is for all the public and private entities, the “civil society”, 

universities and private people. In terms of scope, Indonesia is putting in their 

scope the “definition” and laws, the “target” and type of threats, the “needs” and 

the implementation stages. The Philippines is much more practical. They are 

talking about all networks in the Philippines, the “hardware and software” and 

adding norms and standards to be respected.  

In terms of presenting the objectives to attain, Indonesia, as I explained 

before, is doing it twice. In the first part, they are giving larger objectives such 

as “strengthening the national defence”, developing and establishing their cyber 

defence. These objectives are in line with the realist tradition. By expressing 

their will to improve their national defence, they are clearly putting their 

national interest first, and trying to improve their position in the balance of 

power on the international scene. The objectives of their Filipino counterparts 

are much more specific from the beginning. They are about protecting critical 

infrastructure, being cyber resilient, having coordination between various 

organisations, and educating the Filipinos.  

Indonesia then expresses objectives in the target part, which are more 

specific. These are more related to my literature review on effective cyber 

security and resembling the Filipino goals. They are about identifying and 

understanding the threats and risks, raising awareness, and having a good 

infrastructure, set of skills and knowledge to implement the strategy. These are 

the three goals that are in line with what the authors of my literature review are 
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requesting for effective cyber security. There are three other objectives which 

are about involving the TNI and the Ministry of Defence. This target audience 

is important, but as explained in the first section, it is not large enough. Then, 

there is the “expansion of resources to develop the cyber defence of Indonesia 

as a part of the national defence”. This is a very vague and unclear part, as no 

one can know which resources need to be developed. The last objective is the 

elaboration of deterrence, action, and recovery strategies. This is interesting as 

it is more part of the proactive approach. However, we have observed in 

previous parts that Indonesia is barely having this approach in their strategy. 

This means that they have objectives in their strategy that they do no back up 

with propositions in their plan.  

I will now assess their plan using the risk management theory and the 

literature review. Their framework starts with all the policies they want to 

respect, and the risk management framework they want to implement. Then the 

theory presents the technology and infrastructure requirements, which are larger 

objectives discussed later, and finally it introduces the human resources’ part. 

These are in line with what Elkhannoubi and Bellaissaoui are requiring – an 

organisational pillar, a legal pillar, and a technological pillar. Indonesia is even 

adding one more with the human resources part. 

The part on policies is important as explained by Fischer. Then, in their 

framework, they discuss the assessment and improvement of information 

security management. They also mention how audits will be conducted, how the 

risk will be assessed and determine if an immediate solution is necessary or not. 

These are in line with the literature gathered, as well as with the risk 

management theory. Indonesia’s technological part is setting the larger 

requirements needed and then the human resources requirements. The human 

resources’ part is very important as it is requiring all the different up to date 

training to have competent workers. This is in line with Elkhannoubi and 
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Belaissaoui recommendations. However, in this part there is no injunction to 

create a higher education degree. The strategy only deals with training for 

workers, while the Filipino one was demanding the creation of some university 

degrees. The Filipino framework is different, it bases itself on the NIST pillars 

and then presents the agencies and their roles in the cyber defence. It also 

presents the target audience of the strategy, which are the “public, private, and 

international partners”. 

  The Indonesian strategy continues with the actual recommendations, 

which are ordered by stages but not by order of what should be done first. Their 

prevention stage is about having a secured architecture, having security policies, 

having human resources security with background checked personnel. These are 

in line with what Srinivas et al. is requiring. However, if the requirements of the 

strategy are talking a lot about the human part which was necessary according 

to Srinivas et al., there are no requirements on the time component. This strategy 

never gives time constraint for it to be implemented, which creates a never-

ending issue that might or might not be patched someday. The Filipino strategy, 

however, deals with compliance, having training for citizens and cyber security 

professionals. It has a time component, as the Philippines have written their 

strategy for 2022. It also has parts on how to protect networks. This shows how 

they are more advanced than Indonesia, as they are talking about protecting the 

architecture and not creating it. 

The Indonesian information security monitoring stage is about keeping 

the availability, integrity, and confidentiality of data intact. This is 

recommended by Srinivas et al. to have good cyber security. However, Srinivas 

et al. is also recommending “authentication” rules, “authorization” rules, rules 

to prevent the “physical theft of devices”, rules to prevent “non-repudiation” 

and finally to keep the “freshness” of data. All these rules are not tackled in the 

Indonesian strategy. The Filipino strategy has in comparison considered 
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“Information Security” a “key area for cyber security” and they are mentioning 

all the requirements.  

In the analysis stage, the Indonesian strategy goes back to implementing 

a secured architecture, but also goes further to analysing malwares and 

implementing investigation forensic to keep the integrity. This part should be 

talking about the MITRE ATT&CK framework, as it helps in analysing 

attackers’ behaviour. It would have been clearer and more straight to the point 

if they had incorporated the framework they will use. The Filipino strategy is 

going further, with the establishment of a department of cyber “threat 

intelligence” and “analysis”.149 However, they are not talking about the MITRE 

framework, on that part, their strategy is not going as deep as the Indonesian 

one. 

In the Indonesian defence stage, the strategy deals with detection and 

recovery stages. It is talking about the different threats they could find. It is also 

talking about the next steps to be taken in case of an attack, in terms of 

diplomacy and laws, and with other organisations when it comes to 

counterattacking. These stages – recovery and detection – are two stages from 

the NIST framework. They are important; however, they need to be correlated 

with all the other parts of the framework. It is an issue because they are not 

clearly using the standard. Moreover, using it only halfway makes it half 

efficient and therefore, it creates vulnerabilities. In comparison, the Filipino 

strategy is using both approaches fully. 

The next part is about counterattacking, which they claim to consider 

carefully from a legal and diplomatic standpoint. It is a repetition from what 

they had previously said in the defence stage. They are giving some of the 

counterattack possibilities. In this case, it is clear that they are trying to show 
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their strength to potential threat actors. However, this part has no 

recommendations in it. For the Philippines, they explain that their deter part 

goes with the protection of critical infrastructure and the three recommendations 

on compliance, regular cyber exercise and having a “national database for 

monitoring and reporting”. 

The last part of the Indonesian strategy is about improvements, in which 

they recommend using the risk assessment part to improve it. It shows again 

how they repeat themselves. The Filipino strategy does not have a part on 

improvement, as it is already talking about “plan do check act” and risk 

management theory.150 

In the next section, Indonesia finally gives the order on which action 

should be done first. Each part has an output section after it. The Philippines do 

not have any part such as this one, because their recommendations are already 

in order and by sector. 

They start with the road map and policies. Then, the maturation stage is 

about the establishment of institutions and audits to check if the Ministry of 

Defence and TNI are respecting the previous policies. They also talk about 

recruitment and technology, and implementing risk based IT security 

technology. At the utilisation stage, they speak about improving the first policies 

of the maturation stage with new standards such as ISO 27001. They also start 

talking about international cooperation. Finally, the optimization part deals with 

participating in cyber competitions, developing cyber defence, and having 

security risk assessment run by a third party. 

This part has a lot of different problems. Firstly, the strategy is not clear. 

Compared to the Filipino one, it is obvious that the structure is very problematic. 
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It is difficult, as a decision maker, to make these decisions when every part is 

giving different recommendations on the actions to be taken. There are the 

framework recommendations, the stages of defence recommendations, the 

phasing of defence recommendations. Every one of them are good 

recommendations, but the way they are written makes it very difficult to know 

where to start and what to do first.  

Moreover, there are plenty of other issues. Diverse authors had 

previously evaluated them such as Mulyadi and Rahayu who talk about the lack 

of private public partnership and the lack of cooperation.151 This is an issue that 

is tackled in the Filipino strategy. Another problem I have found looking at the 

Indonesian strategy is the lack of requesting tailored cyber organisations. This 

had been pointed out by Al Mehairi et al. who explained that it is necessary to 

have good cyber security.152  

In conclusion, the Indonesian strategy is overall based on good points, 

however, it is way too detailed on some parts that should be dealt with later. 

There are also many structural problems and a lack of clear and chronologically 

organised measures to actually apply this cyber security plan. Moreover, even 

in the part of the strategy that is supposed to be the chronological plan, the 

Indonesian strategy is difficult to implement as the decision maker does not 

know if they should prioritise the plan or start with the recommendations made 

in the previous part. Thanks to all the authors, traditions, and theory, I have 

pointed out that there are many parts of the strategy that could be improved and 

many problems that should be addressed. Nevertheless, this strategy has been 

published to create a framework which was before inexistant. The comparison 

with the Filipino strategy shows how the Philippines are more mature than 
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Indonesia in terms of cyber security. A strategy is supposed to pave the way to 

improve a certain domain and if it is flawed, improvement becomes difficult and 

instead stagnation becomes the norm. Indonesia needs to restructure and rethink 

its theory to make it more accessible, and implementable.   
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VII. Conclusion 
This dissertation has changed a lot since the beginning of its writing. The 

factors have changed as well as the structure. It started with two potential paths. 

There was one path in which Indonesia and the Philippines had the same 

reaction and one in which the two countries were behaving differently. These 

reactions were supposed to show me if I was going to study both strategies as a 

factor of their cyber stagnation or if I had to focus on the Indonesian cyber 

strategy. This dissertation has shown that the two countries had different 

reactions and that I had to concentrate myself on the Indonesian cyber strategy. 

Using three traditions and theories, the literature review, and the Filipino cyber 

strategy, I analysed the Indonesian cyber strategy at different levels. I studied 

their motivation, the approaches they used, the structure and the content of their 

cyber strategy. 

 During this dissertation, I noticed that the Indonesian cyber strategy was 

making some good points but also had many problems. These good points are 

backed up by many authors, which shows how cyber security should 

theoretically improve. They firstly have the motivation to improve things. They 

passed many laws and published several policies. They are also recommending 

numerous directives in their strategy, such as having secured infrastructure, or 

improving their digital investigation. However, numbers and reactions show 

how cyber awareness and cyber security are still not fulfilled in Indonesia, even 

though their strategy was published in 2014. 

Problems remain in the Indonesian strategy, and I identified them as 

follows. Firstly, the document does not target the whole country but only a few 

bodies (Defence Ministry and TNI). Secondly, the approach chosen by the 

Indonesian Ministry of Defence is incomplete. Thirdly, its implementation is 

flawed by its structure and the constant repetitions within the strategy. Fourthly, 

there are plenty of missing points in the content, such as the lack of private 
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public partnership, international cooperation, or information security. All these 

issues, whether they are in the strategy or lacking from it, are refraining 

Indonesia to have a good cyber security. This makes the Indonesian cyber 

strategy responsible for the country’s stagnation at a cyber level. 

However, one can wonder if there are other limits that could be taken 

into consideration and could also stop Indonesia from having a better strategy. 

I have identified other factors which are the economic factor, the technological 

factor, the political factor, the cultural factor, and the time factor.  

The economic factor refers to the lack of financial investment Indonesia 

is putting into cyber security. The technological factor is the lack of 

technological advancements and the lack of educational training to use them. 

Indonesia does not have many university degrees in cyber security. The political 

factor would be the current laws of the country. Indonesia has recently passed a 

data protection law which is highly criticised. The cultural factor would be the 

way Indonesians perceive the importance of cyber security in their lives. I would 

also include that the structural differences in the Indonesian and Filipino 

strategies could be explained by their cultural particularities and by the 

organisational structure of their respective governments. Finally, the time factor 

is probably one of the most important. It refers to the necessary time to 

implement such a strategy, review it, correct it, and improve the situation. If you 

check the first Filipino strategy for example it is highly different from their 

second strategy, but they had the time to correct their mistakes and improve their 

situations. Indonesia has not had the time to take a step back and reflect on their 

situation after their first cyber strategy.  

Based on the assessment of this dissertation, the strategy is definitely a 

factor that is stopping Indonesia to improve their cyber security. However, other 
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papers should be written to analyse the other factors and check their implication 

within the cyber security stagnation of Indonesia.  

This research has a goal to understand if the cyber strategy of Indonesia 

is responsible for their bad cyber security. This dissertation could be used to 

point out the problems in the previous strategy and improve the following one.  

A good strategy would help the Indonesian government to be more 

secure, as well as the whole Indonesian society. A broader implication of this 

research is that if Indonesia is not changing anything to its cyber strategy, 

attacks will continue to increase as it has been the trend for the past years. This 

will taint Indonesia’s reputation as a non cyber secured country, which will have 

an impact on other sectors. 

The economic sector will be impacted, since cyberattacks are expensive 

for companies. They are extremely problematic for customers' privacy. Not 

having a good cyber security strategy or good laws on data protection prevent 

foreign companies who are concerned with their customer’s privacy from 

settling down in Indonesia. Besides their reputation and privacy, it hurts the 

economy of the country as investors will refuse to invest in unsecured 

companies. 

Individuals are also the victims of these attacks. There is definitely an 

economic component to cyberattacks targeting the Indonesian population, but 

not only. There is also a data problem, which is followed by privacy issues. If 

cyberattacks continue to happen and their results get sold on the dark web, it 

would be logical that identity theft will become more common. Indonesian 

people already suffered from attacks in which their data were stolen, and their 

credit cards used to purchase things they had never authorised. 
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Not having good cyber security also impacts the national security of the 

country. When an APT is able to steal sensitive data from the intelligence 

service of Indonesia or from any minister, it is highly possible that they also 

stole documents related to national security. This creates a major risk for a 

country who already is involved in territorial conflict with China. 

Indonesia must revise its strategy and start cooperating with countries 

that are more cyber secured, to improve their own capacities. This dissertation 

has shown how Indonesia cyber strategy is responsible for the stagnation of its 

cyber capabilities. It has also shown that the cyber strategy is largely responsible 

for the non-consideration of cyber security as a major security concern in the 

country. The problems previously evoked prevent the country and its officials 

from implementing a good cyber security strategy.   
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Annex 1: Filipino Cyber Security Framework  
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