FACULTY
OF MATHEMATICS
AND PHYSICS

Charles University

MASTER THESIS

Jaroslav Kroutil

Computational methods for finding
cryptographic functions

Department of Algebra

Supervisor of the master thesis: Dr. rer. nat. Faruk Goéloglu
Study programme: Mathematics

Study branch: Mathematics for Information
Technologies

Prague 2024



I declare that I carried out this master thesis independently, and only with the
cited sources, literature and other professional sources. It has not been used to
obtain another or the same degree.

I understand that my work relates to the rights and obligations under the Act
No. 121/2000 Sb., the Copyright Act, as amended, in particular the fact that the
Charles University has the right to conclude a license agreement on the use of this
work as a school work pursuant to Section 60 subsection 1 of the Copyright Act.

Author’s signature



Title: Computational methods for finding cryptographic functions
Author: Jaroslav Kroutil

Department: Department of Algebra

Supervisor: Dr. rer. nat. Faruk Goéloglu, Department of Algebra

Abstract: Recent studies have demonstrated several methods on different ap-
proaches to classification of vectorial Boolean functions up to certain equivalence
relation and to finding new quadratic Almost Perfect Nonlinear (APN) functions.
In this work we explore these classification methods of vectorial Boolean func-
tions, in particular those that minimise the search space up to EA-equivalence
or linear-equivalence. We also investigate various strategies for finding quadratic
APN functions. These methods are rooted in various aspects of algebraic the-
ory. We explore the mathematical theory in more detail, and provide a guide
to practical application of the theory. We also provide implementations of these
methods and illustrate them in the context of the presented theory.

Keywords: Boolean functions, APN, equivalence, quadratic, computational meth-

ods

i



Contents

Introductionl 3
1__Notation and Preliminaries| 5
[I.1 General Assumptions| . . . . . . . .. . .. ... ... ... )
(1.2 Algebraic Theory| . . . . . . . . ... ... ... ... ... ... §
2.1 Modules . . ... ... ... ... 7

(1.2.2  Modules over Polynomial Ringl. . . . . . .. .. ... ... 10

[.2.3  Finite Fieldl . . . . .. ... ..o 13
(L.3__Introduction to Boolean Functionsl. . . . . . ... ... ... ... 13
(1.3.1 Representation| . . . . .. .. ... .. ... .. ...... 14

[1.3.2  Properties| . . . . . . . . ... ... .. ... 14

(1.4  Equivalence Relations|. . . . . . . .. ... ... .. ... ..... 16

2 Recursive Tree Search and Classitying up to EA-equivalence| 20
2.1 Coefficients in ANF| . . . . ... ... ... ... .. 20
2.2 FA-invariantsl . . . . . .. ... 23
[2.3  Algorithm| . . . . . ... ... ... o 24
[2.3.1 Search for a Quadratic APN Function|. . . . . . . ... .. 25

[2.3.2  Search for Quadratic APN Functions] . . . . .. ... ... 30

[2.3.3  Classifying Functions up to EA-equivalence|. . . . . . . . . 30

[3 LE-automorphism| 34
[3.1 Automorphism Group| . . .. ... .. ... ... ... ... .. 34
3.2 Modulesl . . ... ... . 37
[3.3  Representatives up to Power-Similarity| . . . . . . . ... ... .. 43
[3.4 Algorithm| . . . . .. ... ... ... .. 46
[3.4.1  Description| . . . . . ... ... oo 47

3.4.2 Resultsl. . . ... .. 47

[4  Function Trimming| 50
4.1 Definitions and Notationsl . . . . . . .. .. ... ... ... ... 50
[4.2  EA-equivalence of Trim Spectrum| . . . . . . . ... ... .. ... 51
[4.3  Algorithm| . . . . .. ... ... ... 58
[4.3.1 Description| . . . . . . . . ... ... .. 59

4.32 Results. . . ... .. 61

[> Finding Quadratic APN Functions with Maximum Linearity| 63
b.1  Ortho-derivative of a Functionl . . . . . . . . . .. .. ... ... 63
[5.2  EA-equivalence of Quadratic Boolean Functions| . . . . . . . . .. 65
5.3 EA-equivalence of Quadratic Boolean Function with Maximum |

| Linearity|. . . . . . . . . . 66
[>.4  Algorithm| . . . . . ... ... 83
[>.4.1  Description| . . . . . . ... ... 84

h4.2 Resultsl. . . ... ... 87
Conclusionl 89



[Bibliography| 90
[A_Attachments| 92
[A.1 Attachment one - Python 3 Implementation of the Algorithm from |
Subsection2.3.11. . . . . . .. 92

[A.2  Attachment two - Python 3 Implementation of the Algorithm from [
Subsection 2.3 1l- modified| . . . . . .. ... ... 0L 92

[A.3  Attachment three - Python 3 Implementation of the Algorithm [
from Subsection2.3.2 . . . . . ... ... oL 92

[A.4  Attachment four - Python 3 Implementation of the Algorithm from |

[ Subsection 2.3.2 - modifiedl . . . . ... ..o 92
A5 Attachment five - Results from Subsection2.3.20 . . . . .. .. .. 92
[A.6  Attachment six - Python 3 Implementation of the Algorithm from [
Subsection.3.3 . . . . . ... 93

[A.7  Attachment seven - Python 3 Implementation of the Algorithm |

[ from Subsection 2.3.3[- modified| . . . . . ... ..o 93
[A.8  Attachment eight - Results from Subsection 2.3.3] . . . . . . . .. 93
[A.9  Attachment nine - Python 3 Implementation of Algorithm from [
Chapter|3| . . . . . . . . . . 93

[A.10 Attachement ten - Results from Chapter|3| . . . . . . . . . .. .. 94
[A.11 Attachment eleven - Python 3 Implementation of the Algorithm |
from Chapter{d . . . . . .. .. ... ... . ... . 94

[A.12 Attachment twelve - Results from Chapterd . . . . . . ... . .. 94
[A.13 Attachment thirteen - Python 3 Implementation of the Algorithm [
from Chapter p[in Python 3| . . . . . .. ... .. ... ... ... 95

[A.14 Attachment fourteen - Results from Chapterfp| . . . . . . . . . .. 95




Introduction

S-boxes, or substitution boxes, play a crucial role in modern symmetric cryp-
tographic systems. They are primarily used to introduce non-linearity into the
encryption process, which is essential to resist linear and differential cryptanalysis
attacks.

The relationship between S-boxes and vectorial Boolean functions is quite
profound. An S-box can be thought of as a vectorial Boolean function, which
is a function that maps an n-dimensional Boolean vector to an m-dimensional
Boolean vector. The properties of these functions, such as non-linearity, algebraic
degree, and differential uniformity, combined affect the strength of the S-box and,
consequently, the security of the entire cryptographic system.

Almost Perfect Nonlinear (APN) functions, are a special class of vectorial
Boolean functions. They have the best possible differential uniformity, a property
that is highly desirable for S-boxes. This makes it extremely difficult for an
attacker to derive the key based on the differences between pairs of plaintext and
ciphertext. However, designing S-boxes based on APN functions is a complex
task and is a the subject of ongoing research in cryptography.

Equivalences between vectorial Boolean functions are of a great importance in
the study of S-boxes. Two vectorial Boolean functions are equivalent if one can be
obtained from the other by a combination of affine transformations. Understand-
ing the structure of these equivalences can lead to the discovery of new, more
efficient, and more secure cryptographic primitives and it also helps to simplify
the design and analysis of S-boxes.

The advent of quantum computers poses a new set of challenges for symmetric
cryptography. Quantum computers can potentially perform attacks on crypto-
graphic systems more efficiently than classical computers. For example, Grover’s
algorithm [I], can significantly speed up the brute-force search for a cryptographic
key. However, it is worth noting that symmetric cryptographic systems like those
using S-boxes are generally more resistant to quantum attacks than their asym-
metric counterparts. This is because the time complexity of Grover’s algorithm
scales with the square root of the key size, meaning that doubling the key length
results in a quantum-resistant symmetric encryption system. Therefore, the study
of S-boxes, vectorial Boolean functions, and their equivalences remains crucial in
the era of quantum computing.

This thesis attempts to explore and understand several methods of approach-
ing computational methods for finding cryptographic functions that have been
introduced in recent articles. We extend the theory and proofs in more mathemat-
ical theory that is usually left out of these works. We then implement algorithms
and explain them in the context of the theory presented.

In Chapter [I] we give an introduction to the definitions and notations from
algebraic theory and Boolean functions that will be used in the thesis.

In Chapter 2] we introduce the first method for searching quadratic APN
functions using recursive search tree based on [2 Section 3]. We also use two
EA-invariants to classify found functions up to EA-equivalence, which we then
use to implement an algorithm for such classification.

In Chapter 3| we introduce a method for finding representatives for linear-



equivalence classes for vectorial Boolean function in a given dimension, using [2,
Section 4], [3, Section 4] and module theory from [4, Chapters 10 and 12]. Such
representatives are tuples of matrices in rational canonical form. Based on the
theory, we present an algorithm for finding such tuples.

In Chapter (4] we introduce the theory and algorithm of function trimming
based on [5, Section 3|, which for a given APN function in dimension n can find
APN functions in dimension n — 1.

In Chapter [5| we introduce the theory and algorithm for finding quadratic
APN functions with maximum linearity based on [5, Section 5]. Using a quadratic
APN function from Fy to 5, we can construct a quadratic APN function with
maximum linearity from Fy+* to Fy+t.



1. Notation and Preliminaries

In this chapter we will introduce the most important definitions, notations, the-
orems and propositions. These statements will be necessary for the following
chapters, where we will prove more complex theorems based on them. Most of
the content of this chapter is based on [6], [5, Section 2] and on the [4, Chapter
1].

1.1 (General Assumptions

This section is dedicated to the notation which is used throughout the thesis. We
use the notation := in the sense of “define” to define a new element /set/etc.

We assume that n € N, where N is the set of all positive integers, I, denotes
the finite field with ¢ elements (¢ € N, such that ¢ = p™, where p is prime), I,
denotes the identity matrix of dimension n, 0 denotes zero element, thus zero
vector, zero matrix and zero number (depending on the context), and L(IF5, F5")
denotes all linear mappings from Fy into F5'. Note that any L € L(Fy,F5') can
be represented by matrix with n columns and m rows.

For an n x m matrix A we denote the transpose of the matrix A as A7T.
We consider the elements y € Fy to be column vectors, so y” is a row vector.
We only distinguish between column and row vectors when we use this vector
in operations where the form is important, i.e. matrix multiplication. We will
sometimes use the notation a @ b for a,b € F3, a = (a1,...,a,), b= (b1,...,b,),
where a b= (a; + by, ...,a, +b,) and the addition is in 5 to indicate that we
are working on elements from F;. Also for v,z € F; we will denote the monomial
[Ty @ by ™.

We denote by GL(n,Fy) the group of n x n invertible matrices over Fy and
AGL(n,Fy) denote the group of affine bijections on Fj. Note also that an affine
function A : Fy — F5" has the form

where z € F3, L € L(Fy,F5") and ¢ is a constant from Fy'. For n,m,p,q € N and
matrices A, B over a field F such that

a1 - Q1 b - blq
A=

Ui+ Qo by - by

we have a defined diag(A, B) as

ay - a;,, 0 - 0

. Ui - py 0 oo 0
diag(4, B) := 0 1 e 00 b e bag
0 0 by bpg



Let us consider a finite set .4. We will denote the cardinality of this set as |.A|.
We will also use the notation [a], where a is a positive real number, to denote the
integral part of a, therefore [a] := max{m € Z | m < z}.

1.2 Algebraic Theory

In this thesis we assume that the following terms are familiar to the reader and
do not need to be defined in this thesis. Such terms are group, abelian group,
ring, principal ideal domain (P.I.D. for short) and field. However, the definitions
are given in [4, Chapter 10].

Definition 1. A mapping (-,-) : Fy x F§ — Fy is a symmetric bilinear form if it
satisfies

1. (u,v) = (v,u) for all u,v € Fy,
2. (u,v +w) = (u,v) + (u,w) for all u,v,w € Fy,
3. (au,v) = a(u,v) for all a« € Fy and for all u,v € Fy.
Definition 2. The inner product is a symmetric bilinear form such that
() FoxF? — T,
(Uty ooy Up), (U1, -y V) > ULUL + UV + + + + + Up Uy
Definition 3. The Hamming weight of the vector u € Fy, u = (uq,...,uy,) s

the number of u; such that u; = 1, where i € {1,...,n}. We will denote the
Hamming weight of the vector u as wty(u).

Definition 4. Let u = (uq,...,u,) € Fy and v = (vy,...,v,) € Fy. We say
that u is covered by v, denoted by u =< v, if these two vectors satisfy u; < v;
Vie{l,...,n}.

Now we prove two remarks about the relation from the definition above.
Remark. Let u = (uy,...,u,) € Fy, v = (vy,...,v,) € Fy and w = (wy,...,w,) €

F5. Let u < v and v < w. Then u < w.

Proof. Since u =< v, we know that for all i € {1,...,n} it holds that u; < v;. Also
since v < w, we know that for all ¢ € {1,...,n} it holds that v; < w;. Therefore
for all ¢ € {1,...,n} it holds, that u; <v; <w; —= w; <w; = u < w.

]

Remark. Let u = (uy,...,u,) € Fy, v = (vy,...,v,) € Fy and w = (wy,...,w,) €
F5. Let u = v and u < w. Then neither v < w nor w < v may be true.
Proof. Let us use an example. Let us assume that

u=(0010), v=(0011), w=(1010).

These vectors satisfy the conditions v < v and u < w. But because for the first
and last position in the vectors v and w we have neither v < w nor w < v.

]



1.2.1 Modules

The first algebraic structure, which we will define, is the module. Such a structure
is somewhat similar to the vector space, but with the difference that it suffices
to work over a ring instead of a field. The definitions in this subsection can be
found in [4, Chapter 10].

Definition 5. Let R be a ring. A left R-module or a left module over R is a set
M together with a binary operation + on M under which M is an abelian group,
and an action of R on M (that is, a map R x M — M) denoted by rm, for all
r € R and for all m € M which satisfies

1. (r+s)m=rm+sm, for allr,s € R,m € M,
2. (rs)m=r(sm), for allr,s € R,m € M, and
3. r(m+n)=rm+rn, forallr € R, m,n € M.
If the ring R has an identity element 1, we state the additional axiom:
4. Im =m, forallme M.

We will use the term “R-module M” because we only consider “left modules”
and want to emphasise the set M. For the definition of the vector space it is
sufficient to consider R as a field. This immediately gives us the observation
that modules over a field F' and vector spaces over F' are the same. Since we
are working with some group M, we can also restrict to some subgroup N of M,
therefore we define the next three terms.

Definition 6. Let R be a ring and let M be an R-module. An R-submodule of
M is a subgroup N of M which is closed under the action of ring elements, i.e.,
rm € N, forallr € R, n € N.

Definition 7. Let M be a R-module and let Ny,..., N, be submodules of M.
The sum of Ny,..., N, is the set of all finite sums of elements from the sets N;
such that

{a1+a2—|—~~+an | a; € Ni,ie {1, ,n}}

We will denote this sum by Ny + -+ N,.

Definition 8. A submodule N of M (possibly N = M ) is cyclic if there exists
an element a € M such that N = Ra, that is, if N is generated by one element:

N = Ra={ra|r € R}.

Naturally, since we have algebraic structures, we can define mappings between
them. Thus, we define the following.

Definition 9. Let R be a ring and let M and N be R-modules. A map ¢ : M — N
7s an R-module homomorphism if it respects the R-module structures of M and
N, i.e.,

1. p(x+y) =)+ p(y), for allz,y € M and

2. o(rz) =rp(z), forallr € R, x € M.

7



An R-module homomorphism is an isomorphism (of R-modules) if it is both
injective and surjective. The modules M and N are said to be isomorphic, denoted
M = N, if there is some R-module isomorphism ¢ : M — N.

If o : M — N is and R-module homomorphism, let Ker(¢) = {m € M |
o(m) = 0} (the kernel of v) and let o(M) = {n € N | n = p(m) for some m €
M} (the image of ¢).

Note that Ker(p) from the definition is a submodule of M. Since the kernel is
a subgroup of M, it suffices to show that ra € Ker(y) holds for arbitrary r € R
and a € Ker(y). Hence, p(ra) = rp(a) = r0 = 0, which implies ra € Ker(yp).

Now let us state a first isomorphism theorem for modules. The theorem can
be found in [4, Section 10.2].

Theorem 1. Let M, N be R-modules and let ¢ : M — N be an R-module
homomorphism. Then Ker(yp) is a submodule of M and M /Ker(p) = ¢o(M).

Definition 10. An R-module M is said to be free on the subset A of M if for
every nonzero element m € M, there exist unique nonzero elements r1,71o,...,7,
of R and unique a1, as,...,a, in A such that

m =17ria1 + 20 + -+ + pdy,

for somen € NU{0}. In this situation we say A is a basis or set of free generators
for F'. If R is commutative ring the cardinality of A is called the rank of M.

Note that the R-module M can be finitely generated but not free. This can
happen because we require the uniqueness of r1,...,r, € R and this property
does not need to be provided in the module M. We will see this property in the
Proposition [5| for the Fy[z]-module.

Definition 11. Let k € N and M, ..., My be a collection of R-modules. The
collection of k-tuples (my, ma, ..., my), where m; € M; with addition and action
of R defined component-wise is called the direct product of My, ..., My, denoted
My x My X -+ X M.

Note that the direct product of M;,..., M, is also called the direct sum of
M, ..., M, and is denoted as M; & --- @ M. In the thesis we will sometimes
work with the direct sum of k copies of R, where k € N. We will denote this as
RF = R®R® - ® R (k times). The action of R is defined component-wise.
This means that for r € R and m = (my,...,my) € My @ --- @& M, we have

rm = (rmy,rma, ..., rmy).

Note that rm belongs to the direct sum of the M; modules, since the element rm;
in each component is in the module M,;.

Now we make a remark about the relation between the sum of modules from
the Definition [7, the uniqueness of the basis of modules and the direct sum of
modules from the definition above. This will be useful later. The following
statement is based on the Proposition 5 from [4, Section 10.3]. The proof is
described in more detail in this thesis.



Proposition 2. Let Ny,..., Ny, where k € N, be submodules of R-module M. If
every x € Ny + -+ -+ Ny can be written uniquely in the form ay + - - -+ aj, where
a; € N;, then the map

7TZN1—|—N2+"'—|—Nk—)N1XNQX"'XNk

w(ay +as + -+ ag) = (ay, a9, ..., ax)
is an isomorphism (of R-modules), therefore

N1+N2+"'+ngN1XNQX"'XNk.

Proof. First we show that the given map 7 is homomorphism. Suppose we have
two elements a; +- - - +ay and by +- - -+ by, from Ny +---+ N, such that a;, b, € N;
for i € {1,...,k}. Hence

mlar 4+ -4 ap +b1+ -+ b)) =7 ((ar +b1) + (ag + b2) + - - + (a + by))
:(a1+b1,a2—|—b2,...,ak+bk)
= (ay,ay...,ar) + (b1, b2, ..., by),

where the last equation is given by the definition of the direct product (sum) of
modules, where the addition is defined component-wise. Now assume that we
have some r € R. Then

m(r(ay +ay+---+a) =7w(ray +rag+ - - +rag)
= (ray,ras,...,ray)

=r(ay,ag,...,a),

where we have the last equation from the action of the element R being defined
component-wise.

Now we need to prove that the mapping 7 is surjective and injective. For the
surjection we choose any a € Ny X Ny X --- X Nj. This means, that there are
a; € N; such that a = (aq, as, ..., ay), therefore if we define @« = a1 +as+- - -+ ag,
we get @ € Ny + - - - + Ni such that 7(«a) = a.

For the injection let us assume that there exist a,b € Ny + -+ + Ng, a # b,
such that 7(a) = m(b). We know that

a=a; + as + -+ + a for some unique a; € N;,
b=0by + by + -+ b for some unique b; € N;.

The sums for a and b are unique, and since we assume that a # b, then there
exist j € {1,...,k} such that a; # b;, which implies that 7(a) and 7 (b) differ in
the j-th coordinate. But this contradicts the assumption that m(a) = 7 (b).

[

Assuming that the elements can be written uniquely, the following proposition
allows us to better examine the structure of the direct sum of modules. The
statement is based on the Proposition 3 from [4, Section 10.3]. The proof is
described in more detail in this thesis.



Proposition 3. Let N1, N, ..., Ny be submodules of R-module M. Then if every
x € Ny + -+ Ny can be written uniquely in the form a; + as + - - - + ap with
a; € N;, then

N;N(Ny X Ny x---xXNj_y X Njyg X ---x Np)=0forall j €{1,... k}.

Proof.  Since every z can be written uniquely, we can use the Proposition [2]
Thus we have the isomorphism 7 : Ny X Ny X -+ X N, — Ny + Ny + -+ - + Ng.

For contradiction, let us assume that we have a; € (N7 X -+ X N;_1 x Nj4q X
--+x Ni) N N; such that a; # 0. We can restrict the isomorphism 7 by excluding
the submodule NN;. This is possible due to the fact, that each element x can
be written uniquely, so elements with j-th coordinate equal to zero can also be
written uniquely. Therefore we can apply the Proposition [2] and we get

N1X"'XNj_1XNj+1X"-XNk2N1+"'+Nj_1—|—Nj+1+"’+Nk.

Using this isomorphism we know that a; = a; +---+a;—1 +aj.1 +---+a,. Thus
O:a1+---—|—aj_1—aj+aj+1+---+ak. ThUS

(0,...,0) =7"%0)

n times
-1
=17 (CL1+"'+(Z]',1—aj+aj+1+"'+(lk)

=(a1,...,0j_1,—j,Qj41,...,05).

Which is a contradiction to m being an isomorphism, since we have a nonzero
element (ay,...,a;_1,—a;,aji1,...,a;) € Ker(m).
O

Definition 12. An element m of the R-module M is called a torsion element if
rm = 0 for some nonzero element r € R. The set of torsion elements is denoted

Tor(M) = {m € M | rm = 0 for some nonzero r € R}.

1.2.2 Modules over Polynomial Ring

In this subsection we will bring the theory from the previous subsection into the
scope of this thesis. The most used algebraic structure will be for us a finite
field F,. Over this finite field we will consider an n-dimensional vector space
F5. This vector space satisfies all the properties of the definition of an R-module
(Definition [5), thus we can understand the Fj as a Fo-module F3.

Another useful observation is that we can also consider the Fi vector space
over Fy as a Fo[z]-module Fy, since Fy[x] is a polynomial ring. This needs some
explanation, as the observation is not very straightforward. It follows [4, Section
10.1] but we put it in the scope of the Fa[z]-module F}.

First we have to choose an arbitrary linear transformation 7" from Fy to F5.
This transformation is mandatory for defining the action from the definition of the
R-module. Note that any linear transformation can be expressed in the matrix
form. Thus, applying this transformation to the vector v € F; can be understood
as multiplying the vector v by the matrix representing such a transformation

10



from the left side. Also, since we are considering linear transformations, we have
the following property for two linear transformations A, B : F; — F3 and two
elements «, § € Fo:

(@A + BB)(v) = a(A(v)) + B(B(v)).
For the linear transformation T' we define

T° =1,

T"=ToTo---oT (k times),

where [ is the identity map of Fy — F3, o denotes the composition of the map-
pings, and k € NU {0}.

Now we define the action of a polynomial in z on Fy. Let p(z) be an arbitrary
polynomial in Fy[x] such that

p(z) = apx® + ap_ 12"+ -+ ayz + ao.

Then for v € Fy we define an action of the ring elements p(z) on the module
element v by

p(z)v = (aka +ap TVt ao) (v)
= a;TF(v) + a1 T"H(v) + - + a1 T(v) + agv.
From this definition of the action we can say that x acts on 5 as the linear
transformation 7. We can observe that this definition of the action on Fj is
consistent with the action of the field Fy on the vector space Fy, since the field F
is a subring of Fy[x] as constant polynomials. Thus our definition of the action
[Fy extends to the action on Fa[z].

Now we make an observation about Tor(Fy). Since we have defined the action
of x on Fy, we can now observe Tor(Fy). From the Definition [12| we have

Tor(F5) = {v € Fy | pv = 0 for some nonzero p € Fy[x]}.
Since all elements of Fy[x] are of the form
p(z) = apz” + ap_ 12"+ -+ arr + ag,

where k£ € NU{0}. We can follow the previous observation and therefore choose
any linear transformation 7' : 5 — F5 and vector v € 5, thus

p(z)v = apT"(v) + ap_ T () + - + a1 T(v) + agv.

The above equation can be understood as a linear combination of elements
from F5. These elements are T*(v), T 1(v), -+, T(v),v and the coefficients
ak, Qg—1, - ..,a1,a9 € Fo. Since we know that [ is a finitely generated vector
space of dimension n, then any sequence of n 4 1 elements from F; is linearly
dependent, thus for any v € Fy there exist by, ...,by € Fy such that

b T" (V) + by 1T 1 (v) + - + b T(v) + byv = 0.

11



If we denote r(x) = b,a™ + by,_12™ ' + -+ + byw + by, then r(z) € Fy[r] and
r(xz)v = 0, which implies that v is a torsion element, and since our choice of v
was arbitrary, we get that Fy = Tor(F3).

As mentioned earlier, some modules can be finitely generated but not free.
This is the case of the module Fj. The vector space Fy is finitely generated over
[Fy, thus it is finitely generated over Fy[x] using the action of elements from Fy[x]
on F3. But while the Fo-module F7 is free, the Fy[z]-module Fj is not free. We
will prove this in the following statements.

The following proposition is general, as we will need it later for a module other
than the Fy-module Fy. It is based on the theory from 4, Section 10.1].

Proposition 4. Let R be a ring with identity and let m € N. Then R-module
R™ is free module of rank n over R.

Proof.  We assume that R contains identity, so we can define the set A =
{e1,€9,...,e,}, e € R" for i € {1,...,n}, where e; consists of identity on the
i-th component and zero on the j-th component for all j # i.

Consider any nonzero element v € R" such that v = (vy,...,v,), where v; € R.
Then we can express v using elements from the set A. Thus

V= v1e1 + Vgeg + -+ - + Upe,.

This gives us a unique expression of the v, since the i-th component of v is only
affected by the i-th summand v;e;, so the i-th component is equal to v;. Therefore
we found the basis A with cardinality n.

m

Proposition 5. Fy[x]-module Fy is not free.

Proof.  Suppose for the sake of contradiction that Fy is free as a Fo[xz]-module.
Then there exist basis by, ...,0r € Fy, k € N such that Vv € 5, v # 0,

v=r1(x)by + ro(x)bg + - - - + 71(2) by, (1.1)

where ry,...,r, € Fy[z] are unique nonzero elements. Since Tor(Fy) = Fy,
we know that Vb;, ¢ € {1,...,k} there exist nonzero p,,(z) € Fy[x] such that
po; (2)b; = 0. Therefore

Tl(ﬂf)bl + 7“2(33)62 + -+ Tk(ZE)bk =v—0
=0 — (P, ()1 + poy (2)ba + - - - + Dy, ()b -
Thus

v = (r1(z) + pu, (2)) by + (r2(2) + pe, (2)) ba + - - - + (re(z) + o, (2)) by

Now we have two possible cases. If thereis j € {1,..., k} such that r;(z) # ps, (),
then r;(z) 4 py, (z) # 0, which is contradicts the uniqueness of the expression of
v in the equation (1.1}

The second case is when for all i € {1,...,k} we have r;(z) = py,(z). This
implies that 7;(x) + py, () = 0 and therefore v = 0, which contradicts with the
choice of v as a nonzero element.

]
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1.2.3 Finite Field

Another important algebraic structure for this thesis is the finite field Fy» and its
relation to the vector space ;. We are interested in the structure of the elements
of the finite field Fon. Note that Fy» is an abstract notion for a finite field with
2" elements, and that such a finite field exists, since 2 is prime and we assume
that n € N.

We start with the finite field Fy. This finite field is isomorphic to Z,, since all
finite fields with the same number of elements are isomorphic. According to the
theory of splitting fields and finite fields [7, Chapter 28], there exists an element
« which is a root of an irreducible polynomial of degree n over Z,. Let us denote
such a polynomial by mgz, . This polynomial forms a finite field Zs[z]/mz, o
with 2" elements. This finite field is isomorphic to Zs(«), since they both have 2"
elements and two finite fields with the same amount of elements are isomorphic [7,
Chapter 28]. Thus we have an isomorphism between finite fields For and Zs(«).
Elements of Zs(«) are of the form

n—1

i
> aa
=0

where a; € Fy. Therefore, we can think of Zy(«) as a vector space over Zs.
Since this vector space is finite, it has a finite basis. For example, such a basis is
{La,a?, ..., a" 1}

Now we have a look at the vector space F5. This vector space is also finite and
has for example the basis ey, ..., e,, where e; € F] is a zero vector with one on
the i-th coordinate, where i € {1,...,n}. Therefore we can introduce a mapping
@ of vector spaces such that

o Zo(a) — Fy
o' €it1,
where ¢ € {0,...,n — 1}. This mapping is an isomorphism of the vector spaces
Zs(cr) and F7, thus we have that Fon and Fj are isomorphic as vector spaces.
This implies that the vectorial Boolean function F' : F; — 3 can be understood
as a function from Fon to Fan.
In the thesis (usually in algorithms) we will denote vectors of Fy by non-

negative integers, because each vector of Fy corresponds to the binary notation
of a non-negative integer a € {0,...,2" — 1}.

1.3 Introduction to Boolean Functions

Definition 13. A Boolean function in dimension n is a function from the n-
dimensional vector space Fy to [Fs.

We usually do not include the dimension when we use the term Boolean func-
tion, or we can say Boolean function in n variables, since the n is the number of
input bits in the Boolean function.

Definition 14. Let fi,..., f., be Boolean functions from ¥y to Fy. The function
F : Fy — F3 given by F(z) = (fi(x),..., fm(x)), where x € Fy, is called
vectorial Boolean function. The functions f;(x), wherei € {1,...,m}, are called
coordinate functions of F'.

13



1.3.1 Representation

From [6] or [§, Section 2.2.1] we know that any Boolean function f can be uniquely
expressed in Algebraic Normal Form (ANF for short) as follows

f@) = 3 au [

ueF?  i=1
where a, € Fo, x = (21,...,2,), u= (uy,...,u,). And similarly for the vectorial
Boolean function F .
F(zx) = Z auHx;“,
ueFy i=1
where a, € Fy, x = (x1,...,2,), u = (u1,...,Uy).

We will also represent functions in the form of look-up tables. For the vectorial
Boolean function F': Fy — 5", where m € N, the look-up table is an array with
2" positions denoted from 0 to 2" — 1. This denotation represents the vector of
F5 as an input to the vectorial Boolean function. Thus, at the i-th position we
have the value F(i).

1.3.2 Properties

Definition 15. A vectorial Boolean function F : Fy — T3 is called almost
perfect nonlinear (APN for short) if

F(z)+ F(xr+a) =0
has at most 2 solutions for all a # 0 € Fy, b € F".

One of the most important properties for us is that the vectorial Boolean func-
tion can be APN. This property gives us the ability to deal with the (non)linearity
of the Boolean function. Since linearity is a bad property for functions to have in
terms of linear cryptanalysis, we are interested in those that are almost non-linear.

The reason, why the following definition works with two solutions and not
just one is very much simple. Suppose we have a vectorial Boolean function
F : Fy — F; and we have found some = € F5 such that for all a # 0, a € F; and
for all b € Fy satisfies F'(x) + F(z 4+ a) = b. Now let us take some y = x + a.
This gives us the following

Fly)+ Fly+a)=F(z+a)+ Flx+a+a)=F(zx+a)+ F(z) =0.

This implies that whenever we have found a solution x of the equation F'(x) +
F(xz+a) = b, we know that that also y = x +a is also a solution of this equation,
so the minimum number of solutions (if any solution exists) is two, since a # 0.

Definition 16. Let a € F3\{0} and p € Fy. Let F' be a vectorial Boolean
function such that F : Fy — F3. The Difference Distribution Table (DDT for
short) is a two-dimensional array in which the rows correspond to all possible
values of o and the columns correspond to all possible values of B. The element
in the a-th row and the B-th column will then be

DDT. ;= [{z € F} | F(z) + F(z + ) = B}].
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The DDT of the vectorial Boolean function F' is useful to decide whether the
function F'is APN or not. It is enough to look in the table, and if in any position
there is a number greater than 2, then the function F' is not APN. Because of
the property we mentioned after the definition of APN, we know that the values
in DDT are even numbers. This property can be used in some algorithms to
find APN functions by evaluating DDT for the function. If the value in DDT is
greater than 2, then the function cannot be APN.

Using the DDT we can define the differential spectrum. This spectrum will
have an impact in the Chapter [2| where we will prove that such a spectrum is
invariant under a certain equivalence relation of vectorial Boolean functions.

Definition 17. Let F': F5 — F5 be a vectorial Boolean function. The differential
spectrum s the multiset of the values DDTSﬂ.

Definition 18. The algebraic degree of a Boolean function f : Fy — Fy with

ANF .
f<I> = Z auHI?iu

weF?  i=1

where a, € Fy, is defined as
deg(f) = max{wtg(u) : u € Fy | a, # 0}.

The algebraic degree of a vectorial Boolean function F : Fy — F3' is defined
as the mazimum algebraic degree over all of its coordinate functions.

Functions with an algebraic degree of 2 are called quadratic. Functions with
an algebraic degree of 1 or less are called affine.

Definition 19. Let F': Fy; — F be a vectorial Boolean function. A component
of F is a function Fy — Fy, x +— (b, F(z)), where b € F3\{0}. The Walsh
transform of F' at the point («, B) € Fy x(F5 \{0}) is defined as

Fyla) = Y (—1)lentBF@)

x€lFy

and the linearity of F' corresponds to the mazximum absolute value of its Walsh
transform, i.e.,

ocFy, 5oy \ {0} Pl

We have given the definition for vectorial Boolean functions, but the Walsh
transform and linearity can also be defined for Boolean functions. In this case,
in the definition of the Walsh transform, we can replace the component (3, F'(z))
with the value of the Boolean function for the entry z. In the definition of
linearity, we search for the maximum only over all a € F3, since we have no .

We can put the values of Walsh transform into a two-dimensional array, thus
we define the following.

Definition 20. Let o € Fy and 5 € Fy\{0}. Let F' be a vectorial Boolean func-
tion F: Fy — F5. The Walsh spectrum, denoted by Wr, is a two-dimensional
array whose rows correspond to all possible values of o and whose columns cor-
respond to all possible values of 3. The element in the a-th row and the (-th
column is Fy(a). Therefore

Wr = {Fs(a) | a € F}, 5 € F3\{0}}
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Definition 21. Letn € N, n > 2 and Fy. We say that a quadratic APN function
F : Fy — Fy has maximum linearity if it has linearity 2" 1.

As with the differential spectrum, we can define the following spectrum, which
is another invariant under a certain equivalence relation of vectorial Boolean
functions, as we will prove in Chapter [2]

Definition 22. Let F : F; — F} be vectorial Boolean function. The multiset

Fr={|Fs(e)| | @ € F3, 3 € F3 \{0}}

is called the extended Walsh spectrum.

1.4 Equivalence Relations

In this section we will introduce four well-known equivalence relations. These
are linear equivalence, affine equivalence, extended-affine equivalence and Carlet-
Charpin-Zinoviev equivalence (CCZ-equivalence for short). We will also mention
important relations between these equivalence relations.

Definition 23. Let F : Fy — F5' and G : Fy — Fy', where n,m € N, be two vec-
torial Boolean functions. We call these two functions F' and G linear-equivalent,
if there exist a Fy-linear automorphism of 5 L and a Fy-linear automorphism of
F5" L' such that

G=LoFolL.

Definition 24. Let F' : Fy — Fy' and G : F§ — F3', where n,m € N, be two
vectorial Boolean functions. We call these two functions F,G extended-affine
equivalent (EA-equivalent for short, denoted F ~ga G) if there exist affine bijec-
tions Ay : Fy — 5, Ay - F3' — FY' and an affine function B : Fy — F3' such
that

G=A0Fo0A, +B.

Moreover, if B is a zero matriz, we call the vectorial Boolean functions F' and
G affine-equivalent.

Proposition 6. The relation EA-equivalence is indeed an equivalence. In other
words, the relation EA-equivalence is reflexive, symmetric and transitive.

Proof. Let us assume that we have vectorial Boolean functions, affine bijections
and affine function as stated in the Definition [24. First we prove reflexivity.
Suppose we have given a vectorial Boolean function F': Fy — F3'. We want to
find affine bijections A;, A, and affine function B such that Va € Fy it holds that

F(x)=Ay0 FoAi(x)+ B(x).

It is sufficient to choose Ay = I,,, Ay = I,, and B as a zero matrix m X n.

Now for symmetry. Suppose we have G = Ayo FloA;+ B, where F' : Fy — FJ',
G : Fy — F3' are vectorial Boolean functions, A; : Fy — Fj, Ay : Fy' —
F5" are affine bijections and B : F; — F3" is an affine function. Since A;, A
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are bijections, we know that there exist their inversions, which are also affine
bijections. Therefore we can rewrite I’ as

F=A'0oGoA[' + Ay o Bo ALY,

where A;' and A7 are affine bijections and A;' o B o A7 is an affine function
since Ay and A7 are affine bijections.
Finally, we show transitivity. Suppose F, G, H are vectorial Boolean functions
such that F : F — FJ', G : Fy — Fy', H : Fy — F3" such that F'~gs G and
~pa H, therefore

G=Ay0F oA + Bg, H = Ay0Go Az + By,

where Ay : F5 — Fy, Ay : FY' — Y, Ag : Fy — Fy, Ay« FY' — F3' are affine
bijections and Bg : Fy — Fy', By : Fy — F3" are affine functions.
We want to show that then F'~ga H. Therefore

H:A4OGOA3+BH
=Ay0(AyoF oA+ Bg)o A3+ By
:A40(A20FOA10A3—I—BGoA3)—I—BH.
Now we have to rewrite A4 and since A4 is an affine bijection, it is of the form
Ay = Ly + v, where Ly is a linear bijective mapping from F3' to F5' and v is a
vector in F3'. Thus
:L4(A20FOA10A3—|—BgOA3)‘l"U“‘BH
:L4OA20FOA1OA3+L4OBGOA3+U+BH.
Now let‘s look at Ly 0 Ay 0 F'o Ay o A3. Ly o A, is an affine bijection because Lo
is linear bijection and A, is an affine bijection. A; o A3 is also an affine bijection
since A; and Ajz are affine bijections.
The remainder is Ly o Bg o A3 + v+ By. Ly o Bg o Az is an affine mapping
since L, is linear mapping and Bg and Aj are affine mappings. Also v + By is
an affine mapping since By is an affine function. Thus we have a sum of affine

mappings which is an affine mapping and therefore F'~gp H.
O

To define CCZ-equivalence, we need to formally define a graph of a function.
Definition 25. Let ' : 5 — F,. We denote by I'p the graph of the function F
I'er={(z,F(z)) |z € Fy} C F3".

Definition 26. Let F', G : Fy; — Fy. The functions F' and G are CCZ-equivalent
if there exists an affine permutation o : F3" — F2" such that o(I'r) = I'g.

We can now establish relations between these equivalence relations.

Proposition 7. The relationship between linear equivalence, affine equivalence,
FEA-equivalence and CCZ-equivalence is as follows

linear equiv. = affine equiv. —> FEA-equiv. —> CCZ-equiv.
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Proof.  We can see the first two implications by expanding the relation of two
functions satisfying F ~ga GG. Suppose we have functions F, G and A;, Ay, B as in
the definition of EA-equivalence (Deﬁnition. Let us assume, that A, = Li+cq,
Ay = Ly + 3 and B = Lp + cp, where Ly € L(F5,Fy), Ly € L(Fy,Fy') and
Lg € L(Fy,F3") are bijections, ¢; € Fy and ¢o, cg € Fy'. Then for any x € Fj we
have
G(z) = (Ayo F o Ay)(z) + B(x)

= Ago F (Ly(x) 4+ 1) + Lp(x) + cp

= L2 (F (Ll(.T) =+ Cl)) + (&) + LB(.CC) + CB.
If we now choose ¢; = 0, ¢ = 0, cg = 0 and Lg = 0, then we get G(z) =
Ly(F(Ly(x))), which satisfies definition of linear equivalence. If we keep Lg = 0
and cg = 0, but we let ¢; € Fy and ¢ € Fy', we get G(z) = Lo (F(Li(x) + ¢1)) +
¢o, which satisfies definition of affine equivalence. And finally, if we let Lg €
L(F5,F5) and cp € F', then we have a formula that satisfies EA-equivalence.

For the last implication we assume that we have I'r = {(x, F(z)) | z € Fy},

I'e ={(y,G(y)) | y € F5} and that F ~gs G. We want to show that there exists

an affine permutation o such that I'¢ = o(I'r), in other words, we want o such
that for any y € F;, we have some = € F; which satisfies

(Gzi/w) -7 ((F())) |

From the definition of EA-equivalence we have
G(z) = Ay o F o Ai(x) + B(x).
This implies that
Go A (x) = Ayo F(x) + Bo AT (z).

If we assume that Ay (x) = Ly(x) 411, Az2(x) = Lo(x) + 1y and B(z) = Lg(z)+1p,
where Ly, Ly € GL(n,Fy), Lg € L(F5,F") and 1,1, (5 € F}, we can write

Ayo F(z)+ Bo A () = Ly (F(x)) + lo + LpLy 'z + LgLi 'l + I3,

thus if we use a substitution y = A7'(x) we get

v\ _ AT (z)
G(y) Ayo F(x) + Bo A7 (2)
o Ll_lili‘ + Ll_lll
“ \LoF(x) + o+ LpLi'z + LgLi'l + 1

L'z 0 x Ly
= -1 + -1 )
LBLl Lg F(.I) LBL1 ll + l2 + lB
which means that we have found the o.
O
Our primary focus is on APN functions and EA-equivalence. We therefore state

the following proposition, which establishes a strong link between these two con-
cepts. This is an important contribution to the future chapters of this thesis.
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Proposition 8. Let F,G be two vectorial Boolean functions F : Fy — Ty,
G : Fy — F3' such that F ~ga G. Then function F is APN if and only if G is
APN.

Proof. For the first implication, let us assume that G is APN. From the definition
of EA-equivalence we know, that G = Ay o F'o Ay(x) + B(x), where A : Fy — F3
and Ay : F3' — F3' are affine bijections and B : Fy — 3" is an affine function.
Since Ay is an affine bijection, it is of the form Ay(x) = Lo(x) + co, where
Ly : F3" — F3' is a linear bijection and ¢y € Fy'.

Let us choose an arbitrary a € Fy, a # 0. We define D% := {G(z)+G(xz+a) |
x € F3}. Since we assume that G is APN, we know that any value G(z)+G(x+a)
will appear in the set with multiplicity at most two. We are interested in the
multiplicity of the elements of the set, thus we rewrite the condition of the set.

D¢ ={G(z) +G(z+a) | x € F5}
={AjoFoAy(z)+ B(x)+ AjoFoAy(x+a)+ B(x+a)|zeclFy}

The function B is affine, thus B(z + a) = B(x) + B(a), therefore
={Ajo0FoAy(x)+ Ao FoAy(x+a)+ Bla) | x € Fy}.
B(a) is a constant, therefore it does not affect the multiplicity of the elements.

={A;0(FoAy(x)+ FoAyx+a))l|xeFy}
={Aj0(Fo(Ly(x)+ o)+ Fo(Ly(x+a)+e))|zelFy}
={Aj0(Fo(Ly(x)+c2)+ Fo(Ly(x)+ La(a) + ) | x € Fy}

The mapping A; is an affine bijection, therefore it does not change the multiplicity
of elements in the set. We also define y := Ly(x) + ¢. Thus

D% ={F(y)+ F(y + L(a)) | z € F}} = D2,

We get, that D% = D% This means that the elements in the set D= have
a multiplicity of at most 2, so F' is APN. For the second implication (assuming

that F'is APN) we can use the same proof.
O

Now we give the theorem about the relation between EA-equivalence and
CCZ-equivalence for quadratic APN vectorial Boolean functions. The theorem
and proof can be found in [9].

Theorem 9. Let F,G : Fy — 5 be two quadratic APN vectorial Boolean func-
tions withm > 2. Then F is CCZ-equivalent to G if and only if F' is EA-equivalent
to G.
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2. Recursive Tree Search and
Classifying up to EA-equivalence

This chapter introduces the first method which can possibly find new vectorial
Boolean APN functions. This method uses a recursive tree search. The number of
all possible vectorial Boolean functions grows exponentially, since for a dimension
n we have (2")%" of possible choices. Therefore, we need to define some constraints
on the search. The whole chapter is based on the [2, Section 3].

We begin with a section introducing and proving a method for computing the
coeflicients of the ANF form of a vectorial Boolean function. This method helps
us to find quadratic APN vectorial Boolean functions. These found functions can
be pairwise EA-equivalent, so in the next section we prove that the differential
spectrum and the extended Walsh spectrum are invariants under EA-equivalence,
so we can use them for classifying functions into EA-equivalence classes. The last
section is devoted to the algorithm of the recursive tree search for quadratic APN
vectorial Boolean functions and to the algorithm which places these functions in
EA-equivalence classes.

Our contribution is to present the theory in a clearer way, to prove the state-
ments in more detail, to present a corrected implementation of the algorithm
from [2 Section 3] for searching a quadratic APN vectorial Boolean functions
and describe it in the context of the theory from this chapter, to prove that the
differential spectrum and the extended Walsh spectrum are EA-invariants, and to
implement our own algorithm for classifying found functions up to EA-equivalence
using these EA-invariants.

2.1 Coefhicients in ANF

In this section we will use the information provided in [I0, Section 2] and [8]
Section 2.2]. The goal is to find a simple way to calculate the coefficients of the
ANF of the vectorial Boolean function. At first, we will concentrate only on the
Boolean functions. We will show, that it is possible to compute the coefficient
a, € Fy for u € Fy from an ANF of a Boolean function f using values of f for
x = u. Then we will show, that the same is possible for a vectorial Boolean
function. The following lemma and proof follows the theory from [8, Section
2.2.1].

Lemma 10. Let f : F5 — Fy be a Boolean function. Let f(z) = ¥ cpp auz” be

ANEF of f. Then
f(z) = P au. (2.1)

u=x

Proof. We have ANF
f(@) =Y aa"

ucFy

Since this is a sum of elements in F, we can rewrite it as

f(z)= P auz™

uelFy
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If 2% = 0, then also a,z" = 0, which means that these elements do not af-
fect the sum. Therefore, we are only interested in the case where % = 1. We
extend the notation of the monomial, thus 1 = z* = [, z;". Since both wu; and
x; are from Fy, there are only four possible cases. If x; = 0 and u; = 1, then
rj" =0 = 2% = 0. In all other cases (z; =0, u; = 0 and z; = 1, u; € Fy)
we have z;" = 1. Therefore, if u <  we have * = 1. This means that we can
rewrite the Boolean function f as f(z) = @,<, tu.

]

Using the Equation [2.1] we can prove the following statement, which gives
us a simple method for computing the coefficients a, just by using the values of
f(z) for < u. The statement and proof follow Theorem 1 [§, Section 2.2].

Proposition 11. Let f : Fy — Fy be a Boolean function. Let f(r) = @ cpy aur"
be ANF form of f. Then we have for each u € F5 that

r=u

Proof.  Let us start by defining b, := @,<, f(x). With this b,, we can consider
a new function g(x), which we can define as follows

g(z) == P buz™.

ueFy

Using the Lemma |10, we can rewrite g(z) as

9(x) = D bu.

u=x

If we expand b, we get

9(z) = D (@ f(y)) :
uxr \y=u
Now we want to transform these two xors so that they depend on the variable
y. To do this, we fix y. We want to know how often the value f(y) appears in
those two xors of g(x). Let uy, ..., u, be all such vectors, that satisfy y < u; and
u; = x. Thus f(y) appears in the xors of g(z) exactly k times. This implies, that
we can rewrite g(x) as follows

g(z) = D fv) ( D 1)-

y€EFy y=u=T

We will examine the second xor. If y < z and y # z, then wty(y) < wty(z)
must hold. Furthermore, since y # x, wtg(y) < wtg(z) must hold. Thus, due
to y = u =X x, the number of positions in the vector u that can be either 0 or 1,
is equal to wty(y) — wty(u) (the elements on the remaining positions are fixed).
This implies, that the number of v satisfying u < v < x is equal to

gwh (z) —wr () ’
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which is an even number. This implies that we have a xor of an even number of
ones, so the xor is equal to zero. If neither x < y nor y < z is true, or if x < vy,
then we have no possible choice for u.

The remaining case is y = x. Then we have only one possible choice for u and
that is u = y, so the second xor is equal to one. All together we have that the
second xor is equal to zero, except for the case when y = x. This implies that
g9(x) = f(y) for y = z, so g(z) = f(z).

Since we know, that the ANF is unique, it must hold that a, = b, for all
u € . Therefore, Yu € F} we have that a, = @,<.f(2).

O

Therefore we know, that for an arbitrary Boolean function f : Fy — Fy with
an ANF f(z) = Duery Ay, we can compute a, as a, = By<y f(x).

We know, that any vectorial Boolean function F': F; — F3' can be expressed
as F(z) = (fi(z),..., fm(z)), where f;(x) : F; — Fy are coordinate (Boolean)
functions of F', for i € {1,...,n}. We can therefore prove the following proposi-
tion.

Proposition 12. Let F : Fy — FY', F(z) = (fi(x),..., fm(x)) be a vectorial
Boolean function with ANF such that F(z) = ¥ ,cpn aux®, where a, € Fy'. Then

for all u € Fy
a, = P F(z).

r=u

Proof. Let us fix some arbitrary u € F;. We want to compute a,,. The element a,,
is an m-dimensional vector. Now for all 7 € {1,...,m}, let us take i-th coordinate
from the vector, which we will denote a, ;. The i-th coordinate of the function
F' is determined by Boolean function f;(z). Therefore, for a,; € Fa, we can use
Proposition |11 and we get a,; = @,<, fi(x). Thus,

Qy,1 @xju fl(x)
a, = azf,Q _ @xju:fQ(I) _ @ F(l’)

. r=u
au,m Gazju fm(x)

]

Proposition 13. Let n > 3, F : F} — FY', F(z) = (fi(x),..., fm(x)) be a
vectorial Boolean function with ANF F(x) = ¥ ,epn ayz", where a, € Fy'. The
function F(x) is quadratic if and only if for allu € Fy, which satisfies wty(u) > 3,
a, = 0.

Proof. 'The proof follows directly from the uniqueness of the ANF of the vectorial
Boolean function, where a, is the coefficient of the monomial z*.
O
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2.2 EA-invariants

In this section we prove that the differential spectrum and the extended Walsh
spectrum are EA-invariants. We will use this property in the following section
where we present an algorithm for classifying quadratic APN vectorial Boolean
functions up to EA-equivalence. The fact that these spectra are EA-invariants is
stated without proof in [2, Section 3.

Theorem 14. Let F,G : Fy — Fy be two vectorial Boolean functions such that
F=~gx G. Then differential spectrum of F consists of the same elements with
the same multiplicity as differential spectrum of G, i.e. differential spectrum is
EA-invariant.

Proof. Since F =g G, we know that there exist affine bijections A;, Ay : Fy —
F5 and affine function B : F; — Fj such that G = Ay 0o F o Ay + B. Let us take
an element a € N from the differential spectrum of G. This means that for some
fixed o € Fy \{0}, 8 € F} there exist xy,...,z, such that G(z;) + G(x; + o) =
forie {1,...,a}. Thus

B =G(x;) + G(x; + a)

B =As0FoA(x;)+ B(x;) + Ay o F o Aj(x; + ) + B(x; + «)
f=As0FoA(x;)+ Ayo FoAi(x; + a) + B(a)

B =Ay0F o Ai(x;) + Az 0 F (Ai(z;) + A1(a)) + B(a).

If we denote y; := A;(x;), then we get

B=A0F(y;)) + Ao F (y + Ai()) + B(a)
A7 (B) = A7 (Ao Fy;) + Ay o F (y; + Ai (@) + B(w))
AN (B) = F(y) + F (y; + Ai(a) + A3 (B(a))

and therefore
F(y) + F (yi + Ai(a)) = A" (B + B(a)) .

This implies that for o/ := A;(a) and ' := A;' (8 + B(a)) we have that
Fy) + F(yi+a) =75

Since this is true for all z; € {z1,...,z,} and A; is an affine bijection, we have
that a belongs to the differential spectrum of F' and the multiplicity of a in the
differential spectrum of F' is equal to the multiplicity of a in the differential spec-
trum of G.

O

Theorem 15. Let F,G : Fy — Fy be two vectorial Boolean functions such that
F is EA-equivalent to G. Then Fp = Fg, i.e. the extended Walsh spectrum is
FEA-invariant.

Proof. ~ We start with notation where z7, for x € F} is row vector, thus for
y € F we can write (x,y) = 27y.
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Since F ~pa G, we know that the function G = Ay o0 F o Ay + A3 where Ay, A
are affine bijections, so they are in a form A; = L; + ¢; for i € {1,2}, where
L; is linear bijection and ¢; € F5 and Az is affine function, which is of the form
Az = L3 + c3, where L3 is linear function and ¢z € Fy. We want to prove that
its possible to rewrite G, (0), where v € Fy and § € Fy \{0}, in a form as F,,(5).
Therefore we want to find some specific a and 3.

G, (6) = Z (_1)(57I>+<’Y7G(1’)>

xcFy
We will now focus on the exponent. Therefore we have
(6,2) + {(7,G(x)) = 62+ " (Ly o F (Lox + ¢3) + ¢1 + Lax + c3)

Now we denote z = Lox + ¢ which implies that x = L2_1z + LQ_ICQ. Thus for the
exponent

= 0" (Ly'2+ Ly'ca) +97 (LiF(2) + o1 + LsLy 'z + LsLy 'ca + c3)
= ((5TL2’1 + fyTLgL;l) 24+ ~yTLF(2) + <5TL;102 +yTe; + 4T LyLy ey + ’}/TC;g)
= ("L +9"Ls L") 2+ 7" LiF(2) + €

where € = 6" Ly co +4Tey + 7T LsLytco + 77 cy is a constant. Therefore
T ™7T T
= ((6TL2_1) + <7TL3L2_1) ) z+ (L{’y) F(z)+e€
= (a,z) + (B, F(2)) + ¢,
T T
for a = <5TL2_1) - (VTL;;LQ_I) and 3 = LT~. Thus we have

G (0) = 3 (=)@ — (_qye (o)l BF@) — 4 Fq)

xclFy z€Fy

This implies that |G, (8)| = |Fa(8)|, which implies that extended Walsh spectra
consists of the same elements with the same multiplicity.

]

2.3 Algorithm

In this section we will use the term “quadratic APN function” instead of the
term “quadratic APN vectorial Boolean function”. In the following subsections
we gradually develop an algorithm for recursive tree search of a quadratic APN
function. In the first subsection we present an algorithm that searches for a
quadratic APN function for a given dimension. In the next subsection we modify
the algorithm so that it searches for all quadratic APN functions in a given
dimension or it tries to randomly generate quadratic APN functions for a given
number of runs. In the last subsection we present an algorithm that put found
quadratic APN functions to the EA-equivalence classes.
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All of the algorithms are implemented in the Python programming language,
but in this text we will use pseudo-code for better understanding. The imple-
mentations of algorithms and results are attached in [A]

For clarity, we will use the notation, where names written in This Format are
functions, names written in “this_format” (including the quotes) are arrays, and
names written in this_format are integers or real numbers. We will also refer to
array[z] as the z-th position in an array “array”.

2.3.1 Search for a Quadratic APN Function

The core of the algorithm follows the algorithm from [2, Section 3], thus the
functions Add Degree Information, Remove Degree Information, Generate P,
Next_Val, Add_Point and Remove Point are taken from [2]. The functions Add-
DDT_Information and Remove DDT_Information are taken from [3, Section 5.
We will use these functions and describe them in more detail in this paper. How-
ever, we will make some changes to the algorithm, because the algorithm in [2] is
not correct. This will be discussed later.

Description of the Algorithm
Our implementation of the following algorithm is attached in

Algorithm 1 APN search using recursive search tree
Output: a quadratic APN function

1: n < integer representing the dimension in which we want to search for APN
function

init_value <— —1

“output_sbox” <« initialised as an empty array

“sbox” < Generate_Sbox(n)

“P” < Generate_P(n)

“DDT” < Generate DDT(n)

“SUM”, “CTR” <— Generate_SUM_and_CTR(n)

Next_Val(0)

The lines of the algorithm contain global variables and an array which
are initialised to the desired default values. The variable init_value is set to the
value —1, which is the value, that will not appear as output from any process in
the algorithm. The variable “output_sboxes” will store all APN functions found.
On the lines more global arrays are initialised, but initialising each of them
requires a function.

We start with the function Generate_Sbox. It creates an array “sbox” of size
2", which is initialised with a value init_value. The output of this function is
therefore an array with the value init_value repeated 2"-times.

The next function is Generate P. Its purpose is to generate a global two-
dimensional array “P” of size 2" x 2" containing a list of 2" permutations of
{0,...,2" — 1}. The randomness is provided by the random package in Python.
Its purpose is in higher dimensions, since it is not feasible to search through all
possible choices of the vectorial Boolean function (more on this later in Subsection
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. Therefore, we want to search through different vectorial Boolean functions
in each run of the algorithm.

The third function is Generate DDT. This function is used to generate a two-
dimensional array “DDT” of size 2" x 2". This array stores the DDT information
of the vectorial Boolean function, i.e. the i-th row is assigned to o, which is equal
to 7, and the j-th column is assigned to (8, which is equal to j, where a and [
are taken from the definition of DDT. Therefore for some = € F; which satisfies
F(z) + F(x 4+ ) = 8, we increment the element DDT[a][3] by one. Using this
array, we can check, during the recursive search, if the function can still be APN,
or terminate the branch of the tree search and try another one.

The final initialisation function is the Generate SUM_and CTR function. Its
purpose is to create 1 x 2™ arrays “SUM” and “CTR” with all positions initialised
to zero. The array “SUM?” stores information about the coefficients of the ANF
calculated according to Proposition and the array “CTR” stores the number
of x already considered that satisfy x < w, since the xor in Proposition (12| runs
through all z < u.

We will now describe the following two functions: Hamming Weight and
Vector Ordering. The Hamming Weight function calculates the Hamming weight
of a given integer, which represents a binary notation as mentioned at the end of
Subsection [L.2.3l

The function Vector_Ordering evaluates whether the given numbers a and b
(represented as elements from Fy) satisfy the relation @ < b from the Definition
M This relation is not satisfied if and only if there exists ¢ such that a; = 1 and
b; = 0.

Now we examine the function Add_Point. This function uses other two func-
tions. Therefore we will describe them as well.

1: function App PoINT(z):
2: if Add DDT_Information(z) then

3: return(Add Degree_Information(z))
4: end if
5: return(0)

6: end function

We start with the function Add DDT_Information. Its purpose is to keep the
array “DDT” updated, which means that when we call this function with the
parameter x, we have fixed x and we want to update “DDT” with all the o and
8 from Definition[16] Therefore, if F(z)+ F(z + a) = 3, we increase the element
DDTa][5] by two. This is because the algorithm assigns a value to the array
“sbox” in an ascending order, which means that “sbox” has a value different
from init_value for all positions in [0,...,z]. Thus, when this function checks if
sbox|x ® ] # init_value, it can only happen if 0 < x ® o < x. Therefore, for all
r @& a > x we have sbox[r & o] = init_value. An important observation is that
for every x that satisfies the equation from the definition of APN, there exists
2’ = x @ « that also satisfies the equation.

There are two possible cases. The first is that x < 2/, thus when we examine
xr we get shox[r ® a| = init_value, so we do not change DDT|a][5]. But if we
examine 2’ in another call of this function, we have sbox[x'] # init_value, so we
have to increase the DDT'[a][] by two (one for z and one for z’). During each
DDT update, the function also checks (on the line , if the APN property is not
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violated. If so, it returns zero.

1: function App DDT_INFORMATION(Z):
2: fora € 1,...,2"] do
3 if sbox|[z & o] # init_value then
4 DDT[a][sbox[z] & sbox[x & «a]] < increase the value by 2
5 if DDT[a][sbox[z] & sbox[z & a]]> 2 then
6: return(0)
7 end if
8 end if
9 end for
10: return(1)
11: end function

The function Add Degree_Information checks, if the searched function can
still be quadratic during the recursive tree search. This is done by following
Proposition[I3] In the array “SUM” we keep the updated values of the coefficients
a,, of ANF of the vectorial Boolean function searched with wty(u) > 3. We apply
Proposition (12| to the new x with the assignment value sboz|x]. On the line |4 we
check if the condition x < u is fulfilled and if so, on the line [6| we add the value
sbox[z] to the sum, which is assigned to the coefficient a, (SUM [u]). Then we
check, if we consider all vectors = such that x < u. The number of such vectors
is exactly 2" If so, we check on the line , that the coefficient a,, is zero. If
not, then the vectorial Boolean function examined cannot be quadratic.

1: function AbD _DEGREE_INFORMATION(Z):
2: foruell,...,2" do

3: if Hamming Weight(u) > 2 then

4: if Vector Ordering(z,u) = 1 then
5: CTR[u] < ctr[u] +1

6: SUM [u] < SUM[u|@®sbox|x]

7 if CTR[u] = 2femingVeight(u) then
8: if SUM|u] # 0 then

9: return(0)

10: end if

11: end if

12: end if

13: end if

14: end for
15: return(1)
16: end function
In summary, in the function Add Point, the addition of the point x with
the assigned value sbox[z] can be done if the APN property is not violated (via
function Add DDT_Information) and if the function is still quadratic (via function
Add Degree_Information).
The last function of the algorithm, before we examine the function Next_Val,
is the function Remove Point, which again consists of two functions:
Remove DDT_Information and Remove Degree Information. These functions do
the reverse of the functions Add_DDT_Information and Add _Degree_Information.
Finally, we can look at the function Next _Val. The function takes as an input
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the number x, which denotes the position in “sbox” (or the depth of the tree
search) that we are interested in. The values for sbox[z] are taken from the array
“P”  which contains a random permutation for each x. If this value does not
violate the condition that the vectorial Boolean function is APN and quadratic
(it passes the function Add Point on the line , the function calls itself at the
position x + 1. If one of the conditions is violated, or the function ends in the
depth z + 1, the function calls the function Remove Point on the line [12]

1: function NEXT VAL(z):
2: if ISCOMPLETE(sbox) then

3: “output_sbox” < append “sbox” into the list
4: terminate all recursive searches
5: end if

6: for 2 €0,...,2" — 1] do

7 sbox|x] < Plx][z]

8: b < Add_Point(z)

9: if b =1 then

10: Next_Val(z + 1)

11: end if

12: Remove Point(z)

13: sbox|x] < init_value

14: end for

15: end function

Improvements and Changes

As mentioned above, in this subsection we will introduce some changes and im-
provements to the implementation of Algorithm 1 from [2]. We start with the
changes.

The implementation of Algorithm 1 in [2] contains two more lines before the
execution of the function Next_Val (lines 4 and 5 in the implementation from
[2]). On the first one, the value 0 is assigned to the array “sbox” at the 0-th
position, therefore the vectorial Boolean function we are looking for has a zero
vector input and zero vector output. On the second, the function Add_Point is
executed with the value 0.

The first one is removed in this thesis because it would restrict the search
space for the vectorial Boolean functions, since the condition sets the value for
the entire run of the algorithm and cannot be changed. Although the quadratic
APN vectorial Boolean function does not have to have a zero vector as an output
for a zero vector input. Since this line is removed in this thesis, the line with the
function Add_Point(0) is also removed. It would make no sense to try to call this
function, if we had not previously set the value sbox[0].

Therefore, in the Algorithm [I]in this thesis, we try at position 0 in the array
“sbox” all values from [0, ...,2" — 1].

Another change is made in the function Next_Val. We start with the comment
on the line 11 in the Algorithm 1 from [2]. The comment says, that the function
Next Free Position chooses the smallest ¢ such that sbox[i] # init_value. But
as the algorithm is presented, this function would return 0 in every depth of
the recursive search. Therefore the function Next Free Position should return

28



the smallest ¢ such that sbox[i] = init_value. But as we mentioned, this would
mean, that there is no way, that the algorithm would change the value sbox[0] to
init_value, if we strictly follow the implementation from [2], because the function
Next_Free Position would never return ¢ = 0.

The next change is to swap lines 19 and 20 of Algorithm 1 from [2]. The
function Remove Point contains the function Remove DDT Information which
operates on the value sbox[z]. Thus, if we changed sbox[z] to the value init_value
first, we would get a nonsensical result.

Another change is, that we can replace the depth variable with x. The function
fills the array “sbox” in an ascending order, and since the function is first called
first with x = 0, there is no need for the depth variable.

The next change is that in the function Next_Val in this thesis, we completely
remove the functions Is_Complete and Next Free Position. As already men-
tioned, we start from the O-th position and the algorithm examines the positions
in an ascending order, so the next position from x would always be z+ 1, therefore
we do not need the function Next Free Position. Also, the array “sbox” has
2" elements numbered from 0 to 2" — 1. Therefore, if x = 2", we know that the
array does not contain the value init_value at any position.

The last changes are in the functions Add DDT_Information and Remove DDT_
Information. In the [3] the functions do not return value 1. This means that
in the functions Add_Point and Remove_Point the functions Add Degree_Infor-
mation and Remove Degree_Information are never executed. Therefore we mod-
ify the functions Add DDT _Information and Remove DDT Information by adding
a line that returns 1 if the for-cycle was not interrupted. We also had to modify
the functions by removing the line that checks if the Hamming weight of the «
is even. This restriction only applies to the APN permutation, but since we are
not only interested in the APN permutation, we need to remove this restriction.

Since finding a quadratic APN function may be infeasible in relatively small
dimensions (starting at n = 5), we introduce a modification where the user can
specify the number of runs and the number of seconds each run takes. In each
such run, we reshuffle the array “P”. This can improve our search, because since
the algorithm is recursive, the choice of sbox[z] for relatively small x can affect
the search in such a way, that it is impossible to find the APN function with that
choice of sbox[z]. Thus if we limit the search time with this choice, we can try
another random permutation that might lead to the result. The implementation
of the modified algorithm is attached in [A.2]

Results

In dimension n = 2,3,4,5 and 6 we are able to find quadratic APN function
practically instantaneously. For dimension n = 7, we were unable to find a
quadratic APN function after three attempts, each of which took 2 hours.

Using the modified algorithm we were able to find some quadratic APN func-
tions for n = 2,3,4,5,6,7. For n = 8,9 we were unable to find quadratic APN
functions after five tries, each for half an hour.
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2.3.2 Search for Quadratic APN Functions
Description of the Algorithm

To have algorithm searching for all quadratic APN functions in given dimension
we modify the Algorithm [I] in a way that in the function Next_Val we modify
the line [4] that it only terminates the recursive iteration in which is the algorithm
running in that moment. The implementation of the algorithm is attached in

A3l

Improvements and Changes

Again, since running the algorithm for n = 4 and larger can be infeasible, we
modify the algorithm in similar way as the algorithm in the previous subsection.
We can limit the time of each run and the number of runs. This will lead to
the fact that we will not find all functions, but it can rise our chances to find at
least some functions. If we modify the algorithm by adding more runs (in each
we generate new array “P”), we can find some functions multiple time. Thus
we use function Remove Duplicates which return list of unique functions. The
implementation of the modified algorithm is attached in [A.4]

Results

For n = 2 we are able to find all 192 quadratic APN functions. For n = 3 we are
able to find all 688128 quadratic APN functions, therefore those are all quadratic
APN functions in these dimensions. This correspond to the found APN functions
in [I1), Table 4].

Using the modified algorithm we were able to find for 77014 quadratic APN
functions for n = 4. For n = 5 we were able to find 28975 quadratic APN
functions. For n = 6 we were able to find 13767 quadratic APN functions. For
n = 7 we were able to find 2 quadratic APN functions. All of these results are
attached in [AL5l

2.3.3 Classifying Functions up to EA-equivalence
Description of the Algorithm

In the previous subsection we found some quadratic APN functions. Now we want
to put them into EA-equivalence classes. Thus we introduce an algorithm that
do that. The algorithm uses the theory from Section [2.2] The implementation of
the algorithm is attached in

Algorithm 2 Classifying found quadratic APN vectorial Boolean functions up
to EA-equivalence
Output: a list “classes” with classify functions to the EA-equivalence classes

1: n < integer representing the dimension in which we want to search for APN
function

2: init value < —1

3: “functions” < initialised with look-up tables of functions we want to sort

4: “classes” <— Put_Functions_Into_EA Classes(“functions”)
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Before we examine the Put_Functions_Into_EA_Classes function, we need to
describe the Is_Complete and Next Free Position functions. These functions
are only mentioned in [2]. The Is_Complete function checks whether the given
list contains the value init_value at any position. If so, the output of this function
is 0. Otherwise, the output will be 1.

The next function is Next_Free_ Position. It’s purpose is to find the first
position in the given list that contains the value init_value and give that position
as an output. This function can be used in the Put_Functions_Into_EA_Classes
function only after the Is_Complete function has returned 0, which means that
there is a position in the list containing the value init_value.

Now we can focus on the function Put_Functions_Into_EA _Classes. It’s pur-
pose is to put the given array “functions” of quadratic APN vectorial Boolean
functions into EA-equivalent classes. To indicate if the function is assigned to
some EA-equivalent class, we use the array “is_in_some_class”. The while loop
checks if there is a function that is not in any EA-equivalence class. If there is
such a function, it creates a new EA-equivalence class (array “EA _class”) and ap-
pends this function to the class. Then the algorithm checks the EA-equivalence
of the functions using Can Functions Be EA equivalent. This function com-
putes extended Walsh spectra and differential spectra for the input functions
and compares them according to Section 2.2 From the Chapter [5 of this thesis
and Proposition we can use the ortho-derivatives of the input functions and
compute these spectra also for them. Therefore we get four EA-invariants. If
all functions from the input array are put into some EA-equivalence class, the
function returns the array “EA _classes” with the equivalence classes.

1: function Put_FuncTions_INTO_EA CLAssEs(“functions”):

2: “EA _classes” < initialised as an empty list

3: “is_in_some_class” < initialised as a list, which contains value init_value
repeated k-times, where £ is length of the array “functions”

4 while Is Complete(“1S_IN_.SOME_CLASS”)=0 do

5 x < Next_Free Position(“is_.in_some_class”)

6: “EA _class” «+ initialised as an empty list

7 “EA _class” < append element functions|x] into the list

8 “F”<«“functions|z]”

9 “F_ortho”<—ortho_derivative(“F”)

10: is_in_some_class|x] < 1

11: for i € [x+1,..., length of array “functions”] do

12: if is_in_some_class[i| = init_value then

13: “G”«“functions][i]”

14: “G_ortho”<—ortho_derivative(“G”)

15: if (Can_Functions Be EA equivalent(“F” “G”)) and
16: (Can_Functions Be EA equivalent(“F_ortho” “G_ortho”)) then
17: “EA_class” < append element “functions[i]” into the list
18: is-in_some_class[i] < 1

19: end if

20: end if

21: end for

22: “EA _classes” < append list “EA _class” into the list

23: end while
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24: return(“EA _classes”)
25: end function

Improvements and Changes

Since we are using invariants, we cannot state with certainty that two functions
are EA-equivalent if their invariants are equal. For example our Algorithm [2| put
all found functions for n = 5 from Subsection [2.3.2| into one EA-equivalence class.
This is in contradiction with the results from [I1), Table 3].

These lead us to modification using theory and algorithm from [I2] where
the authors presented a method for finding matrices from the definition of EA-
equivalence. This method is very time consuming, since the algorithm is trying
to find the matrices from EA-equivalence. Even though we include the algorithm
from [I2] in our modified algorithm in a way that if the algorithm pass the
condition on the line [16] we execute algorithm from [12]. Only if the algorithm
from [I2] finds matrices from EA-equivalence, we execute lines [L7] and [18]

Only a few minor changes had to be made to the Python code Equivalence.py
from [I2]. All of these changes were made for the sole purpose of running the
code. The changes are mentioned in the source code in [A.7]

Results
n=2

In Subsection [2.3.2] we have found 192 quadratic APN functions. Using the
Algorithm [2| we put them all into one EA-equivalent class, which means that all
of these functions are EA-equivalent.

n=3

In Subsection [2.3.2] we have found 688128 quadratic APN functions. Using the
Algorithm 2| we put them all into one EA-equivalent class, which means that all
of these functions are EA-equivalent.

n=4

In Subsection [2.3.2] we have found 77014 quadratic APN functions. Using the
Algorithm [2| we put them all into one EA-equivalent class, which means that all
of these functions are EA-equivalent.

n=>5

In Subsection we have found 28975 quadratic APN functions. Using the
modified Algorithm [2] we classified 2400 of them into 2 equivalence classes.

n==~06

In Subsection we have found 13767 quadratic APN functions. Using the
Algorithm [2| we put them into 13 equivalence classes.
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n=7

In Subsection [2.3.2] we have found 2 quadratic APN functions. Using the Algo-
rithm [2| we sorted them into 2 equivalence classes. The two found functions are
EA-equivalent to two EA-inequivalent functions found before in [I3], which are
listed in sevenBitAPN.py in [14].

The number of EA-equivalence classes for n = 4 and 5 corresponds to the
number of EA-equivalence classes of quadratic APN functions in [I1, Table 2,
Table 3]. For n = 6 the number of EA-equivalence classes of quadratic APN
functions corresponds to [15, Table 1], because of Theorem |§| The results for
n =15,6 and 7 are attached in
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3. LE-automorphism

This chapter is based on [2, Section 4], [3, Section 4] and [4, Chapters 10 and
12]. We will follow these papers as we extend the necessary theory and focus on
explaining the process.

In this chapter we will consider a vectorial Boolean function F' : Fy — F3.
We will put such functions into linear-equivalence classes which admit a non-
trivial linear self-equivalence (meaning that there exists a non-trivial element in its
automorphism group). In the first section we introduce the automorphism group
of the vectorial Boolean function F' and its subgroup Autyg. Since the elements
of this group are tuples of matrices, we will use module theory in the second
section to show that every matrix is similar to a matrix in rational canonical form
(RCF). Similarity is an equivalence relation, so it defines equivalence classes. The
matrix in RCF is therefore representative of some equivalence class. In the third
section we introduce the power-similarity of matrices, which helps us to extend
the equivalence class for similarity to an equivalence class for power-similarity.
Then, in the fourth section, we introduce an algorithm that classifies all functions
that admit a non-trivial linear self-equivalence up to linear-equivalence in a given
dimension.

Our contribution is to put the theory from [4, Chapter 12] into the con-
text of the [2, Section 4]. Also, to prove the statements from [3, Section 4] in
more detail, to present our own implementation of the algorithm for finding such
linear-equivalence classes, which was approached purely on the basis of the theory
presented and independently of the implementation attached to [2] and [3], and
to provide results for dimensions up to 12.

3.1 Automorphism Group

In this section we will introduce the automorphism group and its associated
equivalence relation using the similarity of matrices. The definitions are based
on those from [3, Section 2] and [16, Section 5.1] respectively.

Definition 27. Let F : Fy — F5'. We say that an affine permutation o of Fyt,
such that U'r = 0(I'r), is automorphism for F.

We can easily observe, that for a given function F' : Fy — F3', all auto-
morphisms for F' form a group. The identity element is an automorphism I, ,,
defined as x +— x for all elements of I'p. Associativity and the existence of an
inverse element for any automorphism for F' o is satisfied since ¢ is an affine
permutation.

Definition 28. The automorphism group of a function F' : Fy — Fy is defined
as

Aut(F) := {0 € AGL(2n,Fs) | Tr =0o(I'p)}.

Now we use the restriction to the matrices of the affine permutations to get
the following subgroup.
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Definition 29. Let F : Fy — F3. Then we define the finite subgroup Autpg(F')
as follows

Autyp(F) := {a € Aut(F) | o= <61 g) for A, B € GL(n, IFQ)}

For any element ¢ € Autyg(F), such that o = diag(A, B), where A, B €
GL(n,Fy), we will use the notation (A, B), where (A, B) is called the tuple. An
alternative way of expressing an element of Autpg(F') is given by the following
proposition.

Proposition 16. Let F : F; — F3. Then

<€ g) EAUtLE(F> < FoA=BoF.

Proof.  From the definition of Autpg(F) (and Aut(F')) we have that for some

x,y € Fy
(#) =6 5)(¢tn)

y=Ax and F(y)= Bo F(z).

This is true if and only if

Which is equivalent to
FoA(x) = Bo F(x).

]

Again, we can easily observe that Autpg(F') satisfies the conditions of a finite
group, since it is sufficient to show that for r, s € Autyg(F) it is true that rs €
Autpg(F). Since 7, s € Aut g(F'), therefore r and s are of the form

(A0 (A, 0
"=l\o B) *“\0 B

From the properties of matrix multiplication we have

(A O\ (A, 0\ [AA O
"=\o BJ\o B)"\ 0 BB
Since we need to show that rs € Autpg(F), we need to show that the equation
FoA, A, = B,B, o I is satisfied.

FoAA;=(B,oF)oA;=DB,0o(FoA;)=DB,oBs;oF

Thus we have shown that rs € Autpg(F'), which implies that Autpg(F) is a
group. This group is finite, since we are in the finite field. For the purpose of the
following theory we define similarity of matrices.
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Definition 30. Let M, M’ be two matrices from GL(n,Fy). We say that these
two matrices are similar, denoted M ~ M, if there exists a matriz P € GL(n,Fs)
such that M' = P=*MP.

Note that similarity is an equivalence relation. Reflexivity is given by M =
I,MI,. Symmetry is given by M’ = P'MP = M = PMP™! = M ~ M.
For the remaining transitivity let us assume that M’ ~ M and N ~ M’. Therefore
exists Q € GL(n,F,) such that N = Q7'M'Q. Thus N = Q'P'MPQ —
N ~ M.

We want to study vectorial Boolean function with non-trivial linear self-
equivalence (meaning with non-trivial element in its subgroup Autpg) up to linear-
equivalence. Let us suppose that two vectorial Boolean functions F, G : Fy — Fy
are linearly equivalent. The natural question is what we can say about Autyg(F)
and Autpg(G). We will show that vectorial Boolean functions F, G are linear-
equivalent if and only if for (A, B) € Autyg(F) there exists (A’, B'), where A" ~ A,
B’ ~ B, such that (A, B") € Aut g(G).

Suppose that F' : Fy — Fy is a vectorial Boolean function. Let (A, B) €
Autpp(F'). Assume that G : Fy — Fj is a vectorial Boolean function, such
that F' and G are linear-equivalent. This means from the definition that there
exist L, L' € GL(n,F,) such that G = L' o F o L. We define A’ := L™ 'AL and
B’ := L'BL'7!, therefore we have A = LA’L~!, which implies that A’ ~ A, and
B = L'"'B'L’, which implies that B’ ~ B. Hence

FoA=BoF
FoLAL'=L"'B'L'oF
L'oFoLoA =B oL oFolL
GoA =B odG.

This means that for any vectorial Boolean function G which is linear-equivalent
to F', we have some matrices A, B’ which are similar to A, B such that (A, B') €
AutLE(G).

Suppose again that F' : Fy; — Fy is a vectorial Boolean function. Let
(A,B) € Autyg(F). Now let us assume that A ~ A" and B ~ B’ for some
A", B" € GL(n,F,). This implies that there exist P, € GL(n,Fs) such that
A'=P AP = A=PA'P'tand B =Q 'BQ = B=QB'Q . Thus

FoA=BoF
Fo (PA’P‘l) (QB’Q—l) oF
(Q'oFoP)A=Bo(Q'oFoP).
We can define the function G := Q! o F o P. Therefore G is linear-equivalent to
F and (A/,B/> c AutLE(G).
This gives us the notion that for a fixed vectorial Boolean function F': Fy —
F3 if we take any (A, B) from Autyg(F) and we take any (A’, B’) such that

A ~ A and B ~ B’, then we have a linear-equivalent function G for such
(A,, B,) S AutLE(G).
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3.2 Modules

The definition of Autpg(F') consists of tuples of invertible matrices. For a matrix
A € GL(n,F,) we can define an equivalence class consisting of matrices similar
to A. This implies that we can divide GL(n,Fy) into the equivalence classes up
to similarity. We are interested in a representative of these classes. To find such
a representative we need to introduce the theory of modules. Every Fy[x]-module
F5 is defined with an action, which can be represented by a linear transformation
T : Fy — 3. Every linear transformation 7" can be represented by an nxn matrix
A, which means that for every matrix A we can define a linear transformation T’
which defines Fy[z]-module F3. Using the Theorem (18 we will show that every
Fyz]-module F5 can be decomposed into direct sum of modules, giving us a
matrix in rational canonical form (RCF). This implies that for any matrix A we
can find matrix in RCF. Furthermore, we will show that the matrix A is similar
to a matrix in RCF, which implies that we can consider matrices in RCF as
representatives of these similarity equivalence classes.

Let us begin with two theorems about modules. Both are from [4, Section
12.1, Theorems 4 and 5]. The first theorem (Theorem gives us an insight into
the basis of submodules of free modules. We will not prove it. The detailed proof
can be found in the cited source.

The second theorem (Theorem gives us a decomposition of the Fy[z]-
module F; into a factor form. This theorem can be found in a more general form
in the cited source, but since we are only interested in the Fy[x]-module F5, we
will state and prove the theorem specifically for this case and in a more detailed
way. The statement and proof follows from [4, Section 12.1].

Theorem 17. Let R be a P.1.D., let M be a free R-module of finite rank n and
let N be a submodule of M. Then

1. N is free of rank m, m <n, m € N and

2. there exists a basis yi, Yo, ..., Yn of M so that a1yy, asyo, . . ., GmYm 1S a basis
of N where ay,as,...,a, are nonzero elements of R with the divisibility
relations

ap | ag |-+ | am.

Theorem 18. Let Fy be a vector space of finite dimension n € N over finite field
Fy. Consider Fy as a finitely generated Fao[z|-module. Then

Tor(Fy) = Folz]/(a1) © Fafz]/(az) ® - - - @ Falz]/(am),

where ay,as, ..., a, are elements from Fylx] which are not units in Fylz| and
which satisfy the divisibility relations

ar|as |-+ | am,

for some m € N such that m < n.

Proof.  The vector space Fy can be generated by a finite set of n elements. Let
us denote them gy, ..., g, € Fy. Now let us consider Fo[z]-module (Fo[z])". By
Proposition 4] we know that this module is a free Fo[z]-module of rank n with
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some basis which we denote by, ...,b,. Now we define a homomorphism 7 in such
a way that for all ¢ € {1,...,n} we have

7 (Falx])" — Fy
bi = g;.

Such a mapping is surjective, since all g; are mapped to by b; and elements g;
generates ;. Now we can apply the first isomorphism theorem (Theorem . We
know that Ker(r) is a submodule (Subsection |1.2.1)) of (F3[x])™, thus

(Fylz))" /Ker(m) = Fy .

This gives us conditions that satisfy the conditions of Theorem [I7 In particular,
we have Fy[z| which is P.ID., (F5[z])™ is a free module of rank n over Fy[x] and
Ker(m) which is a submodule of (Fy[z])”. Thus by Theorem |17| we have a basis
Y1, -+, Yn of (Fo[z])™ so that ajyi, ..., apyx is a basis of Ker(r), for some k € N,
k < n, where aj,as,...,a; are nonzero elements of Fy[x] with the divisibility
relations a1 | as | -+ | ay.

Since we have the basis yi, ..., y, of the Fo[z]-module (IF3[x])™, we know that
for any nonzero element « from (Fy[x])™ there exist unique nonzero r4, ..., r, such
that a = riy; + -+ - + r,y,. The i-th summand r;y; is from the cyclic submodule
Fylz]y1. We can apply Proposition [2l and we get that

(Fo[z])" = Falz]ys @ Falz]ys @ - - - © Fao[a]y,.
The same can be done with the submodule Ker(7). Therefore
Ker(m) = Fa[x]aiys & Folx]agys @ - - - @ Fao[x]aryy.
This gives us
Fy & (Fo[z]ys @ - - - © Falz]yn)/(Folz]aiys © - - - ® Folz]arys).

We want to examine the right-hand side. For this let us define the mapping ¢
which is an Fy[z]-homomorphism

@ : Folz]yy @ - - © Fylxy, — Fola]/(a1) @ - - @ Foz]/(az) © (Fo[z])" 7,
which maps elements as follows
(Y1 -+ oY) = (g mod (ay),...,ar mod (ar), i1, ---, ).

)
Now we are interested in Ker(p). It is clear that for ¢ € {1,...,k} the map ¢
maps the i-th component to zero if and only if o; mod (a;) =0 <= «; = Bia;
for some f3; € Fo[z] <= ouy; € Falz]ay;.
Fori € {k+1,...,n} the map ¢ maps the i-th component to zero if and only
if a; = 0. Therefore

Ker(p) = (Fa[z]aiyr © Fa[r|asys © - - - © Fa[z]aryx)
and we can use the first isomorphism theorem again, so

(Falz]yr @ - - @ Falalyn) Ker(p) = Falz]/(a1) & - -+ & Fafa] /(ar) & (Falz])" ",
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If we now combine this isomorphism with the one for map 7, we get that
Fy = Folo]/(a1) ® - - & ]/ (ar) @ (Fafa])"™".

Now we have to show that the module (IFy[z])"~* does not appear in the direct
sum, given that Tor(Fy) = F5. For the sake of contradiction, let us assume that
n —k > 0. Let us take

p € Folzlyy + Folz]ys + - - - + Fa[z|yp + Folz]yria + - + Fafz]yn,

such that
P =aiyi +agys + -+ Yk T Prt1Yet1 0+ Pl
for some nonzero pgi1,...,pn € Falz]. From the Subsection we know that

F3 = Tor(F3), so there exist nonzero 5 € Fy[x] such that Sp = 0. Therefore we
have

Bp = Baryr + Bagys + - - + Baryr + BPe+1Yk+1 + -+ + BPuYn-
If we apply the map ¢ on Sp we get

@(5}9) = (07 ce 7076pk+17 s 7ﬁpn)7

where Opii1,...,p, are nonzero elements. But since Sp = 0, we have the
following equation

(0770) = @(0) - SO(BP) = (07"'707ﬂpk+1;-~7ﬁpn>7

n times

which contradicts ¢ being a Fy[z]-homomorphism, since fp; for i € {k+1,...,n}
is nonzero. This implies that the submodule (Fy[x])"~* cannot be in the direct
sum, thus we have

Tor(Fy) = F 2 Fyla]/(a1) ® - - & Fala] /()

Finally, if a; = 1, then Fao[z]/(a;) = 0, since the ideal (a;) = Fs[z]. This
implies that we can remove from the direct sum all Fy[z|/(a;) for which a; = 1.
Let us denote the number of such submodules by ¢, so we define m := k — t.
Hence

Tor(F}) = F} = Fafa] /(@) ® --- ® Fala]/(an).

Note also that the the factor form aq,...,a,, is unique. Let b1,...,b, be
another factor form, where m’ € N, such that

Fy = Folz]/(a1) @ - - - & Falz]/(am)

= Fola]/(b1) @ - - - & Faz]/ (b )
For a;, where i € {1,...,m} we know that a1y, ..., any, is a basis of a free
submodule Ker(7). Let yi,...,y.., be such basis of Fy that byyi,..., byl is

another basis of a free submodule Ker(r). Since the submodule is free, it follows
that any element from Ker(7) can be express in a unique way. Thus let v €

Ker(m), thus

V=01a1Y1 + 0 U@l = V1015 0L b
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which implies that m = m' and since a; and b; are ordered, we know that (a;) =
(b;) for i € {1,...,m}, thus a; = b,.
The isomorphism implies that m = m' and that (a;) = (b;), which implies
that a; = b;. Therefore we can define invariant factors of [Fy.
[

Note that the sum of the degrees of the polynomials ay, ..., a,, is equal to n.
This follows from the fact that the cardinality of the left and right sides must
be equal due to isomorphism. The cardinality of Fy is 2™ and the cardinality
of Fy[z]/(a;) is equal to 24%8% . Therefore 2" = 2dcsa1degaz ... gdegam  — p =
dega, + degay + - - - + deg ay,.

Definition 31. Let ay,...,a,, € Fy[x] be elements from Theorem . Then we
call them invariant factors of Fy.

So far we know that for a fixed choice of transformation 7' the elements
ai,...,a, € Fo[z] from Theorem are invariants. The next theorem gives
us that the invariant factors are invariants up to a module isomorphism, i.e. if
two R-modules M; and M,, each defined with different action, are isomorphic,
then it implies that the invariant factor form is the same for both of these trans-
formations.

With the definition of invariant factors we can state the following theorem
from [4, Section 12.1, Theorem 9]. The detailed proof can be found in the cited
source.

Theorem 19. Let R be P.I.D. Two finitely generated R-modules My and M,
are isomorphic if and only if they have the same free rank and the same list of
invariant factors.

Now we want to examine what it means to use the element 5 = x € Fy[x] on
the left (and therefore on the right side) of the isomorphism Fy = Fy[x]/(a;) @
-+ @ Fa[z]/(ay,). For this we will use some parts of [4, Section 12.2].

First we see that this operation is valid, since we consider Fj to be a Fy[x]-
module, and since 8 € [Fy[x] we know that the image of # via such an isomorphism
is still an element B. Suppose we have some v = (vy,...,v,) € Fy which is
isomorphic to (a3 mod (ai(x)),...,a, mod (a,(x))), where o; € Fa[z] and q;
are from the Theorem Thus, if we use 5 on the left side, we get the action of
x on the F;, which we examined in the Subsection and thus

bv =T,

where T is any linear transformation. If we apply the same element 3 to the right
side of the isomorphism, we see that

Blay mod (ai(x)),...,an, mod (an(z)))
= (Ba; mod (ay(x)),..., oy, mod (a,(x)))

= (ray mod (ai(x)),...,xa, mod (a,(x))).

This gives us a feel for the behaviour of any linear transformation 7". We see
that the transformation T behaves like a multiplication with the polynomial x on
the right side of the isomorphism.
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Since the element $ on the right side is used component-wise, we will examine
the first component Fy[z|/(a;) without loss of generality. Let us assume that
ar(xr) = % + b2 + - + byx + by € Fyfx], where k € N. Therefore in
Fy[x]/(a1) we have that ay(x) =0 = z* =by+ byz + -+ + bp_12" L.

We can consider the Fao[z]/(a1) as a finite vector space over the finite field Fy
with the basis 1,z,22,..., 2" !. This gives us the option to consider the action
of B = x with respect to this basis. So the z acts as follows: 1+ z, x +— 22, ..,
P2 R P s 2R =g+ by + -+ by

The multiplication by x can be represented by a k£ X k matrix with respect
to the basis. Such a matrix is called a companion matrix and is subject to the
following definition.

Definition 32. Let p(z) = 2% +by_128 71+ -+ bix+ by be any monic polynomial
in Fy[z]. The companion matrix of p(x) is the k x k matriz with 1’s down the
first subdiagonal, —by, —bq, ..., —bi_1 down the last column and zeros elsewhere.
The companion matriz of p(x) will be denoted Cp(y).

00 - —by
1 0 - —b1
01 - —by
Coa) = 00 - :
00 -vo «on 1 —bp,

This can be applied to any of the modules in the direct sum on the right side
of the isomorphism. Since Fa[z]|/(a;) is a free module for ¢ € {1,...,m}, we can
choose the basis of such a submodule. For this basis we can find the corresponding
elements in F;. Let us denote the set of such elements as ;. This means that an
arbitrary linear transformation 7" acts on f3; via the companion matrix C, ().

Now we can take the union of 3; and denote it as 5 = U~ B;. Then [ forms the
basis of Fy, because we know from the Proposition [3| that the submodules in the
direct sum are disjoint. Thus, if we define the matrix C := diag(Cq, (2, - - - s Cam(z)),
then we know that, with the respect to the basis 3, we can represent the action
of a linear transformation T" on the left side of the isomorphism by the matrix C
on the right side of the isomorphism.

From the Theorems[18/and[19] we know that the matrix is uniquely determined
by the factor form up to the isomorphism of Fj as a Fy[z]-module. Knowing the
uniqueness of the factors, we can define the following. The definition is from [4]
Section 12.2]

Definition 33. We say that a matriz is in a rational canonical form if it is of
the form diag(Ca,(z), - - -  Capn(z)) for monic polynomials a,(x), ..., an(x) of degree
at least one with the condition

a(x) [ as(z) [ -+ [ am(@).

A rational canonical form for a linear transformation T is a matriz represent-
ing T which is in rational canonical form.
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With this definition we can say that every linear transformation 7" has a
rational canonical form. We are interested in whether this rational canonical
form is unique. For this we will use the following theorem which is based on the
theorem from [4, Section 12.2] for which we will give a proof that follows the
discussion from the same source.

Theorem 20. Let F5 be a finite dimensional vector space over the field Fo and
let T' be a linear transformation of Fy.

There is a basis for Fy with respect to which the matrixz for T is in rational
canonical form, i.e., is a block diagonal matrix whose diagonal blocks are the
companion matrices for monic polynomials ai(x),as(x), ..., an(x) of degree at
least one with ay(x) | az(x) | - | am(x).

The rational canonical form for T is unique.

Proof.  The existence of such a basis was proved in the proof of Theorem [1§
The rational canonical form of the matrix for T" was discussed after the proof.

We need need to prove the uniqueness of the rational canonical form for 7.
Suppose that by (x),ba(x),. .., b;(x) are monic polynomials in Fy[z] of degree at
least one such that by(z) | ba(z) | --- | by(x) for some ¢t € N. Suppose also that
& is a basis of Iy for which the matrix of 7" is of the form diag(Cy,(z), - - -, Ch,(z))
where Cy,(y) for i € {1,...,t} is a companion matrix.

Let D; be the i-th subspace of Iy such that the matrix of 7" on Dj is the Cy, ().
The vector space F; is therefore isomorphic to the direct sum of the subspaces
D;. Since Fy[z] is P.I.D. and we now consider Fj to be a Fy[z|-module, we know
that there must be an element which generates each D;. Therefore, D; is a cyclic
[Fy[z]-module.

If we now apply the Theorem (18 on the F5, we get some ay(z) | -+ | am(2)
with the properties according to the theorem. Now we can use the Theorem
so we have that a;(z) and b;(z) must differ by a unit factor in Fy[z], but
since we choose b;(x) as monic polynomials, therefore we have a;(x) = b;(x) for
ie{l,....,t =m}.

O

So far, we have presented the theory in terms of linear transformations. For the
following part we will switch to the notion of matrices. Consider the n x n matrix
A over the finite field Fy. We can define a linear transformation 7" : F; — Fy
as T'(v) = Av for any v € Fj. Therefore, any statement that uses a linear
transformation can be expressed using a matrix instead. The following theorem
is given without proof as Lemma 3 in [3, Section 4].

Theorem 21. FEvery element M € GL(n,Fs) is similar to a unique M' €
GL(n,F3) of the form M’ = diag(Cy,.(z),Cam_1(x)s - - - s Car(z)) for polynomials a;
such that ay, | am-1 | -+ | 1. This matriz M’ is called the rational canonical

form of M, denoted RCF(M).

Proof. The existence of such a matrix M’ is given by the Theorem 20} Since we
assume that M € GL(n,Fy), we know that such a matrix represents an isomorphic

linear transformation. So, M’ is also a linear transformation, which is bijective,
thus M’ € GL(n,F,).

42



For similarity we know that M’ can be obtained from M by choosing the
right basis of . This means that there exists a matrix U € GL(n,Fy) which
represents the transition from one basis to the basis for which the matrix M is
in RCF. So M = U~'CU, which is the definition of similarity.

O

3.3 Representatives up to Power-Similarity

In this section we start with a proposition that gives us three possible cases of
orders of a tuple from the automorphism group Autyg. For one of these cases
we can introduce the equivalence relation power-similarity, which extends the
definition of similarity. We will prove in Theorem [24] that the power-similarity
implies linear-equivalence. Therefore, for the classification of functions F': F§ —
F3, with a non-trivial element in Autpg(F'), up to linear-equivalence, we can only
consider tuples (RCF(A), RCF(B)) up to power-similarity.

The following proposition is based on the lemmas in 3, Section 4]. The proof
is described in more detail in this thesis.

Proposition 22. Let F': 5 — Fy for which there exists a non-trivial automor-
phism in Autpg(F). Then there exist A, B € GL(n,Fy) with Fo A= Bo F such
that either

1. ord(A) = ord(B) = p for p prime, or
2. A=1, and ord(B) = p for p prime, or

3. B =1, and ord(A) = p for p prime.

Proof. Suppose g € Autyg(F') is the non-trivial automorphism (thus g # I,).
This means from the definition of Autyg(F) and Proposition [16| that

g € {diag(A, B) € GL(2n,Fy) | A, B € GL(n,F;) and Fo A= Bo F}.

Since g is a non-trivial element of the group Autpg(F'), hits implies that there
exists an element h € (g) such that the order of the subgroup, generated by this
element, is prime. Denote this as p := ord(h).

Let us now assume, that h = diag(A, B) for some fixed A, B, where A # I,, #
B. This implies, that the order the of matrix A is equal to the least common
multiple of ord(A) and ord(B). Thus ord(h) = = - ord(A) = y - ord(B) for some
x,y € N. As we mentioned before, the order of h is prime number, thus x =y = 1,
which implies, that p = ord(A) = ord(B).

Now let us assume, that A = I, and B # [,,. This implies that the order of A
is equal to one and the order of B is equal to some prime number p. Just like in
the previous case, the order of h is equal to the least common multiple of these
two orders, therefore the order of B is equal to p. The last case where A # I,
and B = [,, is similar to the previous one.

m
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The following definition is from [3, Section 4]. It is given only for matrices
A, B,C,D € GL(n,Fs) of order p for p prime. This implies that this definition
can only be used at point 1 of the Proposition We will prove in Proposition
that the power-similarity is an equivalence relation.

Definition 34. Let A, B,C, D € GL(n,Fs) be of order p for p prime. The tuple
(A, B) is said to be power-similar to the tuple (C, D), denoted (A, B) ~, (C, D)
if there exists a positive integer i such that A ~ C* and B ~ D',

Proposition 23. Relation being power-similar is a relation of equivalence.

Proof. The equivalence relation must satisfy reflexivity, symmetry and transi-
tivity. Let us denote p € N be prime.

For reflexivity, let us assume that (A, B) € GL(n,Fs), where A, B are of the
order p. We need to show that (A4, B) ~, (A, B). This is trivial since A = [,,Al,
and B = I,BI,.

For symmetry, let us assume that (A, B) € GL(n,Fs) and (C, D) € GL(n,Fs),
where A, B, C, D are of the order p. We need to show that (A, B) ~, (C, D) <=
(C, D) ~y (A,B). |

For the first implication. We assume that (A, B) ~, (C, D), then A ~ C* and
B ~ D¢ therefore C* = P71AP and D' = Q7' BQ for some P,Q € GL(n,Fy).
Thus A = PC'P~! and B = QD'Q~!. This means that C* ~ A and D’ ~ B,
which is equivalent to (C, D) ~, (A, B). The second implication can be proved
in the same way.

For transitivity, suppose that for A, B,C, D, E,F € GL(n,Fy) (all of the
order p), we have that (A, B) ~, (C,D) and (C, D) ~, (E, F'). We want to show
that this implies (A, B) ~, (E, F). Since (A, B) ~, (C, D), then we know from
symmetry that (C, D) ~, (A, B), thus we have matrices P, € GL(n,F;) such
that A® = P'CP and B* = Q' DQ, which implies that C = PA*P~! and D =
QB'Q ™. Also, since (C, D) ~, (E, F), then we have matrices R, S € GL(n,Fs)
such that £/ = R'CR and F/ = S7'1DS.

So if we replace C, D we get

E'=R'CR=R" (PAiP—l) R= (R—lp) Al (P‘1R>
F/=$7'DS=8"(QBQ ") = (57'Q) B'(Q'S)

From the Proposition 22| we know that for the maximum of {ord(A),ord(B)},
denoted as p, that AP = BP = [,,. Therefore for k :=i~! mod p we have that

E* = (RCR)"
= (R7'CR) (R"'CR)---(R™'CR)

k times
= R'C*R
= (PAiP—l)k R
= R'PA*P 'R

= (R'P)A(P'R).
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This is equivalent to A ~ E7*. We can do the same for F’* which gives us
B ~ Fik_Therefore (A, B) ~, (E, F).
O

Now we can formulate the following theorem. It states that for every equiva-
lence class of power-similarity we can find a tuple which is in rational canonical
form. The following theorem and its proof are based on Lemma 4 from [3, Section
4]. The proof is described in more detail in this thesis.

Theorem 24. Let F : Fy — Fy with an automorphism diag(A, B) € Autpg(F)
for A, B € GL(n,Fy) such that ord(A) = ord(B) = p, where p is prime. For
every (E,A) power-similar to (B, A), there is a function G linear-equivalent to
F such that diag(RCF(A), RCF(B)) € Autpg(G).

Proof. Let us take an arbitrary tuple (B , A) which is power-similar to the tuple
(B, A). This implies from the Definition [34] that there exists a positive integer i
such that B ~ Bi and A ~ A’, which implies from the Definition [30] that there
exist some matrices P, Q € GL(n,[Fy) such that

A=P'A'P and B=Q 'BQ.
First we noticed that for any k£ € N we have

APk — (P*lﬁip)pk

I, = P1A%p
pp~t = pp ATt ppT!
In — A'ipk

and if we choose k := i} mod p, then we get I, = AP. We can do the same with

the B and therefore get I,, = BP. N
Second we noticed that again for any k € N we have that A* ~ A% because
AF = (P AP
= (P*A'P)(P'A'P) ... (PTIA'P)

k times

— P_lAvikP,

so we also have that B¥ = Q1 B*(Q).

The last thing we noticed is that F o A* = B¥ o F for any k € N. We know
that diag(A, B) € Autyg(F') implies that A, B satisfy FFfo A = Bo F. It is trivial
that for k = 1 the equation F o A* = B* o F holds. Let us assume for induction
that the equation holds for k, thus we want to show that it holds for k + 1.

FoA" = (FoAF)oA=(B*oF)oA=DB"o(FoA)=B*oBoF =B""0oF.

Now we can combine all these remarks together. Since we have FoA* = B*oF,
we can replace A and B, therefore we get

Fo(P'A*P) = (Q'B*Q)o F.
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We apply matrix @Q from the left and the matrix P! on both sides of the equation.
This gives us N N
QoFoP1A* =B*QoFop !

We denote G := Q o F' o P~! (this satisfies the definition of F, which is linearly-
equivalent to ), so we have

GOAMZEMOG

1

Since the k was arbitrary, we can choose k =¢~" mod p. This gives us

GoA=DBod.

The relation of being power-similar forms equivalence, classes as we showed in
Proposition 23, Therefore, without loss of generality, we can choose the matrices
A B up to similarity. We have shown in Theorem that for A, B there exist
unique matrices RCF(A), RCF(B). Thus we can choose A and B in their rational
canonical form.

]

3.4 Algorithm

We can now use the statements from the previous sections of this chapter to
search for vectorial Boolean functions up to LE-automorphism. Suppose that we
have a vectorial Boolean function F' : Fy — F;. From the Proposition 22| we
know that for every Autpg(F') we have at least one element which satisfies the
proposition. Such elements are similar (or power-similar) to tuples of matrices in
RCF.

From the Proposition we know that we can establish equivalence classes
up to power similarity on the elements satisfying the first point from Proposition
On the elements satisfying points 2 and 3 we can establish equivalence classes
up to similarity. We can use tuples of matrices in RCF as representatives of each
of the equivalence classes. So we find all RCF matrices of prime order and from
these matrices we create tuples (RCF matrix, I,,) and (7,, RCF matrix). Then
we create tuples as all combinations of RCF matrices that are different from I,
and which have the same prime order. We check these tuples to see if they are
pairwise power-similar, and if so, we remove such tuples, leaving only one tuple as
a representative. This gives us all the representatives of the equivalence classes.

Such an equivalence class contains matrices that are similar (or power-similar)
to matrices in the group Autpg for functions that are linear-equivalent. There-
fore, we have sorted vectorial Boolean functions with non-trivial element in their
automorphism group up to linear-equivalence.

This implies that we can run an algorithm which, for a given dimension n,
searches for all matrices in RCF of prime orders and from these matrices we can
generate all representatives of equivalence classes. The implementation of the

algorithm is attached in
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Algorithm 3 Search for linear-equivalence classes
Output: list of linear-equivalence classes with representatives for each of them

1: n < integer representing the dimension in which we want to search for APN
function

2: “RCF_matrices” +— generate all possible RCF matrices

3: “all_prime_tuples” < generate all possible tuples of RCF matrices according
to the point 1 in Proposition

4: “tuples_up_to_power-similarity” <— test all of tuples from “all_prime_tuples”
for power-similarity

5. “all_le_classes” < append classes according to the point 1 in Proposition
from “all_prime_tuples” and classes according to the points 2 and 3 in
Proposition 22 from “RCF _matrices”

3.4.1 Description

As a first step, the algorithm generates all RCF matrices of the given dimension
n that are of the prime order. This is done by generating companion matrices of
prime order for dimensions less than or equal to n and combining them according
to the Theorem 21} Then the algorithm generates all possible tuples where both
matrices in the tuple are not equal to the identity matrix and both matrices have
the same prime order. Such tuples are checked for power-similarity. If there are
some tuples that are power-similar, then we select one tuple as representative of
the equivalence classes. Tuples of the form where one of the matrices is equal to
identity do not need to be checked further, since we have only defined similarity
for these tuples, and each matrix is similar to a unique matrix in RCF.

3.4.2 Results

We run the Algorithm |3/ for n € {3,...,12}. The specific results are attached in
We were able to achieve the same results for n = 7,8,9 and 10 as in [2] up
to power-similarity. The results for the remaining n have not been given.

Let us assume that p € N is prime.

° n:3

We have found 12 linear-equivalence classes of functions F' : F3 — F3 which
have non-trivial element in Autpg(F'). For ord(A) = ord(B) = p we have
found 4 equivalence classes. For ord(A) = p and B = I3 we have found 4
equivalence classes. For A = I3 and ord(B) = p we have found 4 equivalence
classes. The prime orders of matrices in RCF are 2,3, 7.

] ’n,:4

We have found 25 linear-equivalence classes of functions F' : F; — F; which
have non-trivial element in Autyg(F'). For ord(A) = ord(B) = p we have
found 11 equivalence classes. For ord(A) = p and B = I, we have found 7
equivalence classes. For A = I, and ord(B) = p we have found 7 equivalence
classes. The prime orders of matrices in RCF are 2,3,5,7.

° n:5
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We have found 43 linear-equivalence classes of functions F : F5 — F5 which
have non-trivial element in Autyg(F'). For ord(A) = ord(B) = p we have
found 17 equivalence classes. For ord(A) = p and B = I; we have found
13 equivalence classes. For A = I; and ord(B) = p we have found 13
equivalence classes. The prime orders of matrices in RCF are 2,3,5,7,31.

n==~6

We have found 74 linear-equivalence classes of functions F : F§ — FS which
have non-trivial element in Autpg(F'). For ord(A) = ord(B) = p we have
found 38 equivalence classes. For ord(A) = p and B = Is we have found
18 equivalence classes. For A = I and ord(B) = p we have found 18
equivalence classes. The prime orders of matrices in RCF are 2,3,5,7,31.

n=7

We have found 128 linear-equivalence classes of functions F : Fy — F2
which have non-trivial element in Autpg(F'). For ord(A) = ord(B) = p
we have found 56 equivalence classes. For ord(A) = p and B = I; we
have found 36 equivalence classes. For A = I; and ord(B) = p we have
found 36 equivalence classes. The prime orders of matrices in RCF are
2,3,5,7,31,127.

n=2=~8

We have found 157 linear-equivalence classes of functions F : F} — F3
which have non-trivial element in Autyg(F). For ord(A) = ord(B) = p
we have found 75 equivalence classes. For ord(A) = p and B = Ig we
have found 41 equivalence classes. For A = Iy and ord(B) = p we have
found 41 equivalence classes. The prime orders of matrices in RCF are
2,3,5,7,17,31,127.

n=9

We have found 217 linear-equivalence classes of functions F : F) — T
which have non-trivial element in Autyg(F). For ord(A) = ord(B) = p
we have found 111 equivalence classes. For ord(A) = p and B = Iy we
have found 53 equivalence classes. For A = Iy and ord(B) = p we have
found 53 equivalence classes. The prime orders of matrices in RCF are
2,3,5,7,17,31,73,127.

n =10

We have found 401 linear-equivalence classes of functions F : F3’ — F3°
which have non-trivial element in Autyg(F). For ord(A) = ord(B) = p
we have found 247 equivalence classes. For ord(A) = p and B = [}p we
have found 77 equivalence classes. For A = I15 and ord(B) = p we have

found 77 equivalence classes. The prime orders of matrices in RCF are
2,3,5,7,11,17,31,73,127.

n =11

We have found 431 linear-equivalence classes of functions F : Fy' — Fy'
which have non-trivial element in Autyg(F). For ord(A) = ord(B) = p
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we have found 257 equivalence classes. For ord(A) = p and B = [}; we
have found 87 equivalence classes. For A = [}; and ord(B) = p we have
found 87 equivalence classes. The prime orders of matrices in RCF are
2,3,5,7,11,17,23,31,73, 89, 127.

n=12

We have found 536 linear-equivalence classes of functions F : Fy* — Fy?
which have non-trivial element in Autyg(F). For ord(A) = ord(B) = p
we have found 344 equivalence classes. For ord(A) = p and B = I
we have found 96 equivalence classes. For A = 5 and ord(B) = p we

have found 96 equivalence classes. The prime orders of RCF matrices are
2,3,5,7,11,13,17,31,73, 89, 127.
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4. Function Trimming

This chapter focuses on the other approach to finding APN functions. The basic
idea of this method is to restrict a function in dimension n to the dimension n—1.
We will introduce the notion of trimming a function and show how we can restrict
the search space up to EA-equivalence. The functions obtained do not have to be
APN, so we need to check this property. The first section introduces the notations
and definitions. In the second section we will show that the EA-equivalence can
reduce the search space, and in the third section we will introduce the algorithm
based on the theory presented in the first two sections. In the this chapter we
will use the information provided by [5, Section 3].

Our contribution is to present the theory in a clearer way, to prove the state-
ments in more detail, to present our own implementation of the algorithm for
finding a trim spectrum of a given function, which was approached independently
from the implementation provided on the GitHub repository by the authors of
[5], to describe the algorithm in the context of the theory from this chapter, to
introduce a function for computing function G : Fy~* — F2~! based on the trim
of a function F' (where F : Fy — F7) and to replicate the results presented in [5]
and make them available on the GitHub repository.

4.1 Definitions and Notations

We begin by defining the extension and restriction of two vectorial Boolean func-
tions based on [5 Section 1].

Definition 35. Let n,m € N where m < n and let F : F; — Fy and G : Fy' —
F5" be two vecotrial Boolean functions. We say that F' is an extension of G' and
that G is restriction of F', denoted by G < F', if there exists an affine injective
mapping ¢ : Fy' — Fy and affine surjection ¢ : Fy — Fy' such that

G=poFodg.

In this chapter we will assume that m = n — 1. So our mappings from the
previous definition are ¢ : F§ — Fy ' and ¢ : F3~! — F3.

Suppose we have a given vectorial Boolean function F' : Fy — F;. As n
increases, finding all possible restrictions G < F, G : Fy ' — Fy~', becomes
infeasible already for very small values of n. So we try to find some constraints
for a more efficient approach.

Definition 36. For an element o € Fy \{0}, we define as a the following set
at ={z €Ty | (a,r) =0}

We say that a* is orthogonal of . We denote complement of ot as at (the
complement is the set Ty \at).

The set o is a hyperplane, which means that a* is of dimension n — 1. The
important fact is that for every hyperplane there is an element @ # 0 such that
the hyperplane is of the form a*. This follows from the fact that we can find an
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orthogonal basis B of the hyperplane and then find « such that B U {a} is an
orthogonal basis of the whole vector space. The following definitions are given in
[5, Section 3.

Definition 37. Let § € F5 and v € Fy such that (3,v) = 1. We define projection
p(ﬁy) of B to v+ as

py Ty =yt
r—=x+ (7).

The assumption (3,v) = 1 implies that 8 & v*. Since we mentioned that
the orthogonal of an element is a n — 1-dimensional linear hyperplane, we can
represent 5 as the direct sum Fy = v+ @ {0, 3}. Therefore any vector z € Fy can
be written as = x5 @ z.,, where 25 € {0, 3} and x., € v*. Using the projection
to v+ we get pg/) (x) = x,. Thus with this projection we can define trim of a

vectorial Boolean function.

Definition 38. Letn € N, n > 2, 5 € Fy be a non-zero element and let H C Fy
be a hyperplane of dimension n—1, so that H = o or H = o for some non-zero
a €FY. Let e € FYy be zero if H = ot and € € o otherwise, and let v € Ty \3+.
The trim of a function F' along (H, [3) with respect to €, is then defined as

TilsF - at — At

F(z +e¢) if F(x +¢€) € 4+

)
T+ oF(x+e¢€)=
Pp ( ) {F(x +¢€)+ 3  otherwise

We can easily see, that the trim of a function is well defined, since
ilF (@) =p) o F(a+ €)= Flz+¢)+ 6 (7, F(z +0))

and (v, F(x+e¢)) = 0 if and only if F(z+¢) € v+ and (v, F(z+¢)) = 1 otherwise.

4.2 EA-equivalence of Trim Spectrum

In this section we start with three important statements. The first is that all
trims of a function are affine-equivalent. In the second proposition we will prove
that every restriction of the vectorial Boolean function F' is EA-equivalent to a
trim of F', and in the third we will show, that if two vectorial Boolean functions
are EA-equivalent, then their trims are also EA-equivalent.

The following proposition and proof are based on Proposition 1 from [5], Sec-
tion 3]. The proof is described in more detail in this thesis.

Proposition 25. Letn € N, n > 2. For a fized choice of (H, 3) with 5 € F3\{0}
and H C FY being a hyperplane of dimension n — 1, all trims of F along (H, [3)
with respect to some €, are affine-equivalent.

Proof. We want to prove the statement for all possible combinations of ¢ and

~. Therefore we start by fixing 7. Since v must satisfy the definition of trim of
a function, we know that v € Fy \$+. Suppose that H = ot for some o € F.
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This implies from the definition of trim that we have only one possible choice for
¢ and that is € = 0. Thus for the fixed choice of 3, H = o and v we have only
one possible trim.

Now let us assume that H = aL. Thus we know that € & a-, which implies
that € € Fj \a*. So let us assume that we have ¢, ¢ € Fy \at. Notice that since

Fy = (IE‘;L \ozl> @ at, then any element x € Fy can be written as x = x; @ o,

where z; € Fy \at and 2, € a’.

that ¢ = € + ¢,. Thus

Therefore there exists element ¢, € a such

TilsF (@) = ) o Fla+¢)
v+ )+ By Fla+ )

P
Flx+es+e€)+ 0y, Flx+e,+e))
F(
,0

(:c +€a) +€) + 87, F((z +€) +¢))
o F((x+e€,)+e)
= Tlsl (v +e).

This implies that TIS[IQBF () =1,0 TélﬁﬁF o Aj(x), where A; is an affine permu-
tation such that Aj(x) = I,,(x) + €4, therefore Té/ﬂﬁF (x) is affine-equivalent to
TilsF (x + €q).

Now suppose we have fixed ¢ € F}. Suppose we have v,+ € Fy \S+. Let us
define the following mapping @) as

Q:v ="
x4+ By, 1)

We want to prove that such a mapping is bijective and linear. For the bijection we
start with the kernel of Q. Let us choose any = € 4+, thus z + 3 (v, 2) = 0 <=

= [ (v, z). Now we have two possible cases. First, if (7/,z) = 0, then z = 0.
Second, if (y/,x) = 1, then = 3. But we know that x € vt <= (1,7) =0,
and since z = (3 it must also hold that (3,7) = 0. But since v € Fj \ 3+, it implies
that (7, 3) = 1, which is a contradiction. Thus Ker(Q) = {0}, which implies that
@ is injective. For the surjection let us assume that we have g, 7, € v+ such that

y1 7 yo and Q(y1) = Q(y2).

(3/1):@( )
i+ B0 ) =y + B0 v2)
(y1 +42) + B +y2) =0
Qy1 +y2) =0

We know from the Ker(Q) = {0} that y; + yo = 0, which implies that y; = y».
This is a contradiction. Therefore @) is bijective.

For linearity we define a matrix I' which has n rows and each row is equal
to . Therefore I'(z) has a value of either 0 or 1 in each row. This value is
exactly the value of (7, x). Let us also define the matrix B = I,,(3). Therefore
BI'(x) = B (7', x). Now let us look at I,,(x)+ BI'(z). This is equal to Q(x). Thus
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Q(z) = I,(x) + BI'(x) = (I, + BT")(z), which is a linear mapping. Hence

Qo Tl sF(x) o Iy(x) = Qo pf’ o Flx +¢)
=Qo(Flz+e)+B(y,Flz+e))
=Fz+e+B(v.Flz+e)+B(y,Flz+e+B(y, Flz+e))

:{F@+@+5mmFu+a>
Flx+e)+ B¢, Flx+e)+ B+ 5, 0)

where the first case occurs when (v, F(x +€)) = 0 and the second case occurs
when (7, F(z +¢€)) = 1. Since 7' € Fy\B+ we know that {7/, 3) = 1, thus both
cases are equal. Therefore

QoTglsF(x)oly(v)=F(x+e)+B{(Y,Flx+e)= Té:’:ﬁF(x)

which implies that 75 5 F(z) and T s () are linear-equivalent.

]

From the proposition, we know that the choice of € and ~ is arbitrary up to
affine-equivalence (which is a special case of EA-equivalence due to Proposition
7). Therefore we can say that the EA-equivalence class of T3l 5 F' is the trim of
F along (H, ), denoted by T p..g F'.

The following proposition and proof are based on Proposition 2 from [5, Sec-
tion 3]. The proof is described in more detail in this thesis.

Proposition 26. Let n € N, n > 2. Let F : Fy — Fy and G : Fy7! —
F5~% be two wectorial Boolean functions such that G < F. Then, there exists
a f € F3\{0} and an affine hyperplane H C Fy of dimension n — 1 such that
G ~EA THwﬁF.

Proof. We have G < F', which means from the definition, that there exists an
affine injective mapping ¢ : F5~' — F5 and an affine surjection ¢ : Fjy — Fy~*
such that
G=ypoFog¢p.

Since ¢ is an affine mapping, we can rewrite it as ¢ = ¢ + €, where ¢ is the linear
part and € € Fy is a constant.

Let us assume that ¢ : -t — Im(gg) We know that ¢ = ¢+ € is an injective
mapping. Therefore $ is also an injective mapping. It is also straightforward to
see that Vk € Im(¢) 3l € F2~! such that [ — k. So all together we know that

¢ is a linear bijection, thus an isomoprhism. Therefore Im(¢) is a hyperplane,
which implies that Im(¢) = a* for some non-zero o € F§. We can also rewrite
the mapping ¢. Suppose ¢ = ¢ + b, where ¢ is the linear part of the mapping
¢ and b € F3~'. The mapping @ is a surjection, since ¢ is surjective. Since
@(z) is a linear mapping, it can be represented as a (n — 1) X n matrix over
Fy. Let the matrix be M, then Vx € Fy: ¢(x) = Mz. The mapping ¢ is
surjective, so rank(M) = n — 1. This means that the matrix M consists of a
linearly independent sequence of column vectors with cardinality n — 1. Suppose
that P~!is an n x n permutation matrix, permuting linearly independent n — 1

columns of M to the left. Then we have

MP™ = (A" 0),
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where A is an invertible (n — 1) x (n — 1) matrix and o is a column vector
froijSil, which is the remaining column from M. Now look at the mapping
Go¢t:Im(¢) — F3~'. We need to rewrite this for future use.

Gog l(x)=(poFog)od ' (x)
:gpoFo(gg—i—e)ogg_l(x)
=gpoFo (gi?(q;_l(x)>+e)
=poF(r+e)

— (F+b)oF(a+e)
=poF(r+e)+b

Now we want to get the equation for the trim 7 p..g F' for some affine hyper-
plane H C Fy and § € F;. We will use the following equality for a vector in
F5. The further notation is not strict because it combines matrices, mappings
and elements from [y which are included in the matrix notation, but introducing
some new notation including the dimensions of the elements would only be more
confusing.

(A (Go 55—1(1-))> _

0 0
_(AM(F(z+e)+ b))>
0
Ab
0

The last equation can be rewritten using the vector e,, which is a zero vector
with 1 at the n-th position.

(FC ) iy (V) e r sy + ()
A

— P(F(z+¢)+ ( 1") (PTe,, F(z +€)) + (f‘éb>
=r <F(:c +e)+ P! <Af> (PTey, F(z +€)) + P! (f‘(l)b»

Now we rearrange the last equation and multiply it by the P~! matrix from the
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left. We then get

p! (A (@ Of_1<x>)> + P! <A0> — F(z+e) + P! <A0> (PTe,, F(z +¢))

Alo v = PTe, and H = Im(¢). Finally, we want to show, that G

is EA-equivalent to the 7 .. F. To do this, we use the last equation

o (A (Go 851(9:))> L p <A0> T F(2)

for § = P!

0

(A (Go g—l(x))> N (Aa

(i ) (96 910
£33 Yo )
()-8 e

The last step is to multiply both sides by a (n—1) x n matrix, which is composed
of the matrix I,,_; and the last column is a zero vector. Therefore,

G(x) = (I,.1 0) <A01 8) PThogFod@) + (Ih1 0) (g)
= (A 0)PTyopFod(x)+o

From the last equation we can see that we have satisfied conditions from the def-
inition of EA-equivalence, so we have proved that G is EA-equivalent to T g..s.
m

With this proposition, we can reduce the number of all restrictions for a given
function F' : F; — [} since the trims depend only on H, /3. For each non-zero
element o € F we can define the hyperplane as either o or af. Thus we have
2(2™ — 1) possible hyperplanes. The § is a non-zero element from Fj. Therefore
we have 2(2" — 1)? possible choices.
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Now we will establish another proposition, which stands for the fact that for
two EA-equivalent functions, their trims are also EA-equivalent, i.e. for EA-
equivalent functions F, G : F; — F5, the multiset of all possible trims of F' is the
same as the multiset of all possible trims of G.

The following proposition and proof are based on the proposition from [5]
Section 3|. The proof is described in more detail in this thesis.

Proposition 27. Let n € N, n > 2 and let F,G : Fy — Fy be EA-equivalent via
G = AsoFo(A1+ay)+as+ B with Ay, Ay € GL(n,Fy), a1, as € Fy and B being an
affine function in F5. Then, for each hyperplane H C Fy and each (§ € Fy \{0},
we have that T g..p G is EA-equivalent to T pr.pr F', where H' = Ay (H) + a; and

B =A71(8).

Proof. Let us assume that H = o or H = a' for some non-zero o € F%. Let
also v € Fy\B+ and ¢ € Fy such that e = 0if H = a* and € € ot if H = o.
Let us also define the following notation for a n x n matrix A as follows

A(H) ={A(z) |z € H}.

Now since A; € GL(n,Fy) we know that A;(H) = o/t for some o’ € F}.
We will divide the proof into three cases. We start with the case that G =
F o (A; +ap). Let us consider that H = a*. This implies that ¢ = 0. Therefore

Thil.s Glx) = G(x) + B (7,G(x))
= F(Al(ﬂf) +ar) + B (v, F (Ai(z) + a1))
=Tl Fla))

Now we specify the new variables. For H’ we know that A;(x)+a; € Ay(H)+a,
therefore H' := A;(H) + a;. Also, if ay € A;(H), then H = A;(H) = o't
and if a1 € Ai(H), then H = A;(H) + a1 # o'*. For the 2’ we know that
' € Ai(H) + ay, therefore we can define ' := A;(x) + a;. For the ¢ we can
use the fact that if a; € Ay (H), then H' = o'+, which implies that ¢ = 0. If
a1 ¢ A1(H) = o/t then we can define € := a;. Therefore

Tl F(a) = A rarp T (A1(@) +ar) if ay € Ay(H)
TZIlE/H )+ai~B F(Ai(z)) if a1 & A1(H)

which implies that the trims are affine-equivalent.
Now let us consider H = al = Fj \at. Therefore there exists ¢ ¢ at such
that H = a* + ¢. Thus

s G() = G(z) + B (7, G(2))

F(Ai(z+e)+a) + B (v, F(Ai(z+€) +ar))

F(Ai(2) + a1+ Ai(e)) + B (v, F (Ai(x) + a1 + Ai(e)))

F (Ai(z) + (a1 + Ai(€))) + B (v, F (Ar(z) + (a1 + As(e))))
Tils F(@)
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Now we set the new variables. For H' we know that since A;(x) 4+ a1 + A;(e) €
Ai(H) + a1 + Ai(e), therefore we can define H' = A;(H) + a; + Ai(e). If
a; + Ai(e) € Aj(H), then H = A;(H) = o/*. This implies that ¢ = 0. If
a; + Ai(e) € Ai(H), then H = A;(H) + a1 + Ay(¢). This implies that ¢ :=
a + Al (6)

In both cases we can write H' as H' = A;(H) + a; + A1 (¢€), but since A;(e) €
Ai(H), we can write H = A1(H) + ay.

If ¢ =0, then 2/ € A;(H) + a1 + A;(¢€), which implies that 2’ := A;(x) +a +
Aq(e). If € = a; + Ay(e), then 2’ € A;(H), which implies that 2’ := A;(x).

€y F(z /) T{I]41(H)+a1wﬁ F(Ai(z) + a1+ Ai(e))  if ay + As(e) € Ay (H)
H'~~p3 TZH—Al (e)y F (Al(l‘)) if aq + Al(ﬁ) € Al(H)

1(H)+a1~8

which implies that the trims are affine-equivalent.
For the second case let us assume that G = Ay o F' 4+ a9. Let us define
v := AL (). Then for any x € a* we have

Tiiep G(x) = G(z) + B (7, G(x))

Az (F(z+€) + B (7, A2 (F(z +€))) + az + B (7, az)
Ay (F(z+€)+ B(AT(y), F(z+€)) +az + B (7,02)
= A (Flzte)+ 8y, Flz+e) +az+ B (y,a2)
Ay
A

(Fle+e) + A" (B) (Y, Fla + ) +as+ B (7, az)
20 ;{’iﬂ’F(x) +as+ B (v, a2) .

which means that the trims are EA-equivalent. For the third case let us assume
that G = F + B and let # € a*. Then

Ti.sG(x) = G(z) + B (y,G(2))
Flz+e)+B(x+e€)+ [y, F(x+¢€) + Bz +e¢))
=Fx+e)+ 0 (7, Fx+e)+Bx+e)+5{y,B(x+e¢))
=Tl F(z)+ (B(x+e)+B(y,Blz+e))).

The element in the last brackets is an affine function. This implies that the trims
are EA-equivalent.

All together we get in each of the three cases that the trims of a function are
EA-equivalent. Since EA-equivalence is an equivalence relation, we can combine

these cases and still get EA-equivalence of the trims.
O

Because of the Proposition 27] we can define the trim spectrum of a function
F : F; — F5 which is an EA-invariant, but first we introduce the following
notation. The following definitions are from [5], Section 3].

Definition 39. Let H,, be defined as the set of all n — 1-dimensional hyperplanes
of 5. That means

Ho={a |a € F3\{0}} U {at [ a e F3\{0}}.
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Definition 40. Let n € N, n > 2. The trim spectrum of a function F' : Fy — Fy
is the multiset of all trims of F along (H, ), where (H,[3) takes all 2(2" — 1)?
possibilities, i.e., the multiset {T g F' | H € H,, 5 € Fy \{0}}.

The following proposition and proof are based on the proposition from [5]
Section 3]. The proof is described in more detail in this thesis.

Proposition 28. The trim spectrum of a vectorial Boolean function is an FEA-
invariant. In other words, forn € N, n > 2, if F,G : Fy — Fy are EA-
equivalents, the multisets {T s F | H € Hn, 8 € Fy\{0}} and {Ty.sG |
H e H,, B eFy\{0}} consist of the same EA-equivalence classes with the same
multiplicities.

Proof. We assume that the functions F' and G are EA-equivalent. Therefore we
know from the definition that there exist matrices A;, Ay € GL(n,F3), elements
ay,ay € Fy and affine function B : Fy — F5 such that

G:AQOFO(A1+CL1)+CL2+B.

From the Proposition we know that for any hyperplane H C Fj and any
p € Fy\{0} the T .5 G is EA-equivalent to T ..z F', where H' = A (H) + a4
and ' = A;'(B). Now we define the following two mappings. The first one is

v H, = Hy
HHH,:Al(H)—FCLl

and the second one is

™ F3 \{0} — F5 \{0}
BB =A1()

Since A;, Ay € GL(n,Fs) we know that the mappings ¢ and 7 are bijections.
Therefore

{Twep F|H € H,,p €Fo\{0}} ={TuwpF| HEH, 3 ecFy\{0}}.

The cardinality of the multisets from the statement of this proposition is the same
because v, m are bijections, and the multisets consist of the same EA-equivalence
classes because of the EA-equivalence of T .5 G and T gr.p F.

]

4.3 Algorithm

In this section we will present an algorithm to find the trim spectrum of a given
function F': F§ — F5y and to find APN function among the functions in the trim
spectrum. This algorithm will also convert the APN trim of a function (which is
a function from a’ to 4*) to a function G : Fy~' — F3~'. The implementation
of the algorithm is attached in [A.T1]
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4.3.1 Description

We start with the input to the algorithm. The input function can be any vectorial
Boolean function F': F; — 5. From the theory in the previous sections we know
that we can apply EA-equivalence. If two functions Fi, Fy : Fy — 5 are EA-
equivalent, then we know from Proposition 27| that their trim spectra consist of
the same EA-equivalence classes. Thus, when considering functions up to EA-
equivalence, it is sufficient to give only EA-inequivalent functions as input to the
algorithm.

In our case, the input functions will always be APN, since these functions are
in our main focus in this thesis.

The main function of the algorithm is Finding Trim Spectrum. The function
follows the theory from the previous sections of this chapter. From Proposition
we know that for a fixed choice of (H, () all trims of F' along (H, ) are
affine-equivalent with respect to some €,~. This implies that for fixed (H, () it is
sufficient to consider only one choice of € and ~.

From the Proposition [26] we know that for every G < F' there exists (H, [3)
such that G is EA-equivalent to T y..g F'. So if we consider all possible (H, 3),
then we have examined all such G : Fy ' — F3 ! up to EA-equivalence. We know
that the cardinality of the trim spectrum is 2(2" — 1), thus we have 2(2" — 1)
possible choices for (H, 3).

The function is therefore divided into two cases based on the definition of the
hyperplane H via the line 4] In the first iteration of the For loop we assume that
H = o", and in the second iteration of the For loop we assume that H = a*'.

If H = o, then we know from the definition of a trim of a function that
e=0. If H= o, then € € at, so we have to find such e with the while loop on
the line , which is only executed if H = al. Also from the definition we know
that v € F} \ 3+, so we need to find such 7 in a while loop on the line .

1: function Finping TRIM SPECTRUM(“F” n):
2: e+ 0

3: “trim_spectrum” < initialised as an empty array
4:  for H € [0,1] do
5: forael,...,2" - 1] do
6: if H =1 then
7 e+ 1
8: while (¢,a) =0 do
9: €e+—ec+1
10: end while
11: end if
12: for ge[l,...,2" —1] do
13: v 1
14: while (5,7) =0 do
15: vy +1
16: end while
17: “trim” < initialised as an empty array
18: for z €[0,...,2" — 1] do
19: if (a,z) =0 then
20: if (7,Flx @ ¢]) =0 then
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21: trim[x]<«F[z & €

22: else

23: trim[z]«F|z @ €|®S

24: end if

25: end if

26: if (a,z) =1 then

27: trim[z]<— init_value

28: end if

29: end for

30: “trim_spectrum”<—append “trim” into the list
31: “parameters”«—append [«, 3,7, €] into the list
32: end for

33: end for

34: end for

35: return(“trim_spectrum”, “parameters”)

36: end function

The output of the function is a set of look-up tables of all functions from the
trim spectrum of F' and a list of parameters «, 3,7, € used to generate a trim.
Note that the look-up tables contain 2" values, of which 2"~ ! are init_value, since
the trim of a function is only defined on 2"~! elements. These look-up tables can
still be used to determine whether the trim of a function is APN or not. For this
we use the function Is_Function APN_For_Trim, which calculates the DDT table,
using only the values for which is the trim of a function is defined, and checks if
all the values in the DDT are less or equal to 2.

Since we want to continue working with the APN trims we have obtained, we
need to transform the trim (as a function from at to 4*) into the function G
from Fy ™" to F3~*. To do this, we need to find two mappings ¢ : F5 ! — ot and
Tyt — Fy! such that G = 70T gp F oo

To do this, we implemented the function Find Function G which we will now
describe.

The F;‘_l, a’ and 4 are vector spaces of dimension n — 1, so we can find
bases of each of them with cardinality n — 1. For F5~! we can take the basis
{2021 22 . 2772} where these integers represent elements of Fj ' via their
binary notation as mentioned in subsection For at and v+ we will use the
following procedure. Without loss of generality we will only describe it for a*.

We start by finding all elements of the vector space o, since a, € at <=
(a4, a) = 0 using the function Find A1l Elements_of Hyperplane. Then we use
the recursive function Find Basis_of Hyperplane we select from these elements
a linear independent sequence of n — 1 elements vg o, V1,q, - - . , Un—2, Which is the
basis of .

Now we can use the function Find Mapping, which is based on the following
idea. Since we want ¢ and 7 to be isomorphisms of vector spaces, we can define
these mappings using the basis elements. Again, without loss of generality, we
will only describe this for the mapping .

Let us define ¢(2!) = v;, for i € {0,...,n —2}. Then for any a € Fj " we
can take the binary notation [ag, a1, ..., a, 3|, thus @ = ag2° +a;2' +ap2? +- - - +
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an—22" 2, therefore

pla) = p(ag2’ +- -+ ap»2"7?)
= app(2°) + - 4 an_2p(2"7?)
= QpV,« + -+ Ap—2UVn—2.«

= Qq,

where a, € at. so the output of the function Find Mapping on the line [7|is a
look-up table for ¢, respectively for 7 on the line [§

1: function Finp FuncTIoN G(a, 7, “trim”,m):

2 n<m-+1

3 “elements_of_ a'”«+-Find A1l Elements_of Hyperplane(a,n)

4: “elements_of v 7<~Find A1l Elements_of Hyperplane(y,n)

5: “basis_of_at” < Find Basis_of Hyperplane(“elements_of at”,m)
6 “basis_of 41”7 <+ Find_Basis_of_Hyperplane(“elements_of_y-”,m)
7 “mapping_for_a” < Find_Mapping(“basis_of_a>",m)

8 “mapping for 7”7 < Find Mapping(“basis_of y1”,m)

9: “lut” <— initialised as an empty array
10: for a €[0,...,2™ —1] do

11: output_of _trim <trim[mapping_for_a[1][i]]

12: index +— 1

13: while mapping_for_[1][index] # output_of trim & index < 2™ — 1

do

14: index < index + 1

15: end while

16: lut[i]<— index

17 end for

18: return(“lut”)

19: end function

Finally we can formulate the Algorithm [4| which, for each input function,
computes its trim spectrum and, if there is an APN function among the trims in
the trim spectrum, computes the function G : F5~! — Fy~ 1.

4.3.2 Results

The following results corresponds to some results of [5], Section 3.1] and are at-

tached in [A.12l

Fromn=7to6

First we try to replicate the results of [5, Section 3]. Let us denote F =
{F},..., Figs} which is the set of all 7-bit quadratic APN functions founded in
the [I3]. All of these functions are pairwise EA-inequivalent as it is stated in [5].
The values of these functions can be found in [I4] in a file sevenBitAPN.py. For
these functions we run Algorithm [4]

The output of the algorithm is 438 APN functions G = {G}, ..., G43s}. So for
50 functions of F there is no APN function in their trim spectrum. All of these
functions are quadratic, which was tested using the result of Proposition [13]
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Algorithm 4 Search for APN function in the trim spectrum

Input: a list “functions” of APN vectorial Boolean functions from F5 to Fy
Output: a list of APN trims of an input functions and a list of the corresponding
functions from F3 ! to Fj

1: for i € [0,..., number of input functions| do
2: trim_is_APN < 0

3 “trim_spectrum”, “parameters”’<Finding Trim Spectrum(functions|i],n)
4 while (k < number of trims in trim spectrum) & (trim_is_ APN = 0) do
5: trim_is_APN <Is_Function APN For Trim(trim_spectrum[k|,n)

6: if trim_is_APN =True then

7 “list_of_APN _trims”<«—append “trim_spectrum[k|” into the list

8 “list_of_functions_G”<—append

9: Find Function G(a,y, trim_spectrum[k],n — 1) into the list

10: end if

11: k+—k+1
12: end while
13: end for

Using the Algorithm we classified functions from G into 11 EA-
equivalence classes. This implies from the results of that functions from
two EA-equivalence classes are not in the trim spectra of some 7-bit quadratic
APN function. Those two 2 EA-equivalence classes are classes 10 and 13 from

the results [A.8] for n = 6.

Fromn=6tob5

First we used as input representatives of classes 10 and 13 from the results
for n = 6 (we choose first function from these classes in [A.8). We get that the
representative of the class 10 has a quadratic APN function in its trim spectrum
and the representative of the class 13 does not have such function in its trim
spectrum.

Next we have used 11 pairwise EA-inequivalent functions from G as an input.
We get 9 APN functions V = {Vi,..., Vo}. All of these functions are quadratic,
which was tested using the result of Proposition[13| Using the modified Algorithm
we put the functions from V into 2 EA-equivalence classes. The trim of
representative of the class 10 is EA-equivalent to one of them since we have only
two EA-equivalence classes in dimension 5 (see Subsection [2.3.3)).

From n=5to 4

We have used the functions Vi, V5, as an input to the algorithm. We get 2 APN
functions W = {W7, Ws}. All of these functions are quadratic, which was tested
using the result of Proposition [13| Since in dimension 4 exists only one EA-
equivalence class (see Subsection [2.3.3), the functions from W are EA-equivalent.
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5. Finding Quadratic APN
Functions with Maximum
Linearity

This focuses on the last method for finding APN functions presented in this thesis.
Based on the quadratic APN function G : F; — 5, we will construct a quadratic
APN function 7 : Fy*' — F3*™ with maximum linearity. In the this chapter we
will use the information provided by [5, Section 5].

Our contribution is to present the theory in a clearer way, to prove the state-
ments in more detail, to use the provided pseudo-code of the implementation
of Algorithm 1 from [5] to present our own Python implementation, to describe
the algorithm in detail and in the context of the theory of this chapter and to
replicate some of the results presented in [5, Section 5] and make them available

in [Al

5.1 Ortho-derivative of a Function

We start with the following definition which is used in Chapter [2] and in this
chapter. The definition can be found in [5, Section 2].

Definition 41. Let G : F; — T3 be a quadratic APN function. The ortho-
derivative of G is defined as the unique function ng : Fy — Fy with 7(0) = 0
such that for all a € F3\{0}, we have mg(a) # 0 and

Ve € Fy : (mg(a), Bo(x)) =0,
where B, : Fy — Fy, x — G(x) + G(z + o) + G(a) + G(0).

The definition states that the ortho-derivative is well defined and unique. We
will show, that this is true, but first we make an observation about B, in the
following lemma. This lemma is based on the statement in the proof of Theorem
1 in [5, Section 5], where it is stated without proof.

Lemma 29. Let G : F; — Fy be a quadratic APN wvectorial Boolean function.
Then the mapping B, : Fy — Fy, x — G(z) + G(z + o) + G(«a) + G(0) s linear.

Proof. Since G is a vectorial Boolean function, we can write it in the ANF as

follows .
G(z) = Z Ay, H:ci“,
ucFy =1
where a,, € Fy, x = (21,...,2,) and u = (uy,...,u,). We will divide the proof

into three cases based on the degree of an element which is contained in the ANF.
Let us start with an element of degree zero. Thus, u is a zero vector and the sum
in the ANF expression of G contains ag € F;. This means that B, contains
ao + ag + ag + ag which is a zero vector.

63



The next case is that the ANF contains an element of degree 1. Therefore,
for some fixed u (u must be a vector composed of zeros and u; such that u; = 1,
where j € {1,...,n}), the sum in the ANF expression of G contains a,z;’ = a,z;.
Thus, B, contains a,z;+a,(z;+a;)+a;0+a;0; = ay,x;+a,x;+a,o05+a,a; = 0.
So the degree 1 element of G disappears in B,,.

The remaining case is that where the ANF contains an element of degree 2
(since G is quadratic, it cannot contain an element of higher degree). Therefore,
for some fixed v (v must be a vector composed of zeros and u;, u; such that
u; = up = 1, where j, k € {1,...,n} and j # k), the sum in the ANF expression

. U5 . .
of G' contains auachx}j" = ayux;r. Thus B, contains

ayTiTy + ay(z; + o) (Tr + o) + a0 + ayajoy,
= ay(z;x) + 08 + 0 + Tpoy + ooy 4 ooy,

= QuTjQ) + QTR0

which is an element of degree 1.
Therefore, we can see, that B, does not contain an element of degree less than
or greater than one, thus B, is a linear mapping.
m

We can see from the proof, that also G(z)+ G(x+ «) is also a linear mapping.
This implies that the image of mapping the G(z) + G(x + «) is a linear subspace
of Fy.

The function B, is defined for given o € F5 \{0}. So let us fix such a. Now
we are interested in the cardinality of the set

{B|zeFy,G(x)+ Glx+ a) =5} (5.1)

The function G is defined on the whole vector space Fy, so every element of [
is mapped somewhere. Also, since G is APN, we know that for every such 3, if
G(z1)+G(z1+a) = B, then for x5 := x;+a we know that G(z2) +G(z2+a) = f.
From the APN property we also know that there are no more such = that satisfy
the equation for given (. Since the cardinality of I} is 2", we know that if we
divide the F} into sets {z,z 4+ a} such that these sets are disjoint, we have 2" !
of such sets. Therefore the cardinality of the set in is also 2”71, This implies
that the cardinality of the images of B, is also 2"}, since G(0)+ G () is constant
for given a.

All in all we have that the image of B, is a linear subspace and the car-
dinality of this subspace is 2"~!. This implies that we can find an orthogonal
basis vy, --- ,v,_1 of the subspace B,. Such a basis can be transformed into an
orthogonal basis of Fy by finding a unique vector v,, € Fy such that (v,,v;) =0
forie{1,...,n—1}.

We can now define 7 () = v,, and since such v,, € Fy exists for all a € F3 \{0}
and is unique, we have shown that the ortho-derivative is also well-defined and
unique.

The next important property of the ortho-derivatives is the following. The
proof of the proposition can be found in [12].

Proposition 30. Let F' : Fy — Fy and G : F; — F5 be two EA-equivalent
quadratic APN functions. Then their ortho-derivatives wr and mg are linear-
equivalent.
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From the Proposition [7| we know that the Proposition implies that the
ortho-derivatives 7 and 7w are EA-equivalent.

5.2 EA-equivalence of Quadratic Boolean Func-
tions

For the following section we need to prove that every quadratic Boolean function
can be expressed in a certain form given by Theorem [32] We start with Theorem
Theorem [31]is based on part (2) of Dickson’s theorem from [I7, Chapter 15].
The proof of the theorem is technical and well presented in the cited source.

Let us start by noting that from the ANF of a Boolean function we can see
that a quadratic Boolean function f : F; — [Fy can be also expressed as

f(x) = 2" Qu + L(z) + ¢,
where () is an n X n upper triangular matrix over I, with zero diagonal and L is
linear function from Fj — Fy and € € Fs.

Theorem 31. A quadratic Boolean function f :Fy — Fy such that
f(@) = 27 Qu + L(x) + ¢

where Q) is an upper triangular matric with zero diagonal, L is an arbitrary linear
function from Fy to Fy and € € Fo, is linear-equivalent to

h(y) = yoi1y2i + Li(y) + €

i=1
where 2r = rank(B) for B = Q + Q”.
Using the form of a quadratic Boolean function given by Theorem [31] we

can state the following theorem, which gives us the form of a quadratic Boolean
function up to EA-equivalence.

Theorem 32. Any quadratic Boolean function f : Fy — Fy, such that f(z) =
2TQx + L(x) + ¢, where Q is a upper triangular matriz with zero main diagonal,
L :F3 — Ty is a linear function and € € Fy, is EA-equivalent to the function

T

9(y) = Z Y2i—1Y2,
=1

where 2r = rank(Q + Q7).

Proof. From Theorem [31] we know that f(z) is linear-equivalent to
h(y) = éyzilygi + Li(y) +e.
Thus for an affine function B(y) ;leﬁned as B(y) := Li(y) + € we have that
) + BO) = 3 s

thus f~ga g, where g(y) == X21_ | yoi—192:-
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5.3 EA-equivalence of Quadratic Boolean Func-
tion with Maximum Linearity

Our goal in this section is to find for a quadratic vectorial Boolean function
F:Fyt — F3™ EA-equivalent function 7' which has a certain form using linear
functions L : Fy — F5. Then we state conditions under which the function 7°
(and hence the function F') is APN. Finally, we prove that a certain choice of a
linear function L’ holds EA-equivalent function 7" to 7. Note to the reader that
we use the notation as in [5], where (z,y), for x € Fy and y € Fy, usually denotes
the element from F5 ™.

We start by proving the Theorem [36], which is based on Proposition 4 from
[5, Section 5]. For this we need to state and prove Lemmas [33| and [34] which are
necessary for the proof of Proposition which then leads to the proof of the
theorem.

The statement of the following lemma is given without proof in the proof of
Proposition 4 in [5], Section 4].

Lemma 33. Let T : F3™ — Fyt be a vectorial Boolean function. Let t; be the
i-th coordinate function of T fori € {1,...,n+1}. Then T is quadratic if and
only if for any i € {1,...,n+ 1} function x — t;(x,0) + t;(x,1) is of degree at
most 1, where x € Fy.

Proof. For the first implication, let us assume that 7T is quadratic. This
implies that it consists of some quadratic coordinate functions. Let us take
i € {1,...,n+1} such that ¢; is a quadratic coordinate function. Such a function

can be expressed by its ANF. Hence

n+1

u;
tl(z) = Z bivu H Zi
wiy (u)<2, uEF§+1 =1
where b;,, € Fy and z = (21, ..., z,41). This can be rearranged so that
n+1 n+1
Uq Uq
wtg (u)<2, up+1=0 i=1 wip (1) <2, upt1=1 i=1

Since the inputs (z,0) and (z,1) differ only in the n + 1-th coordinate, we can
see that the first sum appears in both ¢;(x,0) and ¢;(x,1). Therefore, we are only
interested in the elements of the second sum.

For ¢;(z,0) we can see that if u,,; = 1, then z,%3" = 0' = 0, which implies
that there is no non-zero element in the second sum for ¢;(z, 0).

For t;(xz,1) we can divide the second sum based on the Hamming weight. If
wtg(u) = 2, then we have some index j # n + 1 such that u; = 1, so we have the
product z;j zytht which for (z,1) is equal to x;-” 1 = z;, which is of degree one.

If wtg(u) = 1, then we have only one possible choice of u, and that is u =
(0,...,0,1), so z,74" = 1, which is of degree 0. For wty(u) = 0, there is no such
element w such that u,.; = 1. This means that we have proved that t;(x,0) +
t;(x,1) is of degree at most one.

Now for the second implication. Let us assume for the sake of contradiction
that the function T is of degree higher than 2. Without loss of generality let us
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assume that it is of degree 3. Then there exists a coordinate function ¢; which is
of degree 3. Therefore there exists u € IFSH such that u; = ux = w; = 1, where
gk, le{l,...,n+1} and j, k, [ are distinct. Since T is arbitrary, we can assume
that { = n + 1. So for such u we have that ¢;(z) contains b;,2;2,2,+1. This
implies that ¢;(x,0) contains b; , ;2,0 = 0 and ¢;(x,1) contains b; ,z;z. Thus,
ti(x,0) +t;(x, 1) contains b; ,x;x), which is an element of degree 2, contradicting
the assumption that the function z — t;(z,0) 4 t;(z, 1) is of degree at most 1.
m

Lemma 34. Let x € Fy be such that v = (x1,...,2,) and l € {1,...,n}. Let
Uxy, ... @1, %41, . - ., Ty) be a non-zero linear function from Fg_l to Fy. Then
T1To 1S affine-equivalent to xl(xy, ..., 211, T101, -, Tp).

Proof. We have ¢ which is a linear function, which means that

n
U@y, B, T, T) = Y AT,
i=1,il
where a; € Fy. Since £ is non-zero, we know that there exists m € {1,...,1 —

1,1+ 1,...,n} such that a,, # 0. Let us define the n x n matrix A. We start by
defining A as I,, with the following changes:

o the first row is a zero vector except for 1 at the [-th position,

« the second row contains the element a; at the i-th position fori € {1,...,1—
1,14+ 1,...,n} and zero at the [-th position,

o the [-th row is a zero vector except for 1 at the first position,
e the m-th row is a zero vector except for 1 at the second position.

Such a defined matrix satisfies A € GL(n, Fs), therefore if we consider the function
r1x9 as a function from Fy to Fy as (zq, x2, x3,...,x,) — T122 We get that

x1x9 0 A(x) = 2pl(X1, . X1, Tps1, - -y Tpy)-

]

The proof of the following proposition is given, in the proof of Proposition 5 in
[5, Section 5], with reference only to [8, page 173]. Thus we studied the necessary
theory and proved the following proposition.

Proposition 35. Let F': Fy — Fy be quadratic APN vectorial Boolean function
with mazximum linearity. Let f1,..., f, : Fy — Fy be coordinate functions of
F. Then there exists quadratic APN wvectorial boolean function G : Fy — Fy
with mazximum linearity such that G =~ga F and n-th coordinate function of G is
xl(z1,...,xy_1), where { is a linear function.
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Proof.  The function F' has maximum linearity. This implies that there exist
a € F} and g € F \{0} such that

Fy(a) =21 or  Fgla)=—2""1

Let us denote o = (aq,a9,...,ay) and f = (51, Pa, ..., Bn) Where a;, 5; € Fy,
i€ {l,---,n}. Since (3 is fixed, we can define the following set C := {i | 8; = 1}.
Let us denote cq,...,c; the elements from C, where k is the cardinality of C.
Therefore for any x € F; we have

(B, F(x)) = Bifi(x) ® Bafo(x) © - @ Bufulz)
= quq(x) S 502f02(x) S D ﬁckfck($)

Let us define fe(z) = fo,(z) ® --- & f.. (). From the definition of the Walsh
transform we now get

I JF(x a,T )P,z i
Fs(a) = Z (_1)(5 (@)®(az) _ Z (_1)fc( JB(az) felo).

x€Fy zelFy

F' is quadratic, thus we have two possible cases for the degree of fe(x). The first
case is that deg(fc) = 2 and the second case is that deg(fc) < 1.

Let us start with the first case. Since fe(x) is of degree 2, we know from
Theorem (32] that fe(z) is EA-equivalent to z125 @ - - - @ 9,129, where r < 7.
We want to find the value of r. Since the absolute value of the Walsh transform
is EA-invariant according to Theorem [15] we can write

+2"7 = Fy(a) = fo(a) = 3 (—1)mm@Omrw®lon) (5.2)

z€lFy
We can rewrite (o, x) as follows
(o, ) = (111 @ -+ D Qg ay) D (Qr1T2r41 B -+ D QTy) -

Thus we can rewrite the exponent from the equation [5.2] using the expression
from [8, page 173].

T1T2PB -+ - B Top_1T9r D (121 B -+ - B o, Tay) B (Qrp1T2r41 D -+ - B Qpy)

= (2122 ® 121 ® T2 D g B a10r2) (5.3)
® (2374 © 33 D uTy ® 30y D az30ry)
@ e @
© (T2r—1%2r B Qgp_1T2r—1 © Qe Tor O Qg 1002y D Qg 102y:) (5.4)

D qor41T2r41 D Q2py9Tory 0 D -+ D Qp_1Tp_1 D ATy
For i € {1,...,r} we can rewrite expressions from to using
(oi—1 B ;) (T2 B Qgj—1) = Toj—1T9; B Qi 1T2i—1 B Q2iTa; B 9109,

therefore the exponent of can be expressed as

T

@ [(T2i—1 ® rg;) (T2 D vgi—1) B Qr2i—1025] B W21 241 D - - B Ty,

i=1
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and thus
}Z(a) — Z <_1)@::1[(1722'—1EBazi)(mzz@azi—1)®a2i—1a2i}€5a2r+1$2r+1@"'@anmn (55>

z€Fy
T

_ Z (_1)@::1[(9321‘71@&21’)(@1'69&21‘71)} (_1)691.:1 091025 (_1)a2r+112r+1€9---®an3€n

xelFy

1st part 2nd part 3rd part

Now we analyse the highlighted parts of the sum. The second part is constant
because « € Fy is fixed, so the second part is equal either to 1 or —1.

In the third part we can see that if we have a; # 0 for i € {2r +1,...,n},
then for z € [y, such that z; = 0, the whole exponent has value equal to some
0 and for z € Fy, such that x; = 1, the exponent has a value § + 1 . Therefore,
such «; # 0 causes that the sum in [5.5]is equal to 0. Thus we assume that o; = 0
forie {2r+1,...,n}.

Now for the first part we will show how the values aw;_1, ay; for ¢ € {1,...,7}
affect the result of (x9;_1 @ ag;)(x2 @ ag_1) since the sum in is over all
x € F5. We have four possible cases for the values of the tuple ag;_ 1, ag; (these
are {(0,0),(1,0),(0,1),(1,1)}) and for each of these cases we have again four
possible choices for the values of the tuple xo; 1, x9;. Let us denote v := (9,1 ®
a9;) (22 B agi—1).

If we now fix i € {1,...,r}, then we can observe that for each fixed value
of the tuple aw;_ 1, as; we have v = 1 for one choice of xo; 1,29 and v = 0 for
three choices of 9; 1,79, Thus we can see that (—1)Y = —1 for one choice

of wg;_1,x9; and (—1)Y = 1 for three choices of x9; 1, xs;. Therefore, since we
consider all x € Fy, we can see that in the the sum [5.5/have impact two choices of
Z9;_1, Tg; such that v = 0 and the remaining choice of x9; 1, x9; such that vy =0
is annihilated by the choice x9; 1, z9; such that v = 1.

Thus for each i € {1,...,r} we have four possible choices for zo; 1, zo; but
only two of them affect the sum. So for all z € Fy we have 2"~2" possible choices
of the part (22,41, Tar42, ..., x,) of . For (z1,...,x9,.) only 2" choices affect the

sum, so in total we have 272727 = 27—,

All together we have that fe(a) = +2"" when a; = 0 for i € {2r +1,...,n}
and f¢(a) = 0 otherwise. Since we know from the equationthat o=l = fo(a),
it must hold that f¢(a) = £27", which implies that 7 = 1. Therefore in the case
I. we have that fe(x) is EA-equivalent to 1.

We assume that f¢ is quadratic. This implies that there are z;x,, € fe(z)
such that {,m € {1,...,n}, l # m and | < m. Therefore we can rewrite f¢ as

fe(z) = xl(zy, .. o0, 241+, @) + fo ()

for a linear function ¢ and a quadratic function f; such that zx,, € fi(z).
Since zyx, € fe(x), we know that deg(¢) = 1. Therefore we have satisfied
the conditions of Lemma [34| for x¢(z1, ..., 2;-1, 2141 ..., 2,) which implies that

xl(zy, ..., 01, %141. ..., Ty,) is affine equivalent to z25. Thus we have
fc(ﬂf) ~EA .Cljlg(.flfl, e L1, L1 - - ,an).
Now we can define a permutation matrix P, which permutes x = (z1,...,x,) into
(T1y e X1ty Ty Ty Ty 15 Tg2y -« -y T2, Ty1). Therefore
(x10) o Po(x) = (1) (21, - oo, X1ty Ty Ty 1y« oy Tp1) = Tpl(T1, .00, Tpq).
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Since 8., = 1, we can define the permutation matrix Pr such that Pp is an
identity matrix except that on the c¢;-th row we have a zero row vector with 1 at
the n-th position and the n-th row is 7. Hence

ProF(x) = Pro(fi(z),..., falx))"
- (fl(‘r)7 s 7fCi—1(x)7 fn(‘r)7 fc¢+1<x)7 ) fC(x))T

So we can define
(91(x), ..., gn()) == Pr o F o Pyx),

which satisfies that g, (z) = x,0(z1,...,2,_1). Thus if we define vectorial Boolean
function G : Fy — F5 such that its coordinate functions are g¢;, for i € {1,...,n}
we get G from the statement of the proposition.

Now we have to prove to prove the statement for the second case, and that is
for deg(fc) < 1. This implies that f¢ is an affine function, thus f¢(x) ~ga 0 using

0= ]1 o fc o) Il(l') + fC(x)a

thus for affine function B : Fy — Fy such that B(x) := (0,..., fc o Py(z)) we can
define
(91(2), - .-, gn(@)) 1= Pp o Fo Py(x) + B(x),

where g, (z) = 0.
[

Finally, we can prove the following theorem. This gives us for every vectorial
Boolean function F : Fy*' — F3™' an EA-equivalent function 7' which has a
certain form. The theorem is from [5, Section 5]. The proof is described in more
detail in this thesis with references to previous lemmas and propositions.

Theorem 36. Let I : F3™ — Fut be a quadratic vectorial Boolean function
with linearity 2". Then, there exists a function G : Fy — Fy of algebraic degree
at most 2 and two linear functions L : Fy — F5, ¢ : Fy — Fo, £ # 0 such that F
is EA-equivalent to

T: ]Fg X FQ — Fg X F2
x G(z) L(z)
) () ()
Proof. Since F is a quadratic vectorial Boolean function with maximum linearity,
we can use Proposition [35 Thus we have a quadratic APN vectorial Boolean
function H ~ga F' such that H(z,y) = (hi(z,y), ..., hao(2,9), hny1(z,y)), where
h; is the i-th coordinate function of H for ¢ € {1,...,n + 1} and h,1(z,y) =

yl(z) is the n + 1-th coordinate function of H, where ¢ is linear function. For
t € {1,...,n} we denote by

n+1

h(z)= > ap [] 2
i=1

uE]F;H'l

ANF of the Boolean function h;. Now we denote by e = (ey,...,ep41) =
(0,...,0,1) the element with n zeros and one on the n + 1-th position. By
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0"*! we mean the zero element of F4*'. Let us choose any t € {1,...,n}. We
now evaluate h; on e,,; and 0. We start with e,,;. Since H is quadratic,
then h; is at most quadratic, thus without loss of generality let h; be quadratic.

Hence
n+1

hi(e) = > aiu [] €
wiy (u)<2, u€F;l+l i=1

For each w such that wty(u) = 2 we have indices 5,k € {1,...,n+ 1}, j # k such

that u; = vy = 1. Thus in the summand for such v we have a product of e; and

e, where at least one of e; and ey, is equal to zero. Thus the product is equal to

zero which implies that the whole summand is equal to zero. Therefore we can

omit u € F4™ such that wty(u) = 2, thus we can rewrite h; as follows

n+1

hi(e) = > aiu [] €
i=1

wtp (u)<1, ucFyH!

If we have u such that wtg(u) = 1, then we have j € {1,...,n+ 1} for which
u; = 1. Since 0! = 0 we are only interested in those u where u,; = 1, therefore
we are only interested in one element v and that is u = e.

There is only one element for which wtg(u) = 0, and that is 0"™!. Therefore
we can rewrite h; again and so we have

n+1 n+1

hi(e) = Z Qi H e;’ 4+ Z Qi H e;’
i=1 i=1

wtp (u)=0, ucFyT! wty(u)=1, u€Fp+

= Qj,e + A ont1.

Using the same argument we get the h;(0"™) = @, gn+1. Now we define the affine
function B : F3™ — Fi*! as follows

0 0 O al’e T G1’On+1
0 0 O a2’e T2 a2’0n+1
B(a,y)=|: + .+ S+ S
0 0 - 0 ape Tn QA ont1
00 ---0 0 y 0

Since B is an affine function we can define the EA-equivalent function 7" to F as
follows
T=1I,1HIl + B.

Such a function satisfies
T(e) = H(e) + B(e) = 0" and T(0"*) = H(0"") + B(0"*!) = 0",

since also h,11(e) = 0 and h,,,1(0"1) = 0.

The vectorial Boolean function 71" can be expressed by its coordinate func-
tions t1,...,tns1, where t; : F5™' — Ty for j € {1,...,n+ 1} and t,4(7,y) =
hnt1(z,y). Using Lemma [33 gives us that the function z — ¢;(x,0) +;(z, 1) is of
degree at most 1 for any i € {1,...,n}. This implies that there exists an affine
function [; : F; — Fy such that

li(z) = ti(z,0) + t;(x,1) = ti(z,1) = t;(x,0) + ;(x).
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Since we know that for our choice of T it holds that ¢;(0"*!) = t;(e) = 0, we have

that
1;(0,...,0) = t;(e) + t;(0"1) = 0,
——
n times

which implies that [; is linear, since the constant from the definition of the affine
function is zero. Any t;(x,y) can be expressed in such a way that

t; (‘;) —t, (g) (y+1)+t G) .

Using the linear function [;, we can rewrite it in a way that as

t; @) — 1, <g> (y+1)+1; (f) y
— 1 <g> Y+t (g) +; (3) y+li(z)y
— ¢ @ + Ii(z)y.

Now let us define the functions g;(x) := t;(x,0) fori € {1,...,n} and the vectorial
Boolean function G(z) := (g1(x),...,gn(x)). Let also L be a linear function such
that the i-th row is equal to [; for i € {1,...,n}, so L(x) = (l1(x),...,1,(2))T.
We know that h,1 = £(z)y, therefore

ti(z,y) t1(2,0) 4+ 11 (2)y g1(x) li(x)
D=1 e |7 @0+ n@y| = o | T uw]?
tnr1(z,y) {(x)y 0 ()

() (@5):

Now we want to show, that the G in the Theorem can be chosen up to
EA-equivalence. Thus we prove the following proposition, which is given as a
remark in [B, Section 5] without proof.

Proposition 37. Let L : Fy — F3 and { : Fy — Fy, £ # 0 be linear mappings. Let
G and G' be two vectorial Boolean functions from Fy to Fy such that G ~ga G'.
Then there exist linear mappings L' : Fy — Fy and ¢' : Fy — Fy, £/ # 0 such that
the two functions

() = () () v G) = (507)(6) o

are EA-equivalent.
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Proof. We know that G =gy G’, therefore from the definition of EA-equivalence
we have the existence of Ay, A; and B such that G(x) = Ay 0 G' 0 Ay(x) + B(x).
Let T be the function

T:FixF, — F}xF,
() - () ()

T/:IF;XFQ — FSXFQ

() = 7))

We want to show, that T'~ga T’. Let us first use the fact, that G ~gr G'.

and 7" be the function

0 ((x)
_ <A2 oG o 2;():;) + L(x)y) N Béx))

Since A; and A, are bijections, we can write

_ <A2 oG o Al(”(Zo(ﬁf o ﬁi& )L); A7l o Al(az))y> N (Béx)) '

Now we define L' := A;' o Lo A7! and ¢' := £ o A7*. Therefore we get
_ (A20(G'+ Ly) o Ay(2)) | (B(z)
B (£'0 Ay(2))y 0 )

We can also define A5 and A] as

Ay Fy xFy —  FyxFy Al FyxFy —  TFyxFy
()= () () = ()
Y ) ) Y

BlngXFQ — FSX]FQ

) - ()

Therefore, both Af, and A) are still affine bijections, and B’ is still affine function.
Therefore, we can write

() ()4 ()
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This is the definition of T'~ps T’, so we have proved the proposition.

[]

Since we are interested in APN functions, we state the following theorem
which gives us conditions under which the function 7" from Theorem [36|is APN.
The theorem is given as Theorem 1 in [, Section 5]. The proof is described in
more detail in this thesis.

Theorem 38. Let G : F; — Fy be a quadratic vectorial Boolean function. Let
L:Fy =Ty and 0 : 5 — Fy, € # 0 be two linear functions. Then

T: Fg x [y — Fg X [y
x G(z) L(x)
()~ () ()
is APN if and only if the following two assertions hold:

1. G is APN
2. (rg(a), L(a)) = 1 for all a € F3\{0} with ¢(c) = 0.

Proof.  Recall, that if T is an APN function, then it means from the definition
it follows that Ya € F3*' a # 0 and Vb € F5*! the equation for any z € Fyt!

T(z)+T(z+a)=0

has at most two solutions. This can be written as Va,vy € Fy and V3,6 € Fo
((a, B) # (0,0)), the equation

r(o)er () - ()

has at most two solutions (z,y) € Fy x Fy. Using the definition of 7" we get

T T+« Y
T +T =
(o) (5) - ()

G(z) L(z) Gz + «a) L(z + «a) (7

( 0 ) + <€(x) v 0 ) T ey JO T =

G(z) L(z) Gz + «) L(z) + L(«) (7

( 0 ) )V 0 ) T L)+ ae) )W =

z+a) L(a) L(z) L)) 5 _ (7
> + (e(@) y+ <€(x) Bluay)?=\s) ©GO
Since (o, 8) # (0,0) and 8 € Fy, we can divide the proof into two separable cases.
In the first case we assume that g = 0, which implies that « is not a zero vector.
In the second case we will assume that 5 = 1, so a can be a zero vector. So let
us start with the first case. = 0 and fix some arbitrary «. For our fixed a we

recall that the mapping B, : F; — Fy, x — G(z) + G(x + a) + G(0) + G(«) is
linear due to Lemma 291

R
«Q
=

+
L)

+

o
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Now we divide the proof again into two cases. First we assume that y = 0.

Then we have f =0,y = 0 and « is a non-zero vector from Fy. We assume that
T is an APN function.

o)+ (3)- ()
(o) (538) = ("5 () o (R0)0+ (50

_ (G(x) + g(x + a)>

)r (i) () ) e

This implies that § = 0. For the sake of contradiction, let us assume that G is
not APN. Then the equation G(z) + G(z + «) = ~ has at least three solutions.
Without loss of generality, let us assume that the number of solutions is three.
Denote them x, x9, z3. Thus this three solutions satisfy

) )05 ) ).

where i € {1,2,3}. But this is in contradiction with 7" being an APN function.
The second property that (rg(a), L(a)) = 1 for all a € Fy \{0} with £(«) =0 is
satisfied, since in this case we have shown, that the equation is independent
on L(a) and ¢(«).

Now let us assume that the two conditions from the statement are satisfied.
We want to show that T"is then an APN function. The proof is straightforward,
since we assume that G is an APN function and we have the following equation

)l (7 0+) )

Thus 7" is an APN function.

Let us further assume that since 7" is an APN function, that (s1,0) and (s}, 0)
are the only solutions for some fixed o,y and = 6 = 0. Now suppose f =0,y =
1 and « is a non-zero vector from F.

P ()= (o) () () o ()
_ (G(x) +G(z+a)+ L(a)>

(o)
-0

T is an APN function, therefore the equation above have at most two solutions,
denoted for example by x1,xe. Therefore G(z) + G(x + «) + L(«) = v must be
satisfied at most for these two solutions x1, z5 since ¢(«) is a constant for a fixed

Therefore
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choice of a. L(a) is also a constant, so from G(z) + G(z + a) + L(a) = v we
know that G must be an APN function.
Now we want to prove the second property. From the equation of B, we know
that
G(z) + G(z + a) = Bu(z) + G(a) + G(0).

. @ 7 <I + a) B <G(m) + G(;(OT) o) + L(a)) B @

— <’y +G(x) + ng: +a)+ L(a)) _ g)

— (7 +G(a) + G(0) + L(a)) _ (Ba(x)>

Therefore

0
<= B,(z) =7+ G(a)+ G(0) + L(«)

Now let us assume that v + G(a) + G(0) € Im(B,,) and ¢(a) = 0. This means
that there exists some so such that B,(s2) = v+ G(a) + G(0). Moreover

Bu(s2) =7+ G(a) + G(0) & B,(s2) = G(s9) + G(s2 + a) + G(0) + G(a)

which implies that G(s2) + G(s2 + o) = . Since G is an APN function, we can
assume that there is also s, which satisfies the same as s5. Also, since

Ba(s3) = 7+ G(a) + G(0) & Ba(sz) =7 + Gla) + G(0) + L(a),

it is equivalent to L(s2) being a zero vector. Overall, since f(a) = 0, L(a) is a
zero vector, then

. (1> iy ( + a> _ <G<52> +Glont a)> B @ |

Therefore (s2,1) and (s, 1) are solutions of the equation for some fixed a,~ and
f =6 =0. But (s2,0) and (s},0) are also solutions of the equation which
implies, that we have four solutions for some fixed a,y and g =9 = 0. This is a
contradiction.

Therefore v + G(a) + G(0) ¢ Im(B,) whenever ¢(a) = 0 and since B,(z) =
v+ G(a) + G(0) + L(«) it implies that L(a) ¢ Im(B,). From the definition
of B, and ortho-derivative function 7wg(a) we know that Im(B,) = {z € Fy |
(ra(a),z) = 0}. Thus L(a) € Im(B,) <= (ng(a), L(a)) = 1.

Now for the other implication. So let us assume, that the two conditions from
the statement are true. Since we assume that (mg, L(a)) = 1 for o non-zero
vector from Fy with ¢(«) = 0, then L(«) is a non-zero vector. This means, that
every solution of

)en ()= (0 ) () s
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for some fixed a,y and 5 = 0 = 0 cannot be a solution of the equation [5.7, We
can rearrange the equation [5.8] as follows

v EATIE T C el G(z)+Glx+a)) _ (v+L(e) '
1 1 0 )
Since L(«a) is a constant for some fixed «, and we assume that G is an APN
function, this implies that 7T is also an APN function.
Now we move to the case § = 1. Thus o € F;. Suppose T is an APN

function. We want to show that the two conditions from the statement hold.
From the equation [5.6| we get for y = 0

(o) e () = () () + (1)
_ <G(x) - G(gc(;rf)oé;L L(x + a)> _ (7) (5.9)

and for y = 1
r(i)er ()
_ (G(:c) + Gz +a) +L(:c)> _ (’y) (5.10)

Let us assume for a contradiction that G is not an APN function. Then for some
value € € Fy we have that z1, 2, and z3 are solutions as follows

I
N
Q
&)
+
°Q
=
+
Q
N
_|_
//
o~
2O
N
+
N
~
S
N
_|_
/
o~
2O
N

e=G(x1)+ G+ o) = G(xg) + G(og + o) = G(as) + G(z3 + ).

From the equation [5.9) we know that G(x) + G(x + a) = v + L(z) + L(a). We
can assume, that e = v+ L(z1) + L(«). Therefore

e+ L(z1+a)=y=¢€+ L(z1) + L(a)
and also
e+ L(xg+a) =7 =€+ L(xy) + L(a)
e+ L(xzs+a)=v=¢€e+ L(xs) + L(a)
This implies that L(z,) = L(x9) = L(x3). Thus for i € {1,2,3} we have

r() ()= 0)

but this contradicts the fact that 7" is an APN function. Thus G is APN.

Now the second condition of the statement. It is easy to see that x + « is
a solution of [5.9] if and only if z is a solution of [5.10] Therefore, the equation
has at most two solutions if and only if the equation has at most one
solution. This is the case if and only if the following mapping is injective.

H, : T2 — Fo x T,
G(x)+ Gz + a) + L(x)
zos ( i )
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Now we use a little trick. Let us pick an arbitrary element x € Fy and a non-zero
element w € Fy. Let us consider

Ho(2) + Ho(z + w) = (G@) +Gx+a)+Gr+w) +Gr+wta)+ L@)) |

t(w)
We know that G is of algebraic degree at most 2, thus the mapping
r—=Gx)+Gr+a)+Gr+w) +Gr+w+a)

is constant because of the following. Let us assume that © = (z1,...,2,), a =
(1, ... 0p), w= (wy,...,w,). If G contains a quadratic element as a result of
multiplication of the i-th and j-th coordination, then G(z) + G(x + o) + G(x +
w) + G(x + w + «) will only remain constant since

zij + (@ + oq) (2 + o) + (@ + wi) (2 + wy) + (@ + wi + o) (25 + w; + )
is equal to a;w; + ajw;. If it contains a linear element, then

Therefore,

Ho() + Ho(z +w) = Ha(0) + Ha(w) — (Bw(o‘g)(;L(”)) |

To prove, that H, is injective, we look at the kernel of the mapping, that is,
when the right-hand side is equal to zero. If the right-hand side is equal to 0,
this implies that H(0) and H(w) map onto the same element. The right-hand
side is equal to the zero vector if and only if L(w) € Im(B,,) and ¢(w) = 0. Thus,
for the mapping H, to be injective, we need to L(w) ¢ Im(B,,) for all w non-zero

vectors with £(w) = 0.
[

For the following, we need to give two definitions and a lemma. Definition
and Definition 43| are given in [5, Section 5]. Lemma |[39|is based on the comment
from [5, Section 5] after the proof of Theorem 1.

Definition 42. Let G : F; — F3 be a quadratic APN vectorial Boolean function.
Let L : 5 — Fy be linear and ¢ : 5 — Fo, ¢ # 0 such that

T:F}xF, — FlxF,

x G(z) L(z)
() = () ()
is APN. If T is APN, we say that the tuple (G,0, L,¢) yields an APN function

T and we say that T is an APN extension of GG in standard form.

Lemma 39. Let G be a quadratic vectorial Boolean function. Let L : Fy — Fy
and € : By — Fy, £ # 0 be linear functions such that the tuple (G, 0, L, () yields
an APN function T. Then L is of rank n or n — 1.
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Proof. Consider a mapping

Hy :F2 — F x Ty

R <G(m)+G(€x(;—>oz)+L(x)>.

We know from the end of the proof of Theorem 38| that for a non-zero element
w € Fy which satisfies the condition of the second statement of Theorem [38, H,
is injective. Suppose « is a zero vector. The mapping

H():F;l — ]FSX]FQ
L(x)
o (1)

is still injective, which means, that the matrix ( ) must be of a rank n, since

14
the matrix is of a dimension (n + 1) X n. Since ¢ is a row vector, the rank of L
can only be n or n — 1.

O

Definition 43. Let G : 5 — Fy be a quadratic APN wvectorial Boolean function
and wg be ortho-derivative of G. Let ¢ : Fy — Fy be linear mapping such that
¢ #0. We define the following set

Lo ={L e L(F,F3) | (ma(x), L(z)) =1 for all x € F5\{0} with {(x) = 0}.

From Theorem [B8 we have conditions under which the function 7' is APN.
Now we are interested whether some choice of linear mappings L and ¢ from
Theorem [38] gives us an EA-equivalent function to 7. This is in the scope of the
following proposition, which is Proposition 6 from [5, Section 5]. The proof is
described in more detail in this thesis.

Proposition 40. Let n € N, n > 3. Let G : F; — 3 be a quadratic mapping,
L :Fy — F5 be linear and ¢ : Fy — Fy, [ # 0 be linear such that (G, 0, L, () yields
an APN function T'. For all p,v € Fy, the tuple (G,0,L + B,, + (v, {) yields an
APN function EA-equivalent to T, where B, : Fy — Fy, x — G(x) + G(x + p) +
G(n) + G(0).

The functions L + B, + (v are pairwise distinct for p,v € Fy. Moreover, for

every p € [y, we have

[{v € Fy | Rank(L + B, + fv) = n}| = 2",
{v € Fy | Rank(L + B, + fv) =n — 1}| = 2",

Proof. For an element ¢ € F5, let us consider the linear involution

M. :Fy xFy — FyxFy
T T+ cy
Y y )
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For 1 € Fy, let us consider the function

TL:FQXFQ — FgXFQ

() o ra (7)< (10500,

The function M, is a linear involution, thus it is an affine permutation. The

function ((L(u) - (5((5)) + G(O)) y> (;‘)

is linear, thus it is an affine function. This means that T[L ~pa 1. We can rewrite
Tl; as follows

R o
() (0 GG,
_ <G(:Iz + uy)) N (i((;riﬁgb - (L(u) +G(p) + G(O)) )

Since y € Fy, we can rewrite the first two summands and get the following
G(z + py) Gz + py) + L(z + py)
= 1
( 0 (+1)+ Uz + py)
L(p) + G (p) + G(O))
+
( (p) i

The first summand is only relevant if y = 0 and the second summand is only
relevant if y = 1. Therefore

_ (Géw)) (1) <G<x 78: " ig + m) - (Lw) + %) + G<o>> .
_ (G(()x)) 1)+ (G(z ) 2} + L) - L)+ Gl + G(O)) ,
_ <Géx)> 1)+ (G(x + ) + G(g(;;t G(0) + (@) .

_ <ng)> . (G(m) + Gz + p) ng) +G(0) + L(x)) .

- (Gé@) . ((BM e <x>> ,

Since G'is at most of algebraic degree 2, we can use Lemma [29] thus B,, is linear.
Therefore B, + L is also linear, so we have T;L in the form as in Theorem . This
means that the tuple (G,0, L + By, () yields the APN function T7,.

For an element v € [} we have that M, is by definition a linear involution,
thus it is an affine bijection, so M, T =g T. We can also rewrite M, T, thus we
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get

M,T (;) ~ My <<G8x>> (y+1)+ (G@)g(z )L@)) y)
G@X%+D+G@M+L@w>

e
(

_ (G(zv) + L(x)y + ﬁ(x)y%)

_ (G(x) (L +tv) (x)

- () (M)
which is again has the same form as in Theorem . Thus, the tuple (G, 0, L+, )
yields the APN function M,T. We can combine T}, and M, T  and we get that the
tuple (G,0, L + B, + (v, () yields an APN function M, T}. Since T ~pa T}, and
T ~pa M, T. Therefore M, T ~ga M,,Tl’“ which leads to T ~ga M,,T;.

Now we want to prove, that L + B, + (v are pairwise distinct for p,v € 5.
This can be proved by showing that the linear mapping

J:FrxF? — L(FY,FY)

(u) = B, + v
v

is injective since L in L+ B,,+ (v does not depend on p, v. For this, we will show,
that the kernel of J is trivial. Suppose, that we have a non-trivial element in the
kernel of J. This means that for all z € F3, we have B, () + {(z)v = 0. Now
we can only consider all x € F} for which ¢(x) = 1. This implies B,(z) = v. We
know from the assumptions, that 7" is an APN function, so by Theorem G is
an APN function. Since B, (z) = G(z) + G(z + pn) + G(n) + G(0) = v it follows
that
G(x)+ Gz +p) =v+ G(p) + G(0)

has at most two solutions for every non-zero p. Thus the only way the equation
can be satisfied for all x € Fj is if p is a zero vector. Therefore, B, (z) =
G(z) + G(xz) + G(0) + G(0) is a zero vector. It follows from B, (z) = v that v is
a zero vector. So the kernel of J must be trivial.

Now we have to prove the last statement. Let us fix an element p € Fy and
let us define L' := L 4+ B,,. Now we will divide the proof into two cases based on
the rank(L').

In the first case we assume that rank(L') = n. Let us fix a v € F;. We are
interested in rank(L’ + ¢v). To examine it, we focus on the kernel of L' + /v.
Since we are interested in all x € F§ such that L'(x) 4+ ¢(x)v = 0, we will divide
the proof into two cases based on the value of ¢(z).

In the first case, we focus on all x € Fj such that ¢(z) = 0. Therefore,
L'(z) + ¢(x)v = L'(x) = 0. Since we assume that rank(L’), we know that L' is
invertible, so L'(z) =0 < x =0.
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In the second case, we focus on all z € Fj such that ¢(z) = 1. Thus, we have

L'(zx)+v=0 <« L'(x)=v
— =1L
— (L' '(v) =1

Since ¢ # 0, note that dim(Ker(¢)) = dim(F3) — rank(¢) = n — 1. Therefore
{z | £(x) = 0} = 2L Since Im(¢) = {0, 1}, then [{x | {(z) = 1}| =2"—2""! =
2n—1,

Therefore, if v € Fy is such that ¢(L'~'(v)) = 1, then Ker(L' + fv) =
{0, L’~*(v)}. This implies that dim(Ker(L' + ¢v)) = 1. Therefore rank(L'+{v) =
dim(Fy) — dim(Ker(L' + v)) =n — 1.

If v € Fy is such that ¢(L'"*(v)) = 0, then Ker(L'+ fv) = {0}. This
implies that dim(Ker(L' + ¢v)) = 0. Therefore rank(L' + (v) = dim(Fy) —
dim(Ker(L' 4+ (v)) = n.

Put it all together, if rank(L’) = n, then we have 2"~! possible choices of
v ey (¢(L'"Y(v)) = 1) such that rank(L’'+¢v) = n—1 and 2" possible choices
of v € F} (¢(L'~*(v)) = 0) such that rank(L' + fv) = n.

For the second case we assume that rank(L’) # n. Then the rank is equal to
n —1 by Lemma , since the tuple (G, 0, L+ B,,, () yields an APN function. Let
us choose a v € . Again we are interested in rank(L’ + ¢r). We want to find
its value. To do this we focus on the kernel of L’ 4 ¢v. Since we are interested in
all x € Fy such that L'(z) + ¢(z)v = 0, we again divide the proof into two cases
based on the value of ¢(x).

In the first case, we focus on all x € F3 such that ¢(x) = 0. Therefore,
L'(z) + ¢(z)v = L'(x) = 0. Let us assume, that = is non-zero vector. Because of
the choice of x we know that

() (1)

But since z is a non-zero element, this contradicts the results of Lemma [39] be-
/
cause we know from this lemma that the rank of the matrix < 0 ) is n. Therefore,

L'(z) = 0 is true if and only if x = 0.

In the second case, we focus on all € Fy such that ¢(z) = 1. Thus, we
have L'(z) + ¢(x)v = 0 <= L'(x) = v. Our choice of v was arbitrary. But
since v € Fj, we can have either v ¢ Im(L') or v € Im(L’). Note that since
n — 1 = rank(L') = dim(Im(L')), then |Im(L’)| = 2! and therefore [{v | v &
Im(L)}| =27 —2n—1 = 2n— 1,

If v ¢ Im(L'), then L'(x) # v, which implies that for all € Fj such that
¢(x) = 1 we have that = ¢ Ker(L’' + ¢v). This implies, with the combination of the
previous case where ¢(x) = 0, that Ker(L' 4 ¢v) = {0}, thus dim(Ker(L' + (v)) =
0, which implies that rank(L' 4+ ¢v) = dim(F}) — dim(Ker(L' + fv)) = n — 0 = n.

Now if v € Im(L’), then we know that there exists y € Fy such that v =
L'(y). Note that dim(Ker(L')) = dim(F5) — rank(L') = n — (n — 1) = 1. Since
rank(L’) = n — 1, the L’ is not injective. Suppose y is the only solution of
L'(z) = v. This implies that 0 = L'(y) — v = L'(y — y), thus Ker(L') = {0}, but
this is a contradiction with dim(Ker(L")) = 1.
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Now let us assume that there exists z; € Fj such that z; # y and v =
L'(y) = L'(z1), then 0 = L'(y — x1). Therefore Ker(L') = {0,y — x;} and
Ker(L' + ¢v) = {0,y,x1,y + 21} which implies that dim(Ker(L' + (v)) =2 =
rank(L’' + fv) = n — 2. This is beyond the scope of this proposition.

Now suppose there exist z1,...,2; € Fy, for & € N,k > 2 such that they
are pairwise distinct and also y # x; for i € {1,...,k}. This implies that 0,y —
xy,...,y — x € Ker(L') which contradicts dim(Ker(L')) = 1.

Therefore if rank (L) # n, then we have 2"~! possible choices of v (v & Tm(L'))
for which rank(L' + ¢v) = n. If v € Im(L'), then neither rank(L’ + fv) = n nor
rank(L' + fv) = n — 1 holds.

O

Using this proposition, we can get a lower bound on the size of the set I' 4. Let
G : Fy — F5 be a quadratic APN vectorial Boolean function and let ¢ : Fy — [y
be a linear mapping such that ¢ # 0. Let us assume, that I'g ¢ # 0. Then we can
choose any p € F}, so we have 2" possible choices. For those p we have 2 - 2771
possible choices for the element v € F}. Therefore we have 2" - (2 - 2"71) = 22"
possible choices for (u,v), so |Tg| > 2%

We can give the following definition and proposition, which gives us a more
elegant way of denoting linear functions L + B, + {v for which we have EA-
equivalent functions to T' from Proposition |40l The following definition is based
on the text from [5l, Section 5]. Proposition 41| follows from the text at the end
of the first section of [3], Section 5.

Definition 44. Let G : F; — Fy be a quadratic APN wvectorial Boolean function
and let € : Fy — Fy be linear mapping such that ¢ # 0. Let L, L' € T'¢y. We say
that L and L' are I'-equivalent if there exist p,v € Fy such that L' = L+ B,,+{v.

Proposition 41. Let G : 5 — Fy be a quadratic APN vectorial Boolean function
and let ¢ : F5 — Fy be linear mapping such that ¢ # 0. Let L,L" € ', be I'-
equivalent. Then the tuples (G,0, L, 0) and (G,0, L', () yield EA-equivalent APN

functions.

Proof. This proposition was proved in Proposition 40|

5.4 Algorithm

The algorithm for finding quadratic APN functions with maximum linearity is
presented in [0, Section 5.1] as Algorithm 1. We will describe the algorithm and
its functions and put them in the context of the theory presented in this chapter.
The idea behind the algorithm is that it takes as input a quadratic APN vectorial
Boolean function G : F; — F5 and for all ¢ : F; — IF, it tries to find at least
one suitable L from I'¢,. If it finds such a L, it calculates the APN function
T :F3* — Fo* from Theorem (38 and returns it as output.

All of the algorithms are implemented in the Python 3 programming language
using Sagemath, but in this text we will use pseudo-code for better understanding.
The implementation of the algorithm is attached in [A.13]
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The core of the algorithm follows the algorithm from [0, Attachment B], thus
the functions Gen_System, Is_Extendable and Extensions and Algorithm [5|are
taken from [5]. We will use these functions and describe them in more detail and
in the context of the theory presented.

5.4.1 Description

Now we will examine functions from that algorithm. Let us start with the function
Gen_System. The goal of this function is to find L that satisfies condition 2 from
Theorem B8l Let us recall this condition:

(ra(@), L(a)) =1 for all o € F3\{0} with ¢(a) = 0.

The function takes as input a quadtratic APN function G : F; — [, the ortho-
derivative mg and a function ¢ (which is a vector from F5). The output is a matrix
M with k rows and n? columns, where k is the number of a € F} that satisfy
(¢, ) = 0. If this matrix is solvable, then the solution will give us a mapping L
in the function Is_Extendable. Then we will present the implementation of the
algorithm following the pseudo-codes of the functions

Because of the input, we have fixed mg and ¢. Condition 2 from Theorem
is only true for non-zero «, which satisfies ¢(ar) = 0, which is equivalent to
(¢, ) = 0. Let us assume for the moment that only one « satisfies this. We want
to find L such that (mg(a), L(«)) = 1. Let us denote L and « and their elements
by

Ly L - by aq
I — log log -+ gy o — Qo
lnl an e lnn Qp

and g () and its elements as

(ra(a)" = (rg(a), 75 (@), ... mg(a))’
Thus, we can write
lin L - Ly Qq liiog + Ligag + -+ - + 00,
log lag -+ oy Qo loro + logag + -+ - + lopay,
L(a) = . = )
lnl ln2 e lnn (679 lnlal + ln2051 + -+ lnnan

and therefore

111041 + 112042 + -+ llnan
n 121a1 -+ l22042 + -+ lznOén
(m(a), L(a)) = (mg(@), T (a), ..., ma(a

lnlal + ln2a1 + -+ lnnan

Using the property of matrix multiplication, we can rewrite the last equation as
follows. Since the notation is long, we will define M, as

M, = (ﬂé(a)al, oo Tma(@)an, Ta(a)an, . Ta(Q)an, ,Wg((x)an)
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Therefore we have
(ma(a), L(a)) = My - (Ii, ligy - -y lins bors ooy Loy oo bty vy Do)
Let us denote the vector with the coefficients [;; as L, thus we have
1 = (ng(a), L(a)) = M, - L.

This means that if we want to find L (which means that we want to find L), we
have to solve the equation My (L) = 1.

We have assumed, that we have only one a which satisfies (¢,a) = 0. Now
consider all such a. Suppose the number of such « is k. We can then do all of
this for each of those «, therefore we can define a matrix M, which will have k
rows consisting of M, for those a. Therefore we have the equation M - L=1,
where 1 € F¥. Therefore, if we solve the equation M - L =1, we get the matrix
L which we want. So let us put all of this into the context of the Gen_System
function. As mentioned, we are only interested in « satisfying (¢, ) = 0. This is
the reason for the condition on the line [d Then on the lines [6}8| we generate M,
and on the line [I1] we put this M, into the matrix M.

1: function GEN_SYsTEM(“G” “mg”,“07):
2: “M” < initialised as an empty list

3: for a € [1,2" — 1] do

4: if (¢,a) =0 then

5: “M,” <« initialised as an empty list

6: for bitm € [0,...,n—1] do

7 for bit.a € [0,...,n — 1] do

8: “M,” < append (bit on bit_« position in «)-(bit on bit_m
position in “mg”[a]) to the list

9: end for

10: end for

11: “M” < append “M,” to the list

12: end if

13: end for

14: return(matrix M)

15: end function

As we mentioned before, the function Is_Extendable will give us the linear
mapping L from Theorem [38 based on the output of the function Gen_System.Now
we will examine the function Is_Extendable.

On the line 2| we generate the matrix M (from the function Gen System).
This matrix, if M - L = 1 from the description of the function Gen_System is
solvable, will give us the solution f/, which contains elements from the matrix of
the linear mapping L. Therefore, if the matrix M is solvable, then we have our
desired linear mapping L. Thus we check this on the line [4]

The equation M - L = 1 can have more solutions. We want to decide whether
they are I'-equivalent or not. We will do this with some uncertainty. From
Proposition , we know that if D¢ ¢ # 0, then [Tg,| > 2%". From the definition of
I-equivalence we know, that L, L' € I'¢, are I'-equivalent if there exist u, v €
such that L' = L + B, + fv. Thus the number of I'-equivalent linear mappings
to L is 22, Therefore, if we have more than 22" solutions of ML = 1, then we

85



have |Tg,| > 22" and | Im(M)| < 2 — 22", Thus

[Im(M)] < 27 — 220 = 22 (2772 — 1) < 220 (2772 < 2m 2,
This implies that dim(Im(M)) < n? — 2n. Hence

dim(Ker(M)) = dim(F}") — dim(Im(M)) > n® — (n® — 2n) = 2n.

Using this inequality, we can check on the line [0 if there might be some I'-
inequivalent solutions by calculating the dimension of the kernel of M.

Then the function transforms the L into the 2-dimensional array and computes
the function 7' from the Theorem . The function T is from Fyt'to Fytt. As
in the Theorem [38] let the input of T be (x,y), where z € F} and y € Fy. The
first for loop on the line (14| adds values for all (z,0) to the function (which we
understand as a look-up table). The second for loop on the line adds values
to the function for all (z,1). Therefore, at the end of this function, the array T
contains 2"*! elements.

1: function Is EXTENDABLE(“G” “mg”,“0"):

2: “M” < Gen_System(“G”,“mg",“(7)

3: “v1” + vector with ones on k positions, where k is the number of rows of
“\[

4: if ML = vy has at least one solution then

5: solve: ML = vy

6: else

7 return(empty list)

8: end if

9: if dim(Ker(M))> 2n then

10: Inform the user that there may be other I'-inequivalent solutions.

11: end if

12: “L” « transform L into the 2-dimensional array

13: “T” < initialised as an empty list

14: forie0,...,2" —1] do

15: “T” + append list with integer representation of: G[i] shifted by one
bit to the left

16: end for

17: forie[0,...,2" — 1] do

18: “T” <— append list with integer representation of: (G[i] & L[i] shifted
by one bit to the left) & (¢, 1)

19: end for

20: return(“T”)
21: end function

The last function is Extensions. It’s purpose is to find all functions 7" from
Theorem |38| for a given function GG. The function gets a function G as an input.
First it calculates the ortho-derivative wg. Then, for all possible choices of ¢, it
tries to find the extension of G in standard form using Is_Extendable on the line
Bl If it succeeds, the function adds the extension to the list “sol”.

1: function ExTENsI1ONS(“G”):
2: “sol” <— initialised as an empty list
3: “mq” + compute ortho-derivative of GG
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4 forlel,...,2" —1] do

5 “T” < Is_Extendable(“G” “mg”,“0")
6 if “T” is not an empty list then

7 “sol” <— append “T” to the list

8 end if

9 end for

10 return(“sol”)

11: end function

Now we can finally examine the Algorithm 1 from [5]. Since we described the
function Extensions, the description of the algorithm itself is very straightfor-
ward. It take function from the input set G and use it as an input to the function
Extensions. If the function Extensions found n + 1-bit function 7', it add it to
the list “solutions”. After examination of all G € G, the algorithm shows founded
functions.

Algorithm 5 Classification of n+ 1-bit quadratic APN functions with maximum
linearity up to EA-equivalence

Input: set G which contains n-bit quadratic APN vectorial Boolean functions
Output: n + 1-bit quadratic APN functions with maximum linearity

1: “solutions” < initialised as an empty array
2: for i €[0,...,|G|] do

3: “T” < Extensions(G)

4 if “T” is not empty then

5: “solutions” < append “T” to the list
6 end if

7: end for

8: Show all functions from the array “solutions”.

5.4.2 Results
The results are attached in [A.14]

n="7

First we try to replicate the results of [5]. Let us denote G = {G1,...,Guss}
which is the set of all 7-bit quadratic APN functions found in the [I3]. All of
these functions are pairwise EA-inequivalent as it is stated in [5]. The values of
these functions can be found in [I4] in a file sevenBitAPN.py. For each of these
functions we run Algorithm [5]

The output of the algorithm is four quadratic APN functions with maximum
linearity in the form of a look-up table. These four functions are pairwise EA-
inequivalent. This is because all of the functions in the file sevenBitAPN.py are
EA-inequivalent.

Application to results from Chapter [2]

We have used the results of Subsection (A.8). By representative of an EA-
equivalence class, we mean the first function in the class, as given in[A.§]
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For n = 2 we know that there is only one EA-equivalence class. We applied
the algorithm to the representative of this class and got a function as an output.
For n = 3 we have only one EA-equivalence class. We applied the algorithm to
the representative of this class and got a function as an output. For n = 4 we have
only one EA-equivalence class. After applying the algorithm to the representative,
we did not get a function as an output. For n = 5 we know that there are two
EA-equivalence classes. After applying the algorithm to these representatives we
obtain a function for each of them. For n = 6 we have 13 EA-equivalence classes.
We applied the algorithm to representative of each of these classes, but we do not
get a function for any of these representatives.
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Conclusion

This thesis intended to provide a better understanding of the methods for finding
APN vectorial boolean functions and to classify them into equivalence classes
which were presented in several recent articles. We mathematically expanded
the theory from these articles, extended and clarified proofs, and provided the
implementation of the algorithm with explanations in the context of the presented
theory. We were also able to reproduce the results of the papers, demonstrating
the effectiveness of the methods.

The methods presented in this thesis can be used in higher dimensions if useful
constraints are found, providing a direction for future research.
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A. Attachments

To run the algorithms from to [A.6] Python 3, Sagemath and the Cython
Module for Python and also the sboxU library [14] must be installed. The “.py”
files are also attached to the thesis in the form of “.txt” files. All functions in the
source codes includes comments. The following Python source codes and results

are available at https://github.com/arskn/master thesis/ in the mentioned
folders.

A.1 Attachment one - Python 3 Implementa-
tion of the Algorithm from Subsection [2.3.1

The Python source code is available as chapter2-algorithm1-A1l.py in the folder
chapter?2.

A.2 Attachment two - Python 3 Implementa-
tion of the Algorithm from Subsection
- modified

The Python source code is available as chapter2-algorithm1-A2.py in the folder
chapter?2.

A.3 Attachment three - Python 3 Implementa-
tion of the Algorithm from Subsection [2.3.2

The Python source code is available as chapter2-algorithm1-A3.py in the folder
chapter2.

A.4 Attachment four - Python 3 Implementa-
tion of the Algorithm from Subsection
- modified

The Python source code is available as chapter2-algorithm1-A4.py in the folder
chapter?2.

A.5 Attachment five - Results from Subsection
2.3.2

The results are available in the folder chapter2/results-A5.

o for n =2 as chapter2-algorithml-A3-output-n2.py
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o for n =3 as chapter2-algorithml-A3-output-n3.py
o for n =4 as chapter2-algorithml-A4-output-n4.py
o for n =5 as chapter2-algorithml-A4-output-n5.py
o for n =6 as chapter2-algorithml-A4-output-n6.py

o for n =7 as chapter2-algorithml-A4-output-n7.py

A.6 Attachment six - Python 3 Implementation
of the Algorithm from Subsection

The Python source code is available as chapter2-algorithm2-A6.py in the folder
chapter?2.

A.7 Attachment seven - Python 3 Implementa-
tion of the Algorithm from Subsection [2.3.3
- modified

Running the algorithm requires Python 3, Sagemath, the Cython Module for
Python, the sboxU library [14] and the Python code Equivalence.py from [12].
The Python source code is available as chapter2-algorithm2-A7.py in the folder
chapter?2.

A.8 Attachment eight - Results from Subsec-
tion [2.3.3
The results are available in the folder chapter2/results-A8
o for n =5 as chapter2-algorithm2-A7-output-n5.txt
o for n =6 as chapter2-algorithm2-A6-output-n6.txt

o for n =7 as chapter2-algorithm2-A6-output-n7.txt

A.9 Attachment nine - Python 3 Implementa-
tion of Algorithm from Chapter

To run the algorithm Python 3, Sagemath and the Cython Module for Python
must be installed. The Python source code is available in the folder chapter3 as
chapter3 -algorithm3-A9.py.
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A.10 Attachement ten - Results from Chapter
The results are available in the folder chapter3/results-A10

o for n =2 as chapter3-algorithm3-A9-output-n2.txt

o for n = 3 as chapter3-algorithm3-A9-output-n3.txt

o for n =4 as chapter3-algorithm3-A9-output-n4.txt

o for n =5 as chapter3-algorithm3-A9-output-n5.txt

o for n =6 as chapter3-algorithm3-A9-output-n6.txt

o for n =7 as chapter3-algorithm3-A9-output-n7.txt

o for n =8 as chapter3-algorithm3-A9-output-n8.txt

o for n =9 as chapter3-algorithm3-A9-output-n9.txt

o for n =10 as chapter3-algorithm3-A9-output-nl0.txt

o for n =11 as chapter3-algorithm3-A9-output-nil.txt

o for n =12 as chapter3-algorithm3-A9-output-nl2.txt

A.11 Attachment eleven - Python 3 Implemen-
tation of the Algorithm from Chapter

To run the algorithm Python 3 and the sboxU library [14] must be installed. The
Python source code is available as chapter4-algorithm4-A11.py in the folder
chapter4.

A.12 Attachment twelve - Results from Chap-
ter 4
The results are available in the folder chapter4/results-A12
o for n =7 to 6 as chapter4-algorithm4-All-output-n7.txt
o for n =6 to 5 as chapter4-algorithm4-All-output-n6.txt

e for n =15 to 4 as chapter4-algorithm4-All-output-n5.txt
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A.13 Attachment thirteen - Python 3 Imple-
mentation of the Algorithm from Chapter
in Python 3

To run the algorithm Python 3, Sagemath, the Cython Module for Python and
the sboxU library [I4] must be installed. The Python source code is available as
chapterb-algorithm5-A13.py in the folder chapter5.

A.14 Attachment fourteen - Results from Chap-
ter

The results are available in the folder chapter5/results-A14 as
chapterb-algorithmb5-A13-output. txt.
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