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Abstract

Internet shutdowns have increasingly become a tactic employed by governments worldwide
to restrict press freedom. This research aims to investigate potential and existing efficient
methods for maintaining journalism during internet shutdowns, based on in-depth interviews
with three experts and eight journalists from regions affected by shutdowns. The results
show that common challenges journalists face during shutdowns include difficulties in
communicating with different parties, and increased government oppression. The findings
highlight several technological solutions, such as the use of different tools, as well as the
potential of satellite technology as an alternative source of internet. Regarding non-
technological circumvention, journalists emphasized the importance of maintaining a
network within both locally and internationally, as well as setting up contingency plans in
advance. Given the difficulties in circumventing a full shutdown, journalists stressed the
importance of recording and archiving news events. There is no one-size-fits-all solution to
shutdowns; effective strategies depend on various factors such as the scale and local laws
regarding certain technologies. The international communities are encouraged to engage
with locals, and to continue developing circumvention tools to address the ever-changing
political and technical landscape. Methods for categorizing internet shutdowns should also

be reviewed to more effectively identify solutions.

Abstrakt

Vypinani internetu se stale Castéji stava taktikou, kterou vlady po celém svéte pouzivaji k
omezovani svobody tisku. Cilem tohoto vyzkumu je na zaklad¢ hloubkovych rozhovort se
ttemi odborniky a osmi novinafi z regionl postizenych vypadky internetu, prozkoumat
mozn¢é a existujici uc¢inné metody pro zachovani chodu kvalitni Zurnalistiky béhem vypadki.
Vysledky ukazuji, Ze mezi bézné problémy, kterym novinafi béhem vypadku celi, patii
obtize pii komunikaci s riznymi stranami a zvySeny Utlak ze strany vlady. Zjisténi poukazuji
na né€kolik technologickych feseni, jako je pouzivani riiznych néstrojl, a také na potencial
satelitni technologie jako alternativniho zdroje internetu. Co se ty¢e netechnologického
obchazeni, novinafi zduraznili dilezitost udrzovani sité kontaktii lokalnich i mezinarodnich,
stejn¢ jako vytvareni krizovych plant v piedstihu. Vzhledem k obtizim pii obchazeni
uplného vypnuti internetu, novindii zdiraznili vyznam nahrdvani a archivace
zpravodajskychp udalosti. Neexistuje zddné univerzalni feSeni vypnuti; G¢inné strategie
zavisi na riznych faktorech, jako je rozsah a mistni zékony tykajici se urcitych technologii.

Mezinarodni komunity se vyzyvaji, aby spolupracovaly s mistnimi obyvateli a pokracovaly



ve vyvoji nastrojii pro obchazeni, které by reagovaly na neustdle se ménici politické a
technické podminky. M¢ély by se také pfezkoumat metody kategorizace vypinani internetu,

aby bylo mozné ucinnéji urcit feSeni.
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Introduction

Internet shutdowns have increasingly become a popular tactic employed by governments
worldwide to restrict press freedom and citizens’ right to information (Feldstein, 2021;
Satriawan et al., 2023), since Egypt’s then-president Hosni Mubarak took the country offline
for five days during the Arab Spring on January 27, 2011 (Arthur, 2011). This event opened

Pandora's box of network interference incidents worldwide (Bischof et al., 2023).

The internet is often perceived as a tool for information sharing that transcends traditional
media boundaries (Fuchs, 2007). As internet usage grows alongside the rise of social media,
citizens worldwide have become better informed, and the threshold for bottom-up
information sharing, which eventually affects public views and governance, has been
lowered (Feldstein, 2021; Rydzak et al., 2020; Satriawan et al., 2023). For example, internet
access enabling whistleblowers or independent journalists to expose public figures’ scandals
and address electoral violence while dodging increasing censorship in mainstream media.
This improves citizens' knowledge about their choices (Garbe, 2023; Grinko et al., 2022;
Richey & Taylor, 2018) and mobilises uprisings from grassroots movements, as internet
access provides an easy way for protesters to communicate and organise without a leader
(Chari, 2024; Feldstein, 2021; Garbe, 2023; Satriawan et al., 2023). In short, widespread
internet accessibility has ever since changed the media landscape, breaking down various
barriers to information access, ranging from geographical barriers, allowing global news
access, to language barriers, enabling information translation into other languages (Chari,

2024).

At the same time, governments worldwide have noticed the internet's power and have begun
to employ a wide variety of methods to deploy internet restrictions. They justify these actions
as necessary to prevent terrorism and attacks, and protect national security (Ayalew, 2019;
Ryng et al., 2022; Selnes, 2020). On the other hand, citizens and international communities
criticise these shutdowns as a means for authorities to suppress citizens’ right to know and
control narratives (Access Now, 2024; Ryng et al., 2022). The Committee to Protect
Journalists (CPJ) (2021) stated, “internet shutdowns have serious consequences for press

freedom and leave journalists struggling to do their job effectively.”

In recent years, an increasing amount of literature and research has been dedicated to the

topics of internet censorship, surveillance, and shutdowns. Various international non-profit
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organisations focusing on digital rights, press freedom, and technology have been working
to combat internet shutdowns through advocacy and developing tools to be used during
shutdowns (Access Now, 2024), trying to help maintain the flow of information and protect

human rights.

This research paper examines how journalists can cope with internet shutdowns to minimise
the damage to their work and sustain journalism in affected regions, addressing the following

research questions:

RQ1: How do journalists currently cope with internet shutdowns?
RQ2: What are the best ways for journalists to cope with internet shutdowns to sustain

journalistic work?

To answer the questions, this thesis will first provide an overview of the existing literature
on internet shutdowns, examining what scholars have researched and discovered on the
topic. It will then present the theoretical perspective of freedom of expression for the
information society, discussing how modern journalism has evolved due to the rise of the
internet and how authorities attempt to restrict freedom of expression through technology.
Following this, the methodology will be outlined, detailing how semi-structured interviews
with both experts and journalists were thematically coded and analysed. Finally, the findings

will be presented, followed by the conclusion, discussion, and limitations of this research.
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1. Theoretical perspectives

The theoretical framework of this research is drawn from the theory of freedom of

expression for the information society.

In the 1960s, the development of radio and television broadcast technologies sparked a
digital revolution that converted technology from analogue format to digital format (Balkin,
2003). Scholars and politicians began to discuss freedom of speech in a new light. Free
speech advocate, Alexander Meiklejohn (1965), emphasised the importance of free speech
in democracy, stating that political systems should ensure that everything worth saying is
said, but not necessarily that everyone should speak. Since then, this has become the
generally accepted scope of free speech while democratic deliberation has been a focus of

freedom of speech.

However, Balkin (2004) argues that the “digital revolution” with the rise of the internet
has altered the social conditions of speech as it drastically lowers the costs of distributing
information and makes broadcasting and publishing individuals' views cheaper and more
accessible. This ease of information dissemination enables content to cross cultural and
geographical borders, allowing citizens to innovate with and build upon existing

information. .

Therefore, in the digital age, distribution and innovation go hand in hand, and freedom of
speech should focus on individual autonomy and collective self-governance (Balkin, 2004),
rather than focusing on restricting and preventing media concentration like in the past. On
top of receiving news passively, modern journalism focus includes the active participation
of citizens and independent journalists who can deliver news via social platforms such as
Facebook or Twitter (now X). Media can obtain quotes and information from other sources,
such as private communication channels of politicians, and Telegram groups organised by
civil society, using them as launching pads for commentary. In this dynamic, listeners, like
news audiences, will in turn become speakers themselves. Ultimately, in the digital age, a
“democratic culture is a culture in which individuals have a fair opportunity to participate in

the forms of meaning-making that constitute them as individuals™ (p.3).

Under this premise, Balkin (2004) predicted that the second major battleground over
freedom of speech would be telecommunications policy. He described that “technologies of

distribution are the ‘pipes’ through which content travels” (p.17) argued that digital

12



technologies could introduce new methods of control, raising the critical question of "who
will control these ‘pipes’." Entities who control these "pipes" would govern key
communications networks, making them not freely accessible to all, and thus could restrict
access to information and harm freedom of expression. He emphasised that broadcasters,
cable companies, or satellite companies, which are subject to structural public-interest
regulation, could be the possible controller of the “pipes” and wield significant control over
these networks. He states, "freedom of speech will depend on the design of the technological
infrastructure that supports the system of free expression and secures widespread democratic

participation” (p. 5).

This prediction has been validated with the increasing case of internet shutdown, where
“pipes” like ISPs control access to the internet, undermining free expression and the modern
journalism model, with the order coming from the authorities, like the “owners” Balkin
describes. Journalism is the foundation of free speech, as media serves as a vehicle for
delivering the "raw material" of public opinion and democracy, thus enabling citizens to
exercise their rights and responsibilities in a democratic society (Merrill, 1994). Therefore,
this research aims to investigate not only technological methods but also other approaches
for circumventing repressive regimes' restrictions on information flow and press freedom

through internet shutdowns.

2. What is internet Shutdown

2.1 How the Internet Works

According to the Cambridge English Dictionary, the internet is defined as a “large system
of connected computers around the world that allows people to share information and
communicate with each other” (Cambridge University Press, n.d.). In this context,
computers encompass not only desktop computers, but also various interconnected devices
such as routers and servers managed by internet Service Providers (ISPs) like T-Mobiles or
Vodafone, and backbone networks (Shuler, 2002). Each device connected to the internet is
assigned a unique identifier called an IP address, which functions like the address of a house,
enabling devices to locate each other and exchange data (Malan, 2017). An IP address
typically appears as a series of characters, such as “142.250.1.1”. To make the experience of
using the internet more user-friendly, DNS (Domain Name System) is developed to translate

IP addresses into human-readable domain names (Comer, 2018). As Cloudflare explains, the
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Domain Name System (DNS) serves as the internet's phonebook. For instance, the domain
name google.com corresponds to the IP address 142.251.37.110!, referring to the same
destination by different names (Cloudfare, n.d.). In most countries, ISPs, organisations, or
public DNS providers like Google DNS and Cloudflare DNS manage their own DNS
servers, which vary in speed, privacy level, supported protocols, and other characteristics

(Comer, 2018).

To facilitate communication and data exchange between devices, computer scientists have
developed standardised “protocols” (Comer, 2018). These protocols define standardised
methods for performing actions and formatting data to enable devices to communicate and
comprehend each other's signals (Comer, 2018; Malan, 2017). Different protocols are
tailored for different stages of data transmission. For example, Border Gateway Protocol
(BGP) is a set of rules that determine the best network routes for data transmission on the
internet (O’Neill et al., 1998); User Datagram Protocol (UDP) protocol is used specifically
for streaming videos (O’Neill et al., 1998), and Hypertext Transfer Protocol (HTTP) is
employed for formatting data for websites and applications (O’Neill et al., 1998).

While many people believe the internet is free, its operation involves multiple hierarchical
physical infrastructures. These include undersea cables and fibre optics that carry data across
continents and regions at high speeds, and cell towers that transmit and receive radio signals
to and from mobile devices within the cellular network (Mare, 2020; Truscello, 2023).
Additionally, the internet relies on multiple stakeholders such as DNS server operators,
governments, and regulatory authorities, who manage the licensing of operators (Mare,
2020; Truscello, 2023). For individuals to access the internet, they must purchase services
from internet Service Providers (ISPs), who allocate and manage bandwidth among
customers and oversee the physical and virtual network infrastructure, including routers,

switches, and cables (Foros & Hansen, 2001).
2.2 Defining Internet Shutdown

As there is increasing reporting and research about the topic, there are many different
terms to describe an “internet shutdown”, such as “network disruptions”, “kill switches”,

and “information blackouts” (Bhatia et al., 2023). Ben Wagner (2018) pointed out that

! This is as of 23 June 2024, as large services like Google often have multiple IP addresses associated with
their domain to handle traffic efficiently.
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internet shutdowns differ from other forms of internet censorship as shutdowns “block all
content and do not attempt to discriminate what kind of content they block, whereas internet

censorship targets specific items or types of content” (p. 3921).

Different scholars and non-profit organisations have varying definitions of internet
shutdowns. Some, like Access Now (2019), define it as “an intentional disruption of internet
or electronic communications, rendering them inaccessible or effectively unusable, for a
specific population or within a location, often to exert control over the flow of information”
(Taye & Access Now, 2019, p.2). This definition includes the blocking of major internet

platforms such as Facebook or YouTube.

This paper adopts Access Now's definition to examine solutions and circumventions

applicable to a wider variety of internet shutdown cases.

2.3 How to Shut Down the Internet

Technically, at its core, shutting down the internet means disrupting the flow of data from
sender to receiver. With the various hierarchical physical infrastructures, stakeholders and
regulatory authorities, it means that there are numerous point of penetration where internet
shutdowns can be imposed, with different approaches, employing different legal means, and

at different scales (Mare, 2020; Truscello, 2023).

For example, routing manipulation is one approach at the network level. It involves
altering network routing to interrupt data traffic to other infrastructures (Bjorksten, 2022).
During the Syrian civil war in 2012, the government withdrew BGP routes, effectively
disconnecting Syria from the global internet (Shachtman, 2012). Another method is DNS-
level interference, where authorities manipulate domain name servers or DNS traffic to
redirect users to incorrect servers, preventing access to the correct domain name or IP

address (Bjorksten, 2022).

Alternatively, at the infrastructure level, a fundamental infrastructure shutdown can occur
through physical damage to communications infrastructure, such as turning off the power
grid or destroying cell towers (Bjorksten, 2022). An example of this is Venezuela in 2019,
where the government shut down the power grids during protests to cut off citizens’ access

to the internet (Jones, 2019).
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Another common method is throttling, where authorities artificially restrict the flow of
data through a communications network, making it too slow to function effectively without
stopping it completely (Bjorksten, 2022). These examples illustrate some of the current
methods authorities worldwide use to shut down the internet, among many other possible
approaches. Moreover, Access Now categorises internet shutdowns into different types: full
network shutdowns, bandwidth throttling, and service-based blocking for two-way
communication platforms. They also assess whether mobile and/or broadband networks are

affected (Bjorksten, 2022).

On the other hand, legally, different governments have different laws that theoretically
permit or grant authorities the right to shut down the internet (Madenga, 2021). Instead of
having definitive laws to enforce internet shutdowns directly, many of these laws are often
vague and lack clear guidelines on when and how to impose or lift shutdowns (Moinuddin,
2021). For instance, in Cameroon, authorities have used anti-terror and cybercrime laws to
suppress the media. The vague terminology used in these laws, such as "conflict with the
principles of public policy" and "attempt to undermine state security", leaves it open to
interpretation by authorities to justify an internet shutdown (Ngangum, 2023). Moreover,
Anti-Terrorism and Anti-Pornography related laws are commonly used justifications for

internet shutdowns worldwide (Selnes, 2021).

3. Literature Review

3.1 Pattern Of internet Shutdown

Numerous literature and organisations have analysed the trend of internet shutdowns, all
concluding that they are becoming increasingly common worldwide (Marchant, 2020;
Ngangum, 2023). In 2023, there were at least 283 shutdowns in 39 countries documented,
breaking the record of shutdown incidents in a single year (Rosson et al., 2024). In some
countries, the duration of a shutdown is yearlong. For example, the Ethiopian government
has endured over a two-and-a-half-year long of complete communications blackout in Tigray
(Rosson et al., 2023), and in Myanmar, citizens had been in the dark for more than 500 days
by March 2023 (Rosson et al., 2023). Meanwhile, India remains the country most often
pointed to for its extreme approach to frequency (Feldstein, 2021; Marchant, 2020;
Moinuddin, 2021; Ngangum, 2023). The geographic scope of shutdowns had also widened,
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with only 30.4% of all shutdowns on the smallest scale? in 2023, compared to 46.8% of all
shutdowns on this scale in 2022 (Rosson et al., 2024).

Internet shutdowns tend to occur in less developed, more authoritarian countries
(Moinuddin, 2021; Rydzak et al., 2020). Scholars have established a causal relationship
between authoritarianism, non-representative political institutions, military control of the
government and media, and a higher likelihood of state ownership of the ISP space, which
in turn increases the probability of shutdowns (Feldstein, 2021; Moinuddin, 2021). However,
it has also been observed that several democracies and hybrid regimes, such as India,
Pakistan, and Algeria, also resort to internet shutdowns (Feldstein, 2021; Truscello, 2023).
Additionally, studies have found a correlation between a leader's longevity in power and the
likelihood of implementing shutdowns (Feldstein, 2021; Rydzak et al., 2020). As of early
2019, among the 14 longest-serving leaders in Africa, only three had not ordered a shutdown
during their tenure (Feldstein, 2021). This supports the observation that internet shutdowns

are used as a means to maintain power by quelling uprisings or disrupting elections.
3.2 Triggers of Internet Shutdown

Among all the causes, elections, coups, and protests are significantly more likely to trigger
internet shutdowns on days of events (Bischof et al., 2023; Feldstein, 2021; Madenga, 2021;
Moinuddin, 2021; Satriawan et al., 2023; Selnes, 2021; Shah, 2021; Truscello, 2023;
Wagner, 2018), as internet shutdowns are often used as a tool to suppress freedom of
expression and prevent people from voicing their views (Moinuddin, 2021). In countries that
lack sophisticated means to counter mass protests, this practice is more common (Feldstein,
2021). Authoritarian states typically use internet shutdowns to hinder protestors and civil
society from mobilising movements. On some occasions, states would justify a shutdown
by protecting public security and controlling the spread of misinformation, and this
justification has also been used frequently during elections and conflicts (Marchant, 2020;
Moinuddin, 2021; Shah, 2021). For example, in Benin, the government shut down the
internet after the government’s official Twitter account warned about the problems of
misinformation on social media during the elections in 2019 (Marchant, 2020). However,
this justification was also seen as a resort to prevent journalists or citizens from documenting

state violence (Bhatia et al., 2023; Chari, 2024).

2 According to Access Now’s (2024) definition, the smallest scale of shutdowns mean a shutdown only
affecting one city, county, or village (Rosson et al., 2024, p.8).
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Sometimes, non-political factors can trigger a shutdown as well. In Syria, exam-related
shutdowns were imposed for multiple years (Bischof et al., 2023), in order to prevent

cheating in exams (Moinuddin, 2021).

3.3 Effect of Internet Shutdown

Empirical research also examines the effects of internet shutdowns. Internet shutdowns
impact citizens' daily activities that require internet access, such as checking work emails,
using ridesharing apps, job seeking, and accessing banking systems. Additionally,
shutdowns can disrupt payments for essential services, such as e-banking, medical treatment
appointment systems, and the healthcare system itself (Feldstein, 2021; Grinko et al., 2022;
Marchant, 2020; Moinuddin, 2021). This disruption also obstructs communication, access
to information and engagement. For instance, during Sudan's shutdown, the use of social
media and global Google Web searches dropped significantly (Chatterjee, 2019; Marchant,
2020; Ngangum, 2023; Rydzak et al., 2020; Shah, 2021). Moreover, regions with higher
internet penetration rates experience more severe negative impacts (Feldstein, 2021;
Marchant, 2020). Additionally, shutdowns hinder educational opportunities for local youths.
For instance, students cannot access online education platforms, apply for fellowships, or

participate in online educational programs (Moinuddin, 2021).

Beyond individual effects, shutdowns also have national financial and economic impacts,
from small businesses to overall GDP (Grinko et al., 2022; Marchant, 2020; Wagner, 2018).
Feldstein (2021) states, "In 2019, at least 213 shutdowns occurred in more than thirty-three
countries, leading to a cumulative economic cost of approximately $8 billion" (p.35). Some
countries like Iraq, Sudan, India, and Venezuela registered losses in the billions due to their
shutdowns (Feldstein, 2021). These losses are even more significant in countries where the

economy heavily relies on the technology industry.

Internet shutdowns also affect the flow of information, disrupting citizens and protesters
from accessing time-sensitive information (Bhatia et al., 2023). This disruption can impact
freedom of speech and contribute to the spread of disinformation and misinformation.
Without the internet, verifying information becomes challenging, often leading to the spread
of misinformation and government propaganda. For example, during Sudan’s shutdown
during the Khartoum massacre in 2019, there were conflicting reports about the death toll.

The Ministry of Health claimed that only 46 were killed, while a member of the ruling
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Sudan's Transitional Military Council announced that 13 people were killed (Bhatia et al.,

2023). With the internet down, journalists and citizens could not verify the correct number.

Moreover, internet shutdowns often occur during social movements, affecting not only
daily communication and entertainment but also the protests themselves (Grinko et al.,
2022). Protesters cannot look at social media for upcoming actions and have restricted
communication as phone calls and SMS are often surveilled by the government. Beyond
immediate communication disruption among protestors, shutdowns can also threaten civil
society leaders, weakening protest movements in the long run (Chari, 2024). An example of
this occurred in the state of Kashmir in India. During nationwide protests against the
Citizenship Amendment Bill in 2019, the government initiated one of the most prolonged

internet shutdowns (Shah, 2021).

Literature emphasises that access to information and freedom of expression are
fundamental human rights that should always be available, even in emergency situations
(Chari, 2024; Vargas-Leon, 2016; Rydzak et al., 2020), as UNHRC also condemned them
as human rights violations (Chatterjee, 2019). Hence, the nature of internet shutdowns harms

human rights.
3.4 Shutdown Circumvention

Despite the power of internet shutdown, people around the have been trying to iterate new
ideas to circumvent and overcome the limitations imposed on their internet access (Bhatia et
al., 2023; Feldstein, 2021). While literature mainly focuses on the existing internet
shutdown, including its trend, pattern and effects, some studies also touch upon the different
methods protesters use to circumvent shutdowns in various regions. These methods, both
technological and non-technological, involve circulating information on how to bypass the
shutdowns and maintain communication within pre-existing social networks. (Bhatia et al.,
2023; Rydzak et al., 2020). These circumvention tactics vary, depending on the scope of the
shutdown, such as speed and duration, as well as the cultural and political context in which

the shutdown occurs.
3.4.1 Non-Technological fix

One of the most frequently mentioned points in literature is the importance of

neighbourhood committees and their respective local knowledge. Indigenous structures of
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knowledge, cultural and social norms, and other local resources are effective in forming
offline practices to communicate and mobilise during an internet shutdown. (Bhatia et al.,
2023; Feldstein, 2021; Rydzak et al., 2020; Shah, 2021). On top of that, journalists also
transmit data physically with a hard drive. For instance, some journalists in India have
written stories on the ground, stored them on thumb drives, booked flights to Delhi or
elsewhere to access the internet, and then sent emails to the respective organisations (Vargas-

Leon, 2016).

3.4.2 Technological Fix

In terms of technological approach, studies have documented the use of various
technology tools to bypass a shutdown, especially where the government does not block all
access or where there are loopholes. Bhatia et al. (2023) have pointed out an essential point
that internet shutdowns are sometimes “never complete or absolute, and there is always a
gap in the system” (p.1111), and Shah (2021) also observed in the case of India that digital

shutdowns are leaky, with loopholes and back doors that allow for the flow of information.

One of the popular tools is the use of a VPN, proxy servers or GPS spoofing
applications that change users’ locations outside of the shutdown area and bring data to their
devices were recorded (Bhatia et al., 2023; Grinko et al., 2022; Shah, 2021). In Russia and
Iran, new proxy servers via the MTProto Proxy website were being heavily relied on (Grinko
et al., 2022). Some scholars also collected data of people using an “internet dongle”, which
is a mobile data connection hotspot where someone with internet access or with an
international SIM can share their data to create an ad hoc network for communication (Bhatia
et al., 2023; Shah, 2021). For example, in Iran, citizens in the border regions got mobile data
connectivity via SIM cards from neighbouring countries and shared the data with their
neighbours (Grinko et al., 2022). Some citizens in India also have access to broadband
connection tied to landline telephony to obtain connectivity (Shah, 2021; Vargas-Leon,

2016).

Besides re-gaining internet access, some protesters also focus on documenting news
events and sharing information. Protestors often use documentation applications like Tella
and eyeWitness to encrypt and store images and footage on their phones. They wait until the
shutdown ends to prevent security forces from identifying this information during

questioning (Bhatia et al., 2023). According to Vargas-Leon's (2016) research, journalists in
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Kashmir, India, write stories on the ground, store them on thumb drives, and then travel to
cities with internet access to submit the stories to their respective organisations. Similarly,
citizens in Iran use a satellite TV-based application called Toosheh. This app broadcasts

Persian-language content and utilises file-casting technology (Grinko et al., 2022).

On the other hand, in cases where the internet is completely shut off, other tools that
have been used include instant messenger applications that do not require internet, such as
Bridgefy and FireChat, which use peer-to-peer mesh networks, or Briar, which relies on

Bluetooth (Bhatia et al., 2023; Grinko et al., 2022; Shah, 2021).
3.4.3 Seeking External Help from Human Rights Organisations

Literature highlights different approaches that protesters who have experienced
internet shutdowns use to prevent future occurrences while managing the current situation.
One of the approaches is to advocate for a more transparent state communications protocol
to bridge asymmetries of information. This can be achieved through counter-speech, i.e.,
posting accurate information on social platforms like Twitter and Facebook. Advocates also
appeal to intermediaries, such as social platforms, to reinforce measures to curb
misinformation through detection tools powered by artificial intelligence. They also urge
these platforms to collaborate with independent fact-checkers and strictly enforce content

policies and community guidelines (Chatterjee, 2019).

Digital rights advocates also promote anti-shutdown measures through legal
approaches. Legal experts and advocates in countries such as Cameroon, Chad, Togo, and
Uganda have collaborated with regional or international civil society organisations and taken
up litigation against shutdown orders (Rydzak et al., 2020). Among these lawsuits, one in
Zimbabwe was successful in having the shutdown declared illegal by the country's high court

(Rydzak et al., 2020).

Existing literature also highlights local advocates’ action of seeking international
help. For instance, advocates would try to raise international awareness in order to put
international pressure on the government to stop the internet shutdown (Grinko et al., 2022).
Marchant (2020) also pointed out that despite international policy discussions on internet
shutdowns, those in government, who are responsible for managing elections, protests, and

other events often linked to internet shutdowns, seldom participate in these discussions.
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3.4.4 Constrain of Combatting internet Shutdown

Despite protesters and journalists in various regions adopting creative ways to
circumvent internet shutdowns, most remain disconnected (Grinko et al., 2022). Literature
highlights common barriers to these circumventions. A key issue is that citizens are often
not well-informed or educated enough to know the available tools or workarounds.
Additionally, given the importance of local community networks in circulating information,
some people are simply not well-connected enough, or there may be legal or political risks
to sharing such information. Furthermore, some journalists lack technical expertise, making

it difficult for them to understand how the internet works (Vargas-Leon, 2016).

Furthermore, the literature also indicates that these counter-appropriation activities
often have limited capacity and can be costly, such as purchasing international SIMs (Grinko
et al., 2022). Some methods carry high risks; for instance, connecting via foreign VPS in
certain countries could be viewed as suspicious and potentially tracked by authorities.
Additionally, some tools are not as well-designed as anticipated and can be rather ineffective
(Grinko et al., 2022). There are also factors beyond citizens' control. For example, internet
shutdowns are not always predictable, and citizens are often unprepared when they occur.
By the time it happens, it is too late for them to quickly find alternative measures without

access to the internet (Grinko et al., 2022).
3.4.5 Literature Review Conclusion

Existing literature on internet shutdowns predominantly focuses on their patterns,
triggers, and impacts. While the minority of existing research provides insights into various
circumvention tactics and empirical experiences in circumventing internet shutdowns, it
mainly addresses the topic from an activism perspective for protesters. Very little literature
focuses on circumvention strategies for journalists, addressing the media’s specific needs
and situations in maintaining their reporting activities. Moreover, these discussions on

shutdown circumvention are often brief and lack depth.

Therefore, this research aims to fill this gap by examining journalists' specific

strategies to circumvent internet shutdowns.
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4. Methodology

4.1 Data collection and sampling

The ultimate goal of this research is to gain a comprehensive understanding of actionable
recommendations for journalists during shutdowns to sustain their work, exchange and
disseminate information, and ensure citizens' rights to knowledge without internet
connectivity, This will be achieved by examining empirical practices, first-hand experiences
of journalists and technologists, and existing technology and advocacy work, addressing the

following research questions:
RQ1: How do journalists currently cope with internet shutdowns?

RQ2: What are the best ways for journalists to cope with internet shutdowns to sustain

journalistic work?

Therefore, a qualitative approach was adopted in this research. Creswell (1998) suggests
that the qualitative method is good for the purpose of exploring an issue and providing a
deeper understanding of a topic by examining its underlying meanings. Given the novelty of
internet shutdowns and the limited systematic insights provided by existing literature, a
qualitative approach could enable a better understanding and evaluation of internet shutdown
circumvention through first-hand experiences. On the other hand, quantitative methods are
not suitable for this research as it focuses on numerical data and statistical analysis, which
may not capture the complex and nuanced experiences of individuals in different geographic

locations.

The research process was divided into two segments: 1) semi-structured interviews with
three technology experts specialising in different aspects of internet and press freedom, and
2) semi-structured interviews with eight journalists who have worked under internet
shutdowns presented as case studies. The reason for including both experts and journalists
is that combating internet shutdowns is often seen as a collective effort. As Creswell (1998)
says, interviews allow researchers to collect more in-depth and comprehensive data as they
give participants the opportunity to freely express their thoughts, feelings, and experiences
in detail, at the same time enabling researchers to dip deeper into interesting responses,
clarify misunderstandings, and discussion would emerge during the conversation. Therefore,

interview approach is suitable for achieving a more comprehensive perspective on the topic
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by including experience and opinions of different stakeholders and to subsequently exploring

the disparities between expert recommendations and innovations, as well as the practical

usage scenarios faced by journalists on the ground.

4.1.1 Interview with experts

A purposive sampling data collection method was employed for interviews with

experts. This approach aims to gain in-depth insights into specific aspects of internet

shutdowns by selecting participants with relevant experience in the field (Mason, 2002).

The three experts below were selected:

Table 1: Expert Interviewee Information and Specialties

Interviewee

Felicia Anthonio

Shoeb Md Abdullah

Position and Affiliation

The #KeepltOn Campaign Manager -

at Access Now, a global campaign

fighting against internet shutdowns

worldwide (Access Now, 2024).

Founder of Activate Rights, a

voluntary initiative focused on
internet freedom and the anti-
shutdown movement in Bangladesh
(Activate Rights, n.d.). Network
Measurement Fellow in OPTIMA
Project, Internews’ program that

supports collaboratively developed

24

Specialties and Covered Topics

During the Interviews

General information about
internet shutdowns

- Prediction of trends in internet
shutdowns

- Experience, skills, and obstacles
in anti-internet Shutdown
advocacy

- Observations, reflections, and
advice on  working  with

technologists

- Available tools and
countermeasures for  internet
shutdowns

- Experience, skills, and obstacles
in  shutdown  circumvention
training and advocacy

- Opinion and advice for

international communities



resources to enable better responses
to major instances of internet

shutdowns in Africa (Internews,

2023).

Michael Rogers Founder of Briar project, a peer-to- - Information and usage of peer-

peer encrypted messaging app with to-peer messenger tools
no internet access required (Briar, - Promoting and educating
n.d.). journalists on shutdown

circumvention tools

- The technological side of

internet shutdown and

circumvention

- Experience in developing

shutdown circumvention tools as a

technologist

The interviews for experts began with four structured questions related to the
challenges journalists face in shutdown areas, how the international communities perceive
their work, be it advocacy or technical innovation, and the obstacles they face when
combating internet shutdowns. Follow-up questions were asked throughout the structured
interview. Afterwards, a different set of pre-designed questions was used for each

participant, tailored to their respective expertise as listed in Table 1.

4.1.2 Interview with Journalists

For interviews with journalists, a snowball sampling data collection method was
employed as it is particularly suitable for investigating sensitive issues and participants were
recruited through referrals (Biernacki & Waldorf, 1981). Internet shutdowns predominantly
occur in authoritarian countries (AccessNow, 2020), where journalists face legal risks from
governments. Thereby, journalists in such contexts may not feel safe revealing information
about their work without a reliable referral source. The research sorted out interviewees on

different channels: broad inquiries requesting respondents were distributed on 1) the Slack
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channel of the Open Observatory of Network Interference (OONI), 2) the Signal group of
the internet Shutdown Mentored Training Program hosted by the Advocacy Assembly; 3)
personal contacts of the researcher in journalism and the digital rights communities, and 4)
the Facebook group of Alumni of the Erasmus Mundus Master's in Journalism, Media and
Globalisation. Then, through these initial contacts, additional individuals were identified,

and direct outreach was conducted.

The interview began by asking about their personal experiences with internet
shutdowns, including background information and a description of the specific occurrences.
This was followed by questions about their experience working during the shutdowns and
their experiences with employing circumvention tactics. An open-ended question also
encouraged reflections on potential future shutdown occurrences. Lastly, the interviewees
addressed their views and advice on current technology and international communities.

Follow-up questions were asked throughout the structured interview.
4.2 Analysis

Most interviews, except one, were conducted using either WhatsApp, Signal, or Jitsi, all
end-to-end encrypted messaging tools, based on the interviewees' preferences. The audio
interviews lasted between 46 and 84 minutes and were conducted between March 14th and
July 2nd of 2024. The interview with M. Rogers, the founder of Briar, was conducted in

written form via email, as per the interviewee's preference due to the language barrier.
p p guag

Most interviews, except one, were carried out in English. The interview with J1 Kazakh
journalist was conducted in Russian, with the presence of an interpreter to translate on the
spot. With the participant's consent, all audio interviews were audio-recorded and transcribed
using GoodTape—a fully encrypted Al transcription tool with a data retention policy that
ensures immediate deletion after transcription (Klitgaard, n.d.). This approach was adopted
to safeguard the security of the interviewees. All follow-up questions were asked via text
form through email, WhatsApp, or Signal, depending on the preferred communication

method.

In order to interpret the data, this research opts for content analysis. According to
Krippendorff (2019), content analysis allows the researcher to analyse and identify patterns,
themes, or trends by measuring the presence, frequency, and intensity of specific words or

themes within a set of relatively unstructured data. Content analysis is suitable for this
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research because the interviewees are from different continents and political contexts, and
they represent various fields such as journalism, digital rights, and technology. Content
analysis can help identify common threads in their thoughts to formulate a unified conclusion

on how journalists can cope with internet shutdowns.

The transcripts, after removing all identifying information or off-the-record content, were
uploaded to MAXQDA software for coding and analysis. An inductive coding approach was
used. During the coding process, the interviews were read repeatedly to gain an overall
understanding of content related to the research aim. They were then annotated with initial
codes that captured key concepts, themes, and patterns as they emerged from the data,
continuously refining and adjusting them as new data was analysed. This approach helped
combine the data into broader themes and theoretical dimensions (Chandra & Shang, 2019).
Then, a content analysis was conducted to systematically categorise the data, and identify
recurrent themes and narratives, as well as new insights that were not frequently mentioned

in existing literature among interviewees.

To address safety concerns, the identities of the journalist interviewees remain anonymous
in the analysis and are indicated by their respective interview numbers, along with their

country and position: J1_country & position.
5. Findings
5.1 Main Challenges Journalists Face During Internet Shutdown

Interviewees raise different concerns and challenges that they face during internet
shutdowns. This section will explore three primary challenges: communication obstacles,
difficulties in conducting research, and increased oppression targeting media from
governments. By examining these issues, the measures needed to address them could be

more effectively explored.
5.1.1 Communication Challenges During Internet Shutdowns

Modern communication heavily relies on internet-dependent methods, such as
messaging apps like WhatsApp and Signal, or online file transfer services like WeTransfer,
especially in the journalism field (Bivens, 2008; J1 _Cameroonian TV journalist, personal

communication, May 27, 2024). Journalism is a collaborative endeavour, often involving
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multiple roles such as editors, social media editors, and field journalists to finish a story.
However, during an internet shutdown, interviewees noted extreme difficulties in
communicating with their coworkers and that they struggled to receive instructions from

editors or send news material back to the newsroom promptly.

“So the only challenge that we had was: for me to send the articles to the editor on
time. Because...we send our work using the internet” (J1 Zambian journalist,

personal communication, May 20, 2024).

Even if journalists manage to file a story, another challenge caused by the disruption
of communication that journalists face during internet shutdowns is the hindrance in

delivering stories to audiences, which could lead to confusion among the audience.

“The main challenge for me was sending my story. I know how people wait for my
prime-time news. And then prime-time news comes, I'm not there because there's no

internet” (J1_Cameroonian TV journalist, personal communication, May 27, 2024).

5.1.2 Difficulties in Conducting Research and Fact-checking Due to
Media Blackout

Internet shutdowns often lead to a media blackout, to some extent if not fully,
preventing media from conducting journalistic research online, which has become a crucial
part of journalism nowadays. As interviewees have expressed, this directly affects the quality

of journalistic work.

The obstacle of conducting research affects journalists based in rural areas more
intensely due to the inability to travel to locations to collect information. Rural areas often
lack the resources to conduct research locally and physically. They also do not have the
alternative of travelling to the capital to conduct research because of potential imposed
curfews that come with internet shutdowns. J1 Zambian journalist mentioned that, as a
journalist based in a rural area of a developing country, she often has limited access to

libraries and other materials from media institutions, unlike those based in the capital.

“Internet shutdowns affect the quality of journalism because when we are doing a
story, like for me, my research has to be online. So for me to do a story, I have to use

the internet to research and know what is happening in the country through online
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sources or through Facebook and by searching other media institutions' pages to

read” (J1_Zambian journalist, personal communication, May 20, 2024).

Fact-checking is also a significant problem as the media ecosystem becomes
decentralized and increasingly reliant on citizen journalists for footage (Carlson, 2016).
During internet shutdowns, it becomes nearly impossible to circulate news footage or photos
uploaded by citizen journalists or other media outlets, leading to a lack of access to reliable

information sources.

“An example that happened in Mahshahr, which is a city in southern Iran. Reports
say that hundreds of people were rounded off first by security forces and then shot at
and killed right in the same spot. But nobody can confirm that because we only have
a few videos that people shot as it was happening and later released” (J1 Iranian

independent journalist, personal communication, March 14, 2024).

This problem affects independent journalists more significantly as they work alone,
without a team of coworkers to collaborate with or the resources of a newsroom to support
them. J2 Kashmiri freelance journalist also pointed out the problem of not having a press

card, as she does not belong to a registered news organisation.

“What they [journalists in legacy mainstream media] would ideally do is they would
collect some kind of petrol or, you know, three, four colleagues would come together,
share a small car, and then come back. Now, me as a freeclancer could not afford that”

(J2_Kashmiri freelance journalist, personal communication, May 30, 2024).

As a result, both J1 Iranian independent journalist and J2 Kashmiri freelance
journalists mentioned that they simply stopped filing any stories or reporting because they
could not “really interact with the world” (J1 Iranian independent journalist, personal

communication, March 14, 2024).
5.1.2 Lack Of Knowledge Regarding internet Shutdown

Another big obstacles for journalists to react to internet shutdowns properly is that
almost all shutdowns are unannounced, despite some being predictable. They happen

suddenly, leaving journalists confused and paralyzed both emotionally and practically.
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“We had no idea. We did not see it coming. It’s something we didn’t expect; it’s
something we weren’t trained to deal with. We weren’t prepared for this”

(J1_Egyptian news agency journalist, personal communication, May 21, 2024).

Even in cases where shutdowns are predictable, many aspects remain unforeseeable,
such as the scale, duration, or whether it will be a social media blackout or a full shutdown,
making it harder for journalists to prepare. Additionally, interviewees pointed out that
shutdowns are often phased, complicating the situation further. For instance, in Iran, there
was a period when home broadband and Wi-Fi worked, but mobile data did not (J1_Iranian
independent journalist, personal communication, March 14, 2024). Similarly, in Zambia, the
government shut down the internet in phases, starting with the internet and then proceeds to

blocking cell signals (J1_Zambian journalist, personal communication, May 20, 2024).

Moreover, journalists often lack technical knowledge about internet shutdowns. For
example, an interviewee did not know the exact definition of different types of shutdowns
such as “throttling”. This lack of knowledge makes the already complicated situation more
difficult to identify or comprehend, leaving journalists struggling to figure out what’s

happening or confirm a shutdown is occurring.

As mentioned in literature review, interviewees further pointed out that this
ignorance also leads to low incentives to combat shutdowns, whether through learning about
circumvention methods or advocating against shutdowns, leaving journalists even more

unprepared.
5.1.3 Increase Oppressiveness Targeting Media from Governments

Internet shutdowns often occur under broader oppressive conditions, such as curfews
and police stop-and-search (M. Rogers, email communication, May 27, 2024). In many
cases, governments shut down the internet to prevent the media from spreading information,
and therefore, they simultaneously employ various oppression tactics specifically against
journalists, such as the use of military or police brutality (F. Anthonio, #KeepltOn Campaign

Manager, personal communication, May 2, 2024).

“There tends to be a crackdown on media...you know, newsrooms being raided or

journalists being arrested, journalists being threatened, intimidated. These kind of
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things tend to happen during these times [during internet shutdowns]” (J1_Ethiopian

newspaper journalist, personal communication, July 2, 2024).

J2_Kashmiri freelance journalist highlighted that female journalists face greater risks
due to their cultural backgrounds, stating, “Women were targeted by security forces and
other agencies” (J2 Kashmiri freelance journalist, personal communication, May 30,
2024)". Another example involves increased scrutiny and the use of spyware, which adds
the threat of digital compromise to the challenges of dealing with an internet shutdown

(J1_Kashmiri online news journalist, personal communication, May 23, 2024).

Although international and technology communities are making increasing efforts to
develop workarounds for digital authoritarianism, governments are concurrently improving
their oppression strategies. For human rights organisations and journalists, continuously
finding sustainable and effective countermeasures against these ever-evolving tactics

remains a significant challenge.

“If you shut down the internet, maybe you're taken to court, and the closest thing that
happens is the government is ordered to pay the filing fees or legal fees, but there's
no real punishment for governments that shut down the internet. I think we [digital
rights communities] have made a lot of progress in raising awareness, and having
different resolutions from the UN, the African Commission, and other places
denouncing internet shutdowns. But I think governments are just becoming more and

more repressive” (F. Anthonio, personal communication, May 2, 2024).
5.2 Technological Solution for Journalists

Interviewees pointed out several technological solutions they have adapted during
shutdowns in order to maintain journalistic work, by either gain access to the internet, or to
maintain communication. It includes the use of tools and applications, readapting older

technologies, and seeking solution for alternative internet.
5.2.1 Use of Virtual Private Network (VPN)

Echoing what existing literature stated, VPN use is one of the most commonly
mentioned solutions to combat internet shutdowns. All interviewees stated that they installed

a VPN after experiencing their first internet shutdown.
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However, VPNs only work for certain types of shutdowns due to the nature of VPNs
tunnelling over the public internet, which requires an internet connection to access a VPN
server (Ferguson & Huston, 1998). As Anthonio explains, VPNs "normally work during
partial disruptions" (personal communication, May 2, 2024), such as social media
shutdowns. Therefore, they are not a solution during a full blackout, as during complete
internet shutdowns, users are "not actually able to do anything using the internet" (personal

communication, May 6, 2024), as Abdullah stated.

A full blackout could be hypothetical because, as mentioned in the literature review,
in reality, internet shutdowns are often flawed and not complete blackouts. There may be
instances when the internet is available in specific buildings or temporarily comes back on.

In situations like this, a VPN is very useful to bypass the internet shutdown.

“Usually, the embassies or the American embassy or the UN headquarters or the
UNOCA compound (United Nations Regional Office for Central Africa), they will
have internet... because they have their own satellites. And then later on, we found
out that there were also certain banks who were able to access the internet”

(J1_Ethiopian newspaper journalist, personal communication, July 2, 2024).

In situations like this, a VPN can be an effective tool for circumventing the internet

shutdown.

“I connected to a VPN when I was in the office [where the internet was available].
But sometimes I connected at home. For example, 24 hours a day, 22 of them are
without the internet, but sometimes they turn it on for an hour. And at this moment,
you could connect quickly and then save this connection after this hour of the internet

runs out” (J1_Kazakh journalist, personal communication, May 28, 2024).

However, flawed shutdowns are often not announced, or information is only
circulated within a small, trusted circle. Journalists often do not know when the internet will
be restored or where it will function, which makes it difficult to devise a plan to take

advantage of any loopholes (J1 Kazakh journalist, personal communication, May 28, 2024).

Moreover, many types of VPNs are available that require different functional
requirements and construction methods, not to mention different brands with varying

qualities and costs. So, whether a VPN works well during a shutdown also depends on the
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quality of the VPN provider available in the region. Iranian journalist expressed that
“stronger VPNs that would work uninterruptedly” could potentially be useful during

shutdowns (J1_Iranian independent journalist, personal communication, March 14, 2024).

Another consideration is the legality of VPNs in addition to their technical aspects.
Various countries have put restrictions on VPNs, such as banning them or removing them
from app stores. For example, in Iran, only government-approved VPNs are allowed
(Sinaiee, 2024), which might be monitoring the traffic and will not be useful when the
government intentionally shuts down the internet. In Turkmenistan, Belarus, and Iraq, VPNs
are banned, and the government enforces this rigorously (Danao, 2023). In such cases, using
a VPN might not be a feasible solution for obtaining internet access, even if it technically

works, as journalists must also consider the associated risks and potential consequences.
5.2.2 Use of Offline Instant Messenger Tools

The literature review and news reports show that offline instant messenger were
frequently discussed among researchers and activists. Among related tools that are currently
available on the market, Briar and Bridgefy are two of the most popular (Beh Lih Yi, 2021;
Linow & Freund, 2022). Briar is a messaging app that uses peer-to-peer (P2P) technology,
enabling users to connect directly within a range of about 10 meters via Bluetooth or Wi-Fi
without accessing the internet (Briar, n.d.). Bridgefy is another messaging app that allows
users to communicate through a mesh network established via Bluetooth and Wi-Fi, with a

reach of around 90 meters (Albrecht et al., 2021).

However, almost all interviewees have never heard of these tools. One reason for this
could be the differing needs of activists and journalists. Activists aim to communicate with
each other and spread information directly, where the short-reach feature of the app remains
a limitation but is still useful in certain situations. In contrast, journalists need to
communicate with various parties in different locations and send images and footage for

reporting, where the reach limitation presents a more significant obstacle.

Another possible reason is the varying environments and situations. Abdullah, as a
technology trainer, noted that, despite the importance of mesh networks in circumventing

full blackouts or throttling, in Bangladesh, mesh networks are not the best option:
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“Because it's a mesh network, you need to stand at a certain point. But at the protest
site, it doesn't happen because police are always hunting people, so you need to

scatter” (S. M. Abdullah, personal communication, May 6, 2024).

Another factor is that these tools or applications on the market are not very user-
friendly. Abdullah suggested that those tools “need to update their interface and improve
their advocacy” (S. M. Abdullah, personal communication, May 6, 2024).

However, J1_Ethiopian newspaper journalist found peer-to-peer instant messaging
potentially useful despite hearing about it for the first time during the interview, particularly
the feature of sending image attachments, which facilitates easier image transfer within the

newsroom. This feature is available in Briar (Briar, 2021).

“I think that being able to share files [is useful], for example, like when we use SMS
here in Ethiopia, it's just SMS, just text, that's all you can send. You cannot share
files, you cannot send photos, you cannot do anything else.... So I think it's really a
step up from that” (J1_Ethiopian newspaper journalist, personal communication,

July 2, 2024).

Another messenger tool mentioned by Anthonio and the J1 Cameroonian TV
journalist is “SMSWithoutBorders (SWOB),” a messaging app that allows encrypted
messages to be sent to online platforms such as Telegram, Gmail, and Twitter without an
active internet connection through a network of SMS gateways (SMSWithoutBorders,
2023). However, the Cameroonian journalist was not able to provide more insights into his
experience, and it was not mentioned by other interviewees. Therefore, this method requires

further examination.
5.2.3 Readapting Legacy Communication System

In addition to new technology, all interviewees commonly mentioned that their news
organisations reverted to using legacy communication technologies that do not require an
internet connection, specifically, cellular communication such as SMS, landline phones, and

fax machines to communicate with others both within the country and internationally.

“I was checking state media other media what they were saying, and then taking
whatever ... information she [the colleague] was bringing, and write it down, and

either phone through a landline colleague abroad or ... we would also fax it to one
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of the offices and they would publish” (J1 _Egyptian news agency journalist, personal
communication, May 21, 2024).

Another suggestion mentioned in the literature review was the use of an international
SIM card, which was also brought up by Anthonio. An international SIM card is a SIM card
obtained from an ISP in a country other than the user's current location. It allows the user to
connect to foreign networks through a series of global interconnections and agreements
between ISPs via roaming (Miller, 2023). For example, according to news reports, in Iraq
and Sudan, citizens have used international SIM cards during internet shutdowns, though
feedback indicates they are expensive and the signal is often weak (Bhalla, 2021; Collins,
2019). Most interviewees had not heard of this method but showed interest in it, despite
expressing concerns about the cost. Thus, it could potentially be a way to bypass internet
shutdowns, depending on the technical methods used by authorities to shut down the internet

and whether the infrastructure is functioning.

However, the constraint of cellular communication is that it is unsecure, as it is
unencrypted (Peeters et al., 2022). For example, both SMS messages and landline calls are
not end-to-end encrypted, meaning they can be intercepted and read or listened to by third
parties, including mobile network operators, and government agencies. Countries that
impose internet shutdowns often intensify their surveillance and digital control over
journalists and citizens, this can pose a risk for journalists and their contacts, or create a

sense of insecurity and distrust.

“The conversations that you have [on landline] are not going to be secure. So the
questions you ask will also be determined by the level of security you feel using
phone lines...Somebody cannot tell me things that are off the record on a phone line”

(J1_Ethiopian newspaper journalist, personal communication, July 2, 2024).
5.2.4 Satellite Technology as an Alternative Source of Internet

Most interviewees expressed that the ultimate solution to combat internet shutdowns
might be alternative internet technologies. Multiple interviewees also mentioned satellite
technology. Satellite internet can bypass traditional ISPs as the signal communicates directly
with satellites orbiting the Earth instead of using terrestrial cables and infrastructure (Maini

& Agrawal, 2007).
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J1_Egyptian newspaper journalist mentioned that as early as 2011, during the Arab
Spring, journalists in Egypt had used satellite phones to transfer news footage (personal

communication, May 21, 2024).

Starlink, a satellite internet constellation operated by SpaceX, a company founded
by Elon Musk, began providing internet services through its public beta program called the
"Better Than Nothing Beta" in October 2020 (Grush, 2020), offering intermittent
connectivity. The service was gradually expanded to countries where traditional internet is
not always available, including Zambia and Ukraine (Faboade, 2024; Tobin & Borak, 2022).
As Starlink's service became popular, journalist and technologist interviewees expressed that

it is potentially a good alternative source of internet.

“With the emergence of something like Starlink or Elon Musk, I think it would be
difficult to shut down the internet completely because this is a satellite”

(J1_Cameroonian TV journalist, personal communication, May 27, 2024).

However, one of the problems with satellite internet is that it is still centralized,
meaning users depend on the provider's business decisions and government regulations. For
instance, Starlink announced it would remove its services in Sudan by restricting roaming in
jurisdictions where it was not licensed in 2024, which humanitarian groups described as
risking the "collective punishment" of millions of Sudanese (Townsend, 2024).
Technologists have expressed concerns about future government restrictions on satellite

networks.

“So satellite internet is very important to circumvent this kind of regular cable
network stuff and the regular monopolized state-owned telecommunication stuff....
But the problem is that the satellite communication is monopolized by some business

entity” (S. M. Abdullah, personal communication, May 6, 2024).

“I think the use of satellite internet via unmodified phones could be very significant.
If it works at scale, then I guess governments may try to restrict the availability of
satellite-capable phones (e.g., by requiring phones to be network-locked to approved

carriers)” (M. Rogers, email communication, May 27, 2024).
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5.2.5 Building an Offline News Archive

J1_Ethiopian newspaper journalist mentioned that during the time of the shutdown,
the newsroom she worked for had built an offline news archive. This archive allowed staff
to search and read previous news articles or material without internet access, compensating

for the inability to conduct research online.

“During the internet shutdowns, we relied on a few things.... We have the old copies
of the newspaper. But we have an archive where we can access offline, the older
copies of the newspaper” (J1 Ethiopian newspaper journalist, personal

communication, July 2, 2024).
5.3 Non-technological Solution for Journalists

Apart from technical solutions, interviewees also highlighted tricks, protocols or
workarounds for maintaining journalism without access to the internet. This section will
discuss the importance of building networks with different communities, and setting up

contingency plans in advance.

5.3.1 The Importance of Building a Network, Both within the Community

and Internationally

“Anytime, anywhere, in any circumstances. If you're in a network, if you're in a
group, it's highly important” (J2 Kashmiri freelance journalist, personal

communication, May 30, 2024).

Interviewees echoed the importance and advantages of having a local neighbourhood
suggested by existing literature. They pointed out that building a network with local media,
the tech community, and other parties is crucial, as all journalists mentioned that they heavily
relied on collaboration during times of shutdown, including knowledge sharing. J1 Zambian
journalist stated that she, along with many other Zambians, learned about VPNs through
people sharing this knowledge on social media right after the internet shutdown

(J1_Zambian journalist, personal communication, May 20, 2024).

Journalists mentioned that the division of labour was essential to keep their work
going, whether it was working as a team with other journalists or coworkers. J2 Kashmiri

freelance journalist noted that, as a female, travelling alone was dangerous, especially during
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an internet shutdown, so media workers in the region had to remain in groups and carpool
together (J2 Kashmiri freelance journalist, personal communication, May 30, 2024) for

security.

As mentioned, internet shutdowns are often flawed, so journalists emphasized the
importance of building relationships with people who knows about insider information, such
as government officials or ISP staff, to obtain insider information related to the shutdown,

such as places where the internet would still be available.

“I think a few of the people who are really established journalists did have contacts
within the police department or other government places. They used those contacts
to send information, but it was completely hidden” (J2_Kashmiri freelance journalist,

personal communication, May 30, 2024).

“I would try to make friends with some guys working at the telecommunication
company. There's always a way out... People who have a relative working in state
corporations knew how to go about and have access to the internet”

(J1_Cameroonian TV journalist, personal communication, May 27, 2024).

J1_Ethiopian newspaper journalist also highlighted the importance of building
connections with local news outlets, especially for freelance journalists. This provides an
alternative way to publish their work when it is difficult to reach out to international outlets

via the internet.

“As a freelancer... having a good relationship with the local outlets is a good
advantage because, you know, you can collaborate with them during the times when
you can't work with your other editors. ...if your employers are international outlets
and you are facing an internet shutdown, that means you can't pitch stories to them”

(J1_Ethiopian newspaper journalist, personal communication, July 2, 2024).
5.3.2 Importance of Setting Up Contingency Plans in Advance

Although no government announces shutdowns in advance, journalists noted that
shutdowns are sometimes predictable, occurring during significant conflicts or special events
such as visits from foreign politicians or national holidays. Therefore, preparing for
shutdowns and planning the division of labour is crucial. Interviewees pointed out that

journalists often only start looking for alternatives after realizing the internet is out.
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However, they reflected and strongly suggested that media organisations should develop

plans in advance.

“But as an institution and as media houses, there needs to be a protocol for ...what
are the procedures when you face an internet shutdown and how do you work within
those conditions? In the newsroom that we had, which is a newsroom is one of the
oldest newsrooms in the country, and we did not have such a procedure”

(J1_Ethiopian newspaper journalist, personal communication, July 2, 2024).

Journalists currently rely on physical movement to replace internet traffic, either to
gather or publish information. J2 Kashmiri freelance journalist expressed that she “would
have done things differently” if another shutdown occurred (J2 Kashmiri freelance
journalist, personal communication, May 30, 2024). Therefore, planning the workflow in
advance, whether working alone or as part of a team, could potentially decrease panic and

enable journalists to resume work efficiently and rapidly.

“The only issue I had was sending stories back to the central newsletters... I had to
travel to the neighbouring region [where the internet was available] to send news out
there. So I took inter-urban transport, went to another region, that's another state. And
then I had to go to a cyber cafe, buy time there, and then use my USB. And then I
sent the story. It was really stressful” (J1 _Cameroonian TV journalist, personal

communication, May 27, 2024).

“We journalists were already developing our own tactics of how to work. Someone
took the material, ran a few blocks further into the internet access zone and
transmitted photos and videos to the editorial chat from there. And while he was
running away, his colleague was missing, so he continued to shoot events in place.
When he came back, it was his turn to run a few blocks further until the internet
appeared and send materials there” (J1 Kazakh journalist, personal communication,

May 28, 2024).

Sometimes, larger-scale teamwork or help from others is a necessity rather than a

convenience.

“I would not waste time going to the media centre. I would rather report two, or three

days later, collect all the information, write my copies, put it on a hard drive, go to
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the airport, and give it to somebody and tell them, ‘Could you please pass it on to my

editor?” (J2_Kashmiri freelance journalist, personal communication, May 30, 2024)

“After a couple of days, they had certain bank headquarters to access the internet. So
we pulled our connections [to find out where internet was available]. And our editor-
in-chief would go to the banks, would go to a certain bank where they had internet,
and she would collect questions from everybody in the newsroom, what we wanted
to check, what kind of database we wanted. And then she would go there, spend a
couple of hours researching and looking up the things that we had asked her, and
then she would come back with the answers” (J1_Ethiopian newspaper journalist,

personal communication, July 2, 2024).

5.3.3 Working with And Building Connections With Diaspora

Communities

Another suggestion made by interviewees was to work with diaspora groups.
Authoritarian countries where shutdowns are imposed often lag in technological
development, meaning citizens are delayed in learning about new technologies. In contrast,
diaspora communities have migrated to more developed countries, and they understand the
needs and political context of their home country. They can act as a medium to introduce
available tools, or to assist in making workarounds work during a shutdown. More than one

journalist stated that they learned about VPNs through diaspora communities.

“There was one Kazakh who lives abroad. He provided this traffic through a proxy
server, through Telegram. And people could connect then” (J1_Kazakh journalist,

personal communication, May 28, 2024).

5.4 Focusing on Recording and Archiving News Events Due to Lack of

Solutions for Full Blackouts

“I think the biggest challenge for us remains navigating a complete internet blackout.
Finding a solution is almost impossible” (F. Anthonio, #KeepltOn Campaign

Manager, personal communication, May 2, 2024).

Among different types of internet shutdowns, a full blackout is particularly challenging

to cope with. Some popular circumvention tools, such as VPNs, that are potentially useful
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would not work under a full blackout. Journalists often “had no means to actually publish
the news” (J1 _Kashmiri online news journalist, personal communication, May 23, 2024) and
could only “raise their hands and keep silent” (S. M. Abdullah, personal communication,

May 6, 2024).

Although bypassing a full blackout is difficult, it is also crucial to spread the news
afterwards, both for citizens' right to know and for advocacy outside the country. Multiple
interviewees stated that there is often a delay in delivering news, but they still try hard to
document events and send information once they get a connection or workaround
(J1_Cameroonian TV journalist, personal communication, May 27, 2024; J2 Kashmiri
freelance journalist, personal communication, May 30, 2024). Continuous sharing of
information can be very helpful (J1_Zambian journalist, personal communication, May 20,

2024).

During shutdowns, especially those caused by uprisings or elections, authorities often
implement strict security policies to control the flow of information, making it difficult for
journalists to keep photos or footage of news events. Police may search journalists' phones
and delete relevant data such as news footage, putting journalists at risk of legal
repercussions or police brutality and loss of news material (J1 _Kashmiri online news

journalist, personal communication, May 23, 2024).

“If I don't have internet, I probably do two things: I either risk taking the photo and
coming home to send it to news organisations, or I just decide not to take the photo
because if they take my phone and catch me with that image, I'll be in trouble”

(J1_Iranian independent journalist, personal communication, March 14, 2024).

“I would like to quickly send it before they detect and delete it. While travelling if
security forces got a chance to access your documents or camera, they would destroy

it” (J2_Kashmiri freelance journalist, personal communication, May 30, 2024).

This underscores the importance of archiving and creating backups in addition to trying
to obtain connectivity. Just as existing literature stated, protesters also focus on documenting
news events with documentation applications, which is a tactic journalists can also adapt.
So far, interviewees have not provided much insight regarding protecting news materials.

However, Tella, an mobile application mentioned in literature review that acts as a camera
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or audio recorder that automatically encrypting and hiding files within the app,® claims to
provide a solution for this issue. It also allows users to mask the app’s appearance to bypass
police searches (Tella, n.d.). None of the journalists had heard of Tella, but all expressed
interest and found the idea extremely useful during internet shutdowns, as it would allow

them to capture news events while reducing the risk of police detection.

“Sometimes you can't send texts, cell phone lines are jammed, you can't call
people...it would make communication easier as well. ...I think that being able to
share files. Because, for example, when we use SMS here in Ethiopia, SMS is just
text, that's all you can send. You cannot share files, you cannot send photos, you
cannot do anything else.... So I think it's really a step up from that” (J1_Ethiopian

newspaper journalist, personal communication, July 2, 2024).

Therefore, Tella could be a potentially useful tool after further examination.
5.5 Leveraging Solutions in the Face of Varied Threats and Contexts

One of the common points of discussion emphasised by interviewees is that there is no
one-size-fits-all solution to internet shutdowns, as each instance is unique and requires
tailored responses depending on various factors. As Anthonio stated, a tool effective in
Country A may not function similarly in Country B, even if the shutdown scenarios appear

similar (personal communication, May 2, 2024).

First, how the government technically implements the shutdown and its scale can affect
how effective a certain circumvention tactic is. For instance, if a government enforces
region-specific shutdowns, an international SIM card could potentially bypass the blockage
if the local mobile network supports international roaming. However, if the government opts
for infrastructure-based shutdowns, all connectivity, including international roaming, would

be affected, rendering international SIM cards ineffective in such cases.

Furthermore, the level of computer and technology literacy among journalists varies
across countries, influencing the usability of certain tools. For example, in regions like
Kashmir, some journalists rely on feature phones without internet access, making

circumvention tools like VPNs unusable (J1 Kashmiri online news journalist, personal

® Tella is a tool developed by Horizontal, a nonprofit organisation that creates technology for human rights
defenders. (Horizontal, n.d.)
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communication, May 23, 2024). Even within the same countries, it varies from region to
region. J1 Zambian journalist points out that journalists in urban areas are well-equipped
and use newer technologies, while in rural areas, computer literacy is progressing at a much

slower pace (J1_Zambian journalist, personal communication, May 20, 2024).

“As the level of digital security awareness differs, so does the technology usage
among journalists—from basic applications like WhatsApp to more secure tools like
Signal or Thunderbird for encrypted communication” (F. Anthonio, #KeepltOn

Campaign Manager, personal communication, May 2, 2024).

Another fundamental factor influencing the efficacy of solutions is the varying
fundamental internet structures across countries. For instance, Iran operates its National
Information Network (NIN), or "Halal internet," which is a government-controlled intranet
with separate technical infrastructure, including servers, DNS services, and routing
mechanisms (Anderson, 2012). This setup differs significantly from the global internet,
affecting how circumvention during shutdowns is approached in Iran compared to other

countries (Anderson, 2012).

On the non-technical side, political backgrounds lead to varying measures during
shutdowns, such as police searches, curfews, and signal blockages, which can drastically
impact the feasibility of circumvention tactics. And,This diversity in circumstances also
affects journalists' needs differently. For example, during civil unrest, if SMS services are
cut off alongside internet shutdowns, journalists may prioritize alternative communication
methods. Conversely, if SMS remains available, their focus may shift to archiving news

materials rather than communication needs.

The threats journalists face also vary significantly, even if a tool is technically effective
and available, users may face severe legal consequences based on these contextual factors.
For example, while VPNs might be widely used in some countries, Kashmiri freelance
journalists note that VPN usage can lead to legal charges under strict laws like India's
Unlawful Activities (Prevention) Act (UAPA) (J2_Kashmiri freelance journalist, personal
communication, May 30, 2024). Similarly, Iranian journalists avoid using SMS due to
surveillance concerns (J1_Iranian independent journalist, personal communication, March
14, 2024). Police practices such as phone searches to locate foreign SIM card users in Sudan,
as noted by Felicia Anthonio, further illustrate the diversity of threats faced by journalists

(F. Anthonio, #KeepltOn Campaign Manager, personal communication, May 2, 2024).
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J1_Cameroonian TV journalist reports similar practices where police seize phones to search
for incriminating evidence (J1 _Cameroonian TV journalist, personal communication, May

27,2024).

5.6 Suggestions for Human Rights Organisations and Technological

Communities

Apart from journalists on the ground themselves innovating tactics to circumvent
shutdowns, many local and international human rights organisations, as well as
technologists, have contributed to circumventing internet shutdowns, or to maintain press
freedom. More than 300 organisations from over 100 countries around the world have joined
the #KeepltOn campaign, an initiative launched by Access Now, a global non-profit
organisation that advocates for digital rights and fights against internet shutdowns (Access
Now, 2024; Tsandzana, 2023). Journalists and experts discussed the current shortcomings
and future potential in this area, pointing out what human rights organisations can do to assist

journalists to cope with internet shutdown
5.6.1 Providing Training for Local Journalists and Civil Society

To empower journalists with knowledge in internet shutdown circumvention and
bridge the gap between circumvention tools and journalists in affected areas, international
organisations can organize Training of Trainers (ToT) programs. As mentioned, some
journalists have never heard of potential effective circumvention tools, or lack knowledge in
coping with shutdowns. ToT programs involve teaching a small number of journalists or
local civil society members who can then organize training for people in their local network
to spread the knowledge. For example, Access Now has been conducting ToTs and

localizing content such as tool tutorials into relevant languages.

“Maybe they could have some members of the forum organize workshops, organize
some promoting stuff because people do not know enough about Bridgefy or this

kind of stuff” (M. Rogers, email communication, May 27, 2024).

“Even here we don't talk about spyware, even though spyware is something we
should pay attention to. A lot of journalists get their equipment confiscated regularly
and it's something that we should pay attention to. But who's gonna talk about

spyware? It's such a scary topic [for non-tech-savvy people]. ...Somebody who can
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speak on this and who can encourage people to speak about this [would be really
helpful]” (J1_Ethiopian newspaper journalist, personal communication, July 2,

2024).

All interviewees find training sessions useful. However, Abdullah highlights one
current shortcoming: Current training focuses on advocacy, “but there is no advocacy about
when internet shutdowns happen, how journalists and activists are communicating with each
other.” Journalists do not use certain tools simply because they have never heard of them (S.

M. Abdullah, personal communication, May 6, 2024).

“A handbook or guide would be super helpful... not only for the international
community but for local organisations to do that. I think there could be a handbook
to prepare people, not only journalists because oftentimes you will see NGOs who
come and support journalists” (J1_Cameroonian TV journalist, personal

communication, May 27, 2024).

“It seems to me that the more education and promotion of journalists, the better.
Because journalists will then share this information with the population, and the level
of digital literacy will also grow... to understand what digital rights are, what they
need to know, and how to protect their digital rights and cybersecurity” (J1, Kazakh

journalist, personal communication, May 28, 2024).

Such ToT programs not only equip journalists with knowledge but also act as a bridge
to connect local media with different organisations for future collaboration and support

(J2_Kashmiri freelance journalist, personal communication, May 30, 2024).

One thing to bear in mind is that international communities should shift their focus
to rural areas as well instead of only focusing on main cities. J1 Zambian journalist observed
this phenomenon and suggested organisations host virtual sessions so people who are not
located in the capital and who are more disadvantaged during shutdowns could also

participate online.

Both the Zambian and Cameroonian journalists mentioned the forgetfulness of
citizens and noted that “there's no continuity in what advocacy communities are doing”

(J1_Cameroonian TV journalist, personal communication, May 27, 2024).
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“Some of us just had to learn things here and there. And I think after a few years, we
forgot about it. We forgot how to navigate through all these things” (J1 Zambian

journalist, personal communication, May 20, 2024).

Therefore, they highlighted the importance of continuous effort rather than one-off
training. This can also address the rapidly changing political environment and the growth of

both circumvention and oppression tools.

In addition to training programs for journalists or specific targets, public educational
programs were also suggested by interviewees. With financial resources, advocacy
communities can “make training available like easy, easy things for normal people”
(J1_Egyptian news agency journalist, personal communication, May 21, 2024). As
J1_Cameroonian TV journalist suggested, advocacy communities can seek financial
resources to start a regular radio program on the topic of digital rights or internet shutdown

circumvention (J1_Cameroonian TV journalist, personal communication, May 27, 2024).
5.6.2 Continuous Development and Updating of Circumvention Tools

As mentioned, some technological solutions can indeed mitigate the negative impact
of internet shutdowns in certain cases. However, experts and journalists have pointed out
their shortcomings in terms of usability. As Abdullah notes, "some of the tools are not
actually updated or they're not actually working (S. M. Abdullah, personal communication,
May 6, 2024)." Therefore, journalists and advocates encourage technologists to continue
developing these solutions, improving their functionalities, and continuously updating the
tools according to changes in the legal environment or technological advancements. There
is also room for tech communities and non-profit organisations to create new tools that serve

different purposes than existing ones.

For example, J1 Cameroonian journalist mentioned a local tech community member
who developed a tool for distributing news via SMS without the internet (J1 Cameroonian
TV journalist, personal communication, May 27, 2024). However, the tool was prohibitively
expensive due to SMS fees. Despite this, with financial and technical assistance from the
international community, this tool has the potential to evolve into a more universal

application.
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5.6.3 The Importance of Local Engagement and Avoiding a Top-Down
Approach

Abdullah observed that international communities are well-connected globally but
are "not doing enough to connect with grassroots", and sometimes offer assistance with a
top-down approach (S. M. Abdullah, personal communication, May 6, 2024). A lot of the
popular tools in the market currently are developed by Western communities, leading to a
gap between developers and user communities in terms of needs, user feedback, and
usability. Developers are suggested to connect and engage with local journalists and civil
society to introduce their tools to regions experiencing shutdowns. For example, from the
interviews, it became apparent that journalists in shutdown areas could potentially benefit

from certain tools but are unaware of them.

“And some of the things that Bridgefy and Briar [offline messaging applications] are
not actively promoting their tools in our kind of country... But mesh network is very
important to circumvent complete internet shutdown or throttling. So this is very
important, but they need to update their interface and need to improve their advocacy

too” (S. M. Abdullah, personal communication, May 6, 2024).

Another consideration is that political contexts and citizens' tech literacy vary from
country to country, as illustrated above. Therefore, it is essential for developers and human
rights organisations to communicate with locals to determine what works for a particular
country and what does not. For example, the founder of Briar discovered that some users

gave up on using the application after a trial:

“However, we see that the number of users rises quickly and then gradually drops
off over time, which suggests that some of those people aren't finding the app as
useful as they hoped - or it has other downsides, such as battery and mobile data
usage, that cause them to stop using it. We need to do more research into why people
start using the app and why they stop so that we can understand this pattern” (M.

Rogers, email communication, May 27, 2024).

“It is important to connect with local users and collect feedback from them to better
understand their needs and the difficulties they face while using the application. As
Anthonio stated, it's important to “listen to the users, to the people, to the local

community” as the goal is “to provide solutions to them, and they are the ones
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experiencing the shutdown” (F. Anthonio, #KeepItOn Campaign Manager, personal

communication, May 2, 2024).

However, Rogers, the founder of Briar, pointed out limitations and obstacles in
collecting user feedback. First, the technology communities often “lack the language skills
and cultural knowledge to promote the app” in countries where it could be useful (email

communication, May 27, 2024).

Another obstacle is that, developers like Briar may refrain from collecting user
feedback due to privacy concerns. Rogers noted that “privacy-conscious users would be
discouraged from using the app if it collected such data, despite its potential usefulness for

app development” (M. Rogers, email communication, May 27, 2024).

One possible efficient way to bridge the language gap, and to increase trust to handle
users’ privacy concerns, is to have a local person or organisation acting as the connection
point between external communities and the locals, whether someone from the diaspora or
a local proficient in English. This person can act as the bridge to collect honest opinions and

provide local insight, while making sure the person who local users talk to is trustworthy.

5.6.4 Providing Financial Support for Local Journalists in Shutdown

Areas

Financial support is crucial, as mentioned by journalists interviewed, to holistically
support journalists in shutdown areas, by helping journalists efficiently implement
technological fixes or combat shutdowns in non-technological ways (J2_Kashmiri freelance
journalist, personal communication, May 30, 2024). Despite some free open-source tools,
certain circumvention tools are not free and can be expensive for countries with lower living
standards. For example, both Abdullah and an Iranian independent journalist point out that
international SIM cards are not popular in their countries due to their expense (J1_Iranian
independent journalist, personal communication, March 14, 2024; S. M. Abdullah, personal
communication, May 6, 2024). A Cameroonian TV journalist mentioned that he had tried an
SMS-based news distribution system but had to discontinue it after a month due to high costs

(J1_Cameroonian TV journalist, personal communication, May 27, 2024).

At the moment, some interviewees express that there are not enough funding

opportunities or donor attention in the field of shutdown circumvention. One possible

48



solution to this problem is for international non-profit organisations to provide financial
support to journalists in shutdown regions, such as supplying them with smartphones with
better specifications or purchasing VPNs and SIM cards for them. For example, donors or
human rights organisations can subsidize journalists to purchase VPNs, cover their SMS
costs, or cover the extra manpower costs they need during shutdowns. Or they can provide
non-monetary resources, such as supplying them with smartphones with better
specifications. This can allow journalists to make use of the technologies without budget

concerns.

“Because carrying out all these things is not easy. You have to give stipends to those
who are working and also the material that you use” (J1 _Cameroonian TV journalist,

personal communication, May 27, 2024).

As mentioned before, connecting with local organisations to bridge the gap could
improve the shortcomings, but sometimes it requires monetary incentives as it will occupy
their working hours (S. M. Abdullah, personal communication, May 6, 2024). If funding
could be provided in this regard, it could possibly help bridge the gap between locals and

international communities.
5.6.5 Reviewing Methods for Categorising Internet Shutdowns

As mentioned earlier, the method by which governments shut down the internet is a
critical factor in determining which circumvention tactics or technologies will be effective.
However, currently, most digital rights organisations do not categorize internet shutdowns
based on the method used. The #KeepltOn Shutdown Tracker Optimization Project (STOP),
created and maintained by Access Now, is a systematic database that documents and
contextualizes internet shutdown cases worldwide since 2016 (Access Now, 2024b). They
categorize shutdowns as full shutdowns, bandwidth throttling, service-based blocking, and
mobile and/or broadband network blocking. This method does not directly indicate how
governments shut down the internet, making it difficult for circumvention researchers to

gather precise data.

Abdullah also highlights a shortcoming within the tech community where
measurement efforts often focus on the number of occurrences while neglecting duration,
which is crucial for determining suitable circumvention tactics (personal communication,

May 6, 2024).
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“But they count every type of internet shutdown as one... whether it lasts for three
minutes, five hours, or just one day, it's counted as one shutdown” (S. M. Abdullah,

personal communication, May 6, 2024).
5.6 Constraints in Circumventing internet Shutdowns

Despite the continuous efforts to mitigate the impact of internet shutdowns from both
journalists and non-profit organisations, several constraints hinder the development and
implementation of effective circumvention methods. This section highlights the technical

and financial challenges in addressing internet shutdowns.
5.6.1 Difficulties in Developing Circumvention Tools

Developing circumvention tools remains challenging due to their technical nature. Rogers,

highlighted that:

“The basic issue is that internet and telephone infrastructure everywhere in the world
is under political control, like any other infrastructure. Alternative means of
communication over long distances, such as radio, are held under tight control as
well... but we can't expect those [circumvention tools] to function as a replacement

for internet and telephone” (M. Rogers, email communication, May 27, 2024).

Another challenge in developing circumvention tools is privacy concerns. Almost all
interviewees mentioned surveillance measures imposed by their government. In countries
where the government imposes internet shutdowns, digital rights are often severely
restricted, making encrypted communication crucial to avoid legal risks. However,
alternative means of communication that do not rely on internet can make it very hard to
implement end-to-end encryption, or other secure and private communication system.
Rogers said that the Briar team often has to “make trade-offs between connectivity and
privacy,” and they prioritize privacy as their target users are at high risk of surveillance and

repression (M. Rogers, email communication, May 27, 2024).

The limitations of users’ hardware also add difficulties in developing circumvention
tools. For example, Apple’s i0S software ecosystem is often described as “closed” or “semi-
closed,” as the products are tightly controlled devices, despite their high usability. Apple has
complete control over the operating system, the applications that can be listed on the App

Store, and the device hardware itself (Goldsmith, 2014). In simple terms, there are numerous
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constraints when developing applications for iPhones. Rogers mentioned that while
developing Briar, implementing peer-to-peer (P2P) functionality on iOS is not possible “due
to restrictions on the things that apps are allowed to do while running in the background”

(M. Rogers, email communication, May 27, 2024).
5.6.2 The High Financial Cost of Combatting Shutdowns

As suggested by interviewees, financial support is as important. However, this
approach is constrained by government monitoring of financial transactions. In authoritarian
countries, governments often monitor the bank transactions of politically sensitive
individuals, such as high-profile journalists, to prevent them from receiving funds from

international communities.

“I recently received a grant from an organisation called Digital Rights
Defenders...but they could not send the money to India because they were afraid of
coming under scrutiny by the government” (J1 _Kashmiri online news journalist,

personal communication, May 23, 2024).

Sometimes, these limitations are not imposed by the country's authorities but are

rather due to international relations, such as sanctions.

“We are not connected to the international banking system. We are cut off. We are
sanctioned by the US. Since all banking systems are cut off through SWIFT, which
is an American-based service, we cannot connect to the international banking
system” (J1_Iranian independent journalist, personal communication, March 14,

2024).
6. Limitation

One of the most significant limitations of this research is the selection of interviewees.
First, the small sample size of three experts and eight journalists may not fully capture the
diversity of experiences and perspectives across different regions and types of internet
shutdowns. Not all countries that experienced shutdowns are covered, and not all formats of
news are represented in each country. Secondly, there were a few limitations regarding the
snowball sampling method. As recruitment messages were sent in English, only those
proficient in English or those who knew someone who could translate were able to

participate. As a result, selection bias is possible as the participants may have characteristics
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that do not reflect the broader population of journalists. The purposive sampling method also
carries a risk of researcher bias. Additionally, some technologists or experts did not respond
to interview requests or were unavailable due to time constraints, leading to their exclusion

from the study.

Another limitation concerns the content of the interviews. For most interviewees, English
is not their first language, which could affect the quality of the data collected, potentially
leading to misinterpretations or loss of nuanced information. Moreover, participants' security
concerns might have led them to withhold sensitive information, affecting the

comprehensiveness and holism of the discussion.

Qualitative research is inherently subjective as it relies on researchers’ interpretation of
data. During the process of coding and content analysis, different researchers might interpret
the same data differently, leading to potential bias (Creswell & Poth, 2018). Content analysis
can also potentially lack depth in understanding the context or meaning behind the data
(Krippendorff, 2019). For example, technical backgrounds or political contexts might be
missed during the coding and categorization of transcripts, leading to inaccuracy of

interpretation of the data.

Furthermore, the researcher's language limitations pose another constraint. The researcher
can only understand English, which may have restricted the background research, literature
review, or selection of experts. Consequently, relevant information, research, or tools
available in other languages might have been overlooked. However, this limitation should
not be that significant as Access Now, a key source for this research, has connections with

global organizations, providing a broader perspective.

These limitations should be considered when interpreting the findings of the study and in
the context of developing strategies to support journalism during internet shutdowns in the

future.
Conclusion and Discussion

Human rights and digital rights defenders have been seeking methods to help journalists
mitigate the negative impacts of internet shutdowns since authorities began using this tactic
to silence journalists and oppress freedom of expression. Over the years, researchers and

scholars have examined this issue while primarily exploring and documenting the patterns,
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triggers, and impacts of shutdowns. Some previous research has also looked into ways to

circumvent internet shutdowns.

This research focuses more narrowly on what journalists specifically can do to cope with
internet shutdowns. Addressing the research questions, journalists have been innovating
various circumvention tactics to maintain reporting during internet shutdowns, including
collaborating with different communities, developing contingency protocols, and making
use of different tools or applications to document news material or maintain a certain level

of communication.

It is challenging to define “the best way” to cope with internet shutdowns, as there is no
one-size-fits-all solution. When seeking ways to cope with an internet shutdown, journalists
should consider multiple factors: how the authorities shut down the internet, each
individual’s threat model and the risks they face, the potential legal consequences, and their
willingness to bear these risks to find workable solutions, as these factors vary from country

to country, and even city to city.

This raises a fundamental issue in the current research field of internet shutdowns: the
methods for categorising internet shutdowns must evolve so that circumvention researchers

can more effectively find solutions.

The literature review shows that researchers and scholars have addressed the topic of
internet shutdown circumvention, and most findings from this research echo the empirical
studies. However, there are some new findings in this research: specifically the importance
of working with diaspora communities and the use of satellite internet. One reason these
solutions have not been mentioned much before is that they are relatively new; emerging as

technology develops and economic situations change over the past years.

Despite the hard work of researchers, journalists, and digital rights communities, internet
shutdowns are, unfortunately still an expanding phenomenon and are worsening every year.
More authorities from different continents are imposing shutdowns, and these shutdowns are
getting longer. Does this mean all the empirical research and advocacy work is useless?
Various factors contribute to the increase in internet shutdowns. One obvious cause is the
increasing oppressiveness by governments targeting media, meaning the collective effort

from advocates, technologists and journalists, among others, cannot keep up.
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During the research, one common theme mentioned was the struggle to circumvent a full
shutdown, which remains one of the biggest unsolved problems. Other factors include the
gap between human rights communities and on-the-ground journalists, an interesting
observation from this research. While there seem to be many circumvention tools available
and various parties working on circumvention, journalists do not appear to suffer less from
shutdowns. This research highlights some shortcomings in current digital rights efforts, such
as the lack of communication with local communities and the struggle between privacy and
the efficiency of tools. This gap leads to situations where journalists have never heard of
potentially useful tools, meaning that even if useful tools are developed, they may not reach
those who need them. Particularly, some interviewees in this research work at major news
outlets in their countries and should be among the first to receive information from

international communities.

Fighting against internet shutdowns is a collective effort involving academic researchers
to explore the broader picture, advocates to address the problem in the long run, technologists
to develop temporary circumvention solutions, and journalists striving to maintain their
work. The international communities should enhance their work with local communities,
provide better training, conduct more comprehensive research, and offer local journalists a

broader range of support and resources.

That being said, internet shutdown circumvention research is and should be a continuous
effort, as technology - both for circumvention and to oppress press freedom - is ever-
changing, along with the political context. Future research could include a larger sample
size, taking into consideration journalists’ nationalities, positions, the format of news,
gender, etc., in order to achieve more holistic insights to ultimately protect the freedom of

the press and expression.
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Summary

Internet shutdowns have increasingly become a tactic employed by governments worldwide
to restrict press freedom. This research aims to investigate potential and existing efficient
methods for maintaining journalism during internet shutdowns, based on in-depth interviews
with three experts and eight journalists from regions affected by shutdowns. The results
show that common challenges journalists face during shutdowns include difficulties in
communicating with different parties, and increased government oppression. The findings
highlight several technological solutions, such as the use of different tools, as well as the
potential of satellite technology as an alternative source of internet. Regarding non-
technological circumvention, journalists emphasized the importance of maintaining a
network within both locally and internationally, as well as setting up contingency plans in
advance. Given the difficulties in circumventing a full shutdown, journalists stressed the
importance of recording and archiving news events. There is no one-size-fits-all solution to
shutdowns; effective strategies depend on various factors such as the scale and local laws
regarding certain technologies. The international communities is encouraged to engage with
locals, and to continue developing circumvention tools to address the ever-changing political
and technical landscape. Methods for categorizing internet shutdowns should also be

reviewed to more effectively identify solutions.

Vypinani internetu se stale Castéji stava taktikou, kterou vlady po celém svéte pouzivaji k
omezovani svobody tisku. Cilem tohoto vyzkumu je na zaklad¢ hloubkovych rozhovort se
ttemi odborniky a osmi novinafi z regiont postizenych vypadky internetu, prozkoumat
mozné a existujici uc¢inné metody pro zachovani chodu kvalitni Zurnalistiky béhem vypadki.
Vysledky ukazuji, Ze mezi bézné problémy, kterym novinaii béhem vypadku celi, patii
obtize pii komunikaci s riznymi stranami a zvySeny utlak ze strany vlady. Zjisténi poukazuji
na né€kolik technologickych feseni, jako je pouZzivani riiznych néstrojl, a také na potencial
satelitni technologie jako alternativniho zdroje internetu. Co se ty¢e netechnologického
obchazeni, novinari zduraznili dilezitost udrzovani sité kontaktii lokalnich i mezinarodnich,
stejn¢ jako vytvareni krizovych plant v piedstihu. Vzhledem k obtizim pii obchéazeni
uplného vypnuti internetu, novindfi zdiraznili vyznam nahrdvani a archivace
zpravodajskychp udalosti. Neexistuje zddné univerzalni feSeni vypnuti; G¢inné strategie
zavisi na riznych faktorech, jako je rozsah a mistni zékony tykajici se urcitych technologii.
Mezinarodni komunity se vyzyvaji, aby spolupracovaly s mistnimi obyvateli a pokracovaly

ve vyvoji nastrojii pro obchazeni, které by reagovaly na neustdle se ménici politické a
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technické podminky. M¢ély by se také pfezkoumat metody kategorizace vypinani internetu,

aby bylo mozné ucinnéji urcit feSeni.
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Appendix 1: Glossary

Term Definition

BGP Border Gateway Protocol, the protocol that enables data routing across the
internet. (O’Neill et al., 1998)

Cellular A wireless digital/radio network made up of cells served by transceivers called

network base stations, providing extensive coverage and seamless connectivity for mobile
devices (Shinder & Cross, 2008; Goldsmith, 2005).

Cloudflare An American company providing content delivery network services, cloud
cybersecurity, DDoS mitigation, Domain Name Service, among other services to
enhance the performance, security, and reliability of websites. (Cloudfare, n.d.)

DNS Domain Name Servers, responsible for translating domain names into IP
addresses.

Encryption The process of converting data into a code to prevent unauthorized access,
ensuring that the information is only accessible to those who have the decryption
key (Stallings, 2017).

End-to-end A type of encryption where data is encrypted on the sender's device and can only

encryption be decrypted on the recipient's device, ensuring no intermediaries can access the
data.

GPS Global Positioning System, a satellite-based navigation system providing location
and time information. (Lee, 2009)

GPS spoofing The act of deceiving a GPS receiver by broadcasting fake GPS signals, thereby

manipulating the receiver’s location data (Kaplan & Hegarty, 2006).
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IP address

Internet Protocol address, a unique identifier assigned to each device connected

to a network.

Internews

A media support nonprofit working in over 100 countries to promote free and

independent media.

Landline

Refers to voice and data communications transmitted through physical cables as
opposed to wireless communications, including fixed telephony and wired data

services (Goleniewski & Jarrett, 2007).

Mesh Network

A network topology where each node (device) is interconnected, allowing devices
to rely on wireless technologies such as Bluetooth Low Energy (BLE) to create
communication networks without internet connectivity (Albrecht et al., 2021;

Dobrev, 2016).

MTProto

Mobile Transport Protocol, a suite of security protocols for instant messaging at

the core of the Telegram messenger application (Miculan & Vitacolonna, 2023).

OONI

Open Observatory of Network Interference, a global community project

measuring internet censorship around the world.

Packets

Data divided into small units and transmitted over a network along with metadata

for routing.

Peer-to-peer
(P2P)

A decentralized network architecture where each participant (peer) can act as both
a client and a server, sharing resources directly with other peers without needing

a central coordinator (Oram, 2001).

Proxy Proxy servers are systems or applications that act as a gateway between a client
and web servers on the internet, providing an intermediary to add security and
mask the user’s IP address (Keary, 2024).

VPN Virtual Private Network, a service that encrypts internet connections and masks

IP addresses to provide privacy and security online.
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Open source

Software for which the original source code is made freely available and may be
redistributed and modified according to the user's requirements, promoting

collaborative development and transparency. (Opensource.com, n.d)

SMS

Short Message Service

66




Appendix 2: Expert Interviewee Information and Specialties

Interviewee

Felicia Anthonio

Shoeb Md Abdullah

Position and Affiliation

The #KeepltOn Campaign Manager
at Access Now, a global campaign
fighting against internet shutdowns

worldwide (Access Now, 2024).

Founder of Activate Rights, a
voluntary initiative focused on
internet freedom and the anti-
shutdown movement in Bangladesh
(Activate Rights, n.d.). Network
Measurement Fellow in OPTIMA
Project, Internews’ program that
supports collaboratively developed
resources to enable better responses
to major instances of internet
shutdowns in Africa (Internews,

2023).
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Specialties and
Covered Topics During

the Interviews

General information
about internet shutdowns
- Prediction of trends in
internet shutdowns

- Experience, skills, and
obstacles in anti-internet
Shutdown advocacy

- Observations,
reflections, and advice on
working with

technologists

- Available tools and
countermeasures for
internet shutdowns

- Experience, skills, and
obstacles in shutdown
circumvention training
and advocacy

- Opinion and advice for
international

communities



Michael Rogers

Founder of Briar project, a peer-to- - Information and usage

peer encrypted messaging app with

no internet access required (Briar,

n.d.).

of peer-to-peer
messenger tools

- Promoting and
educating journalists on
shutdown circumvention
tools

- The technological side
of internet shutdown and
circumvention

- Experience in
developing  shutdown
circumvention tools as a

technologist
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Appendix 3: Semi-structured interview-guide

Technology experts (in interview order):

Michael Rogers (Founder of Offline Messager app Briar)

Shutdown:

1. Based on your understanding and experience, what are the most significant
challenges journalists facing in shutdown areas?

2. What did technologists, advocates, and the international communities do wrong or
not do enough to combat internet shutdowns in general?

3. How can the international community, including human rights advocates and
technologists, bridge the gap and promote their technologies and ideas to the
general public? And what do you think that they are not paying enough attention
to? Share your experience and thoughts.

4. For you, what are the biggest obstacles to combating internet shutdowns?

Briar specific:

1y
2)
3)

4)
5)

Story behind founding Briar.

Under what circumstances and situation should Briar be used?

How, and in what ways, did you anticipate that Briar should contribute to this
combating internet shutdown?

Does the app achieve the initial goals?

Questions about User data:

How many current users does Briar have?

Where are they from?

To which socio-economic groups or occupations do the users mainly belong?
How frequently do they use the app?

Have you received any user feedback? And what are they?

How much do you interact with users? Why or why not?

Any other information about the users that you know.

Why do you think the user number is ideal/ not ideal?

If you don’t know the answer of any of the questions above, did you try to obtain

the information but failed? If you did not try, why?
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6)

7)
8)
9)

What improvements can Briar make to better cater to people's needs during internet
shutdowns?

What are the biggest obstacles to getting people to use Briar?

How did (/will) you promote Briar?

In your opinion, has Briar been doing a good job at promoting globally? Why and

why not?

Felicia Anthonio (The #KeepltOn Campaign Manager at Access Now)

Structured:

1.

Based on your understanding and experience, what are the greatest challenges

facing journalists in shutdown areas?

2. What did the international communities do wrong, or not do enough of, to combat
internet shutdow

3. How can the international community, including human rights advocates and
technologists, bridge the gap and promote their technologies and ideas to the
general public? Share your experience.

4. For you, what are the biggest obstacles to combat internet shutdown?

Unstructured:

1) Describe the global trend of internet shutdowns.

2) What are the biggest difficulties people face when combating internet shutdowns?
(e.g. financial factors, lack of technical knowledge)

3) Your Suggestion: Most effective approaches to combat internet shutdowns (e.g.
technical and non-technical methods)

4) Your Observation: Approaches that are currently being used to combat internet
shutdowns (e.g. technical and non-technical methods)

5) What are the biggest difficulties or obstacles people, especially journalists, face
when combating shutdowns or implementing expert-developed solutions?

6) What are the most important actions that advocates, stakeholders, or the
international community should take to bridge the gap?

7) Have you heard of Bridgefy, Briar, VPN, international SIM, Tella?

Why do you think the apps do not have a larger user base and, therefore, do not
effectively help local communities combat shutdowns, given the fact that people

are still suffering a lot of shutdowns?

b) How can the tool be utilised more effectively?
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c)

Possible questions pertaining to the statements made by the tech experts.

Shoeb Md Abdullah (Trainer)

Structured:

1.

Based on your understanding and experience, what are the greatest challenges
facing journalists in shutdown areas?

What did the international communities do wrong, or not do enough of, to combat
internet shutdowns?

How can the international community, including human rights advocates and
technologists, bridge the gap and promote their technologies and ideas to the
general public? Share your experience.

For you, what are the biggest obstacles to combat internet shutdown?

Unstructured:

5.

6)

10.

11.

Tell me about the internet shutdowns in Bangladesh, such as pattern, frequency,
occasion, how the government shut the internet down, and anything you think it’s
important or relevant.

Tell me more about your advocacy and advocacy training work.

What exactly do you do?

Who is your target audience?

Who do you reach out to people you train?

What do you teach them?

Do you work with international organizations or communities? If you do, in what
way?

What is your biggest challenge or obstacle carrying out your work?

Your Suggestion: Most effective approaches to combat internet shutdowns, both
long-term and short-term. (e.g. technical and non-technical methods)

Your Observation: Approaches that are currently being used to combat internet
shutdowns, both long-term and short-term. (e.g. technical and non-technical
methods)

What are the biggest difficulties or obstacles people, especially journalists, face
when combating shutdowns or implementing expert-developed solutions? (e.g.
financial factors, lack of technical knowledge)

What are the most important actions that advocates, stakeholders, or the

international community should take to bridge the gap?
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12)  According to my literature review, the following tools were mentioned. Have you
heard of Bridgefy, Briar, VPN, international SIM, Tella?
a) Why do you think the apps do not have a larger user base and, therefore, do not
effectively help local communities combat shutdowns, given the fact that people
are still suffering a lot of shutdowns?

b) How can the tool be utilised more effectively?

Journalists:

Experience in internet shutdown

1. How long did the shutdown(s) last, and what was/ were the occasion(s)?

2. Were you informed before it happened? If so, did you do anything to prepare for
it?

3. Do you think the authorities achieved what they wanted? For example, was it

successful if they wanted to stop an uprising?

4. What was the biggest loss after the shutdown, economically or democratically?

Experience & Reflection for future occurrence of shutdown”

5) Descript your work during the shutdown periods

a) What exactly do you do?

b) Who is your target audience?

c) Who did you have to contact for your reporting (e.g. interviewees, government
representatives, editors). And how?

d) How did you gather information, e.g., news, announcements, etc.?

e) How did you publish?
What was the main challenge at work initially and later on?
What did citizens do to stay connected to what was happening?

What did journalists do wrong during the shutdown?

A S

Looking back, what would you have done differently, or what would you change if

the situation occurred again?

10.  Your Observation: Approaches currently being used to combat internet shutdowns,
both long-term and short-term. (e.g. technical and non-technical methods)

11. Do you see a lot of difficulties for the media and freedom of speech at the time? For

example, was there more misinformation?
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Views on existing technology and international communities

12.

13.

14.

15.

Did you use any of the following tools or workarounds? Share your thoughts and
experiences. Bridgefy, Briar, VPN, international SIM, Tella.

If you have not, do they sound appealing to you in theory? Why or why not? How
can it be improved?

What can technologists do to help? For example, is there any helpful technology or
tool you wish was invented?

What can the international community do to help, both technologically and

otherwise?
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