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Abstract 

With the start of the Russian full-scale invasion of Ukraine in February 2022, Western 

Information and Communication Technology (ICT) companies have found themselves in a 

strange position. Providing Ukraine’s military resistance with critical capabilites and 

resources, these companies seem to have become geopolitical actors in their own right. Due 

to its novelty, academic research has so far been lacking theory-driven approaches for the 

implications that accompany this phenomenon. To help fill this research gap, this thesis 

offers a new perspective on the actions of ICT companies in interstate war by utilizing 

Slaughter‘s theoretical framework focused on connections and networks in geopolitics. It 

conducted a qualitative comparative analysis of these company action’s and their impact on 

both sides of the war to determine how they shape the conflict and to which degree they 

provide a strategic advantage to their beneficiaries. The analysis of indivdual within-cases 

yields support to the notion that ICT companies can enhance the resilience of a country under 

military attack, while also constituting an important factor for the aggressor. Both findings 

highlight the critical role ICT companies can play in military conflict. At the same time, the 

thesis finds that ‚webcraft‘ alone yields only limited or diminishing returns unless underlined 

by traditional state-centric instruments of war. 

 

Abstrakt 

Po zahájení ruské invaze na Ukrajinu v únoru 2022 se západní společnosti v oblasti 

informačních a komunikačních technologií (ICT) ocitly ve zvláštní situaci. Zdá se, že tyto 

společnosti, které poskytují ukrajinskému vojenskému odporu kritické kapacity a zdroje, se 

samy staly geopolitickými aktéry. Vzhledem k novosti tohoto jevu zatím akademický 

výzkum postrádal teoreticky podložené přístupy k důsledkům, které tento jev provázejí. Aby 

pomohla zaplnit tuto výzkumnou mezeru, nabízí tato práce nový pohled na působení ICT 



 

 

společností v mezistátní válce s využitím Slaughterova teoretického rámce zaměřeného na 

vazby a sítě v geopolitice. Provedla kvalitativní komparativní analýzu těchto akcí 

společností a jejich dopadu na obě strany války s cílem určit, jakým způsobem utvářejí 

konflikt a do jaké míry poskytují strategickou výhodu svým příjemcům. Analýza 

jednotlivých případů v rámci konfliktu přináší podporu pro názor, že ICT společnosti mohou 

zvýšit odolnost země, která je pod vojenským útokem, a zároveň představují důležitý faktor 

pro agresora. Obě zjištění zdůrazňují zásadní roli, kterou mohou ICT společnosti hrát ve 

vojenském konfliktu. Práce zároveň zjišťuje, že samotné „webcraft“ přináší pouze omezené 

nebo klesající výnosy, pokud nejsou podpořeny tradičními státními válečnými nástroji. 
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2 

Introduction 

The Russian invasion of Ukraine on 24th February 2022 saw a massive collective response 

by Western governments in aiding Ukraine and condemning and sanctioning the actions of 

the Russian Federation. Western governments opened the gates of their arsenals to supply 

Ukraine with military hardware, and soon the deliveries of weapon systems like Javelin Anti-

Tank Guided Missiles became symbols of the support to Ukraine’s resistance. But it was not 

only Western governments that came to the aid of Ukraine. A public request on Twitter made 

by Ukraine’s Minister for Digital Transformation shortly after the beginning of the invasion 

was answered by a U.S. tech billionaire over social media platform X (formerly Twitter) 

within hours.1 The subject of the request: That US commercial aerospace company SpaceX 

should provide its fast, low-latency satellite-based Starlink internet to the Ukrainian people 

and government. The response tweet by SpaceX’s CEO Elon Musk took only twelve hours 

and declared: “Starlink service is now active in Ukraine.”.2  

The provision of Starlink’s services to Ukraine became one of the most visible and famous 

cases of support for the state by a commercial technology actor, but it was far from the only 

one. Over the coming weeks and months, dual-use technologies provided by other 

Information and Communication Technology (ICT) firms rose to prominence. Individuals 

from around the world could follow the actions on the ground via satellite imagery provided 

by Maxar Technologies Inc. or observe Russian tank columns streaming into Ukraine via 

Google Maps. Civilian drones available for purchase in ordinary supermarkets were turned 

into artillery observers and kamikaze weapons. In short, the Russian invasion of Ukraine3 

 
1 Jayanti, “Starlink and the Russia-Ukraine War: A Case of Commercial Technology and Public Purpose?” 
2 Jayanti. 
3 The term ‘Russian invasion of Ukraine’ is used in this thesis to describe the events unfolding from 24 th 

February 2022 onwards as part of the wider conflict of the Russo-Ukrainian War. This terminology was 

chosen to reflect the focus on this particular timeframe, excluding events that didn’t take place immediately 
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became a staging ground for the military employment of dual-use technologies, often 

provided by private companies without explicit government sanction and yielding battlefield 

effects on a scale not seen before. 

The provision of these services became highly visible on the Ukrainian side, often supported 

by Western media coverage.4 Private companies it seemed, were becoming active and even 

independent stakeholders in an armed interstate conflict. This has already sparked a debate 

in Western media and policymaking circles about the power of these companies.5 

Visibility of big tech support was much lower on the Russian side and the Russian armed 

forces were primarily reported to conduct a much more traditional offensive military 

campaign, which especially during 2022 yielded only meagre results and even the loss of 

previously conquered territory. These observations suggests that the involvement of these 

companies might have had a significant impact on the course of the war and has been relied 

upon to different degrees by the two sides of the conflict, giving rise to two research 

problems this thesis addresses:  

First, “How does the involvement of big ICT companies shape the Russian invasion of 

Ukraine?”. And second, “Do countries which obtain the support of big ICT companies have 

a strategic advantage in armed conflicts over the countries which cannot count on their 

support?”. 

 
before 24th February 2022 or afterwards, and to emphasize the character of the ongoing events as the result of 

a war of aggression initiated by the Russian Federation. 
4 Timmermans, “Satellite Imagery Companies in Support of Ukraine”; Horton, “Microsoft Creating a Front 

Line to Help Ukrainian Government”; Beaty and The Associated Press, “Microsoft Tops the List of Largest 

Private Donors to Ukraine with $430 Million—but Google Also Made the Cut.” 
5 Ero, “Tech Companies Are Fighting for Ukraine. But Will They Help Save Lives in Other Global 

Conflicts?”; Giles, “Tech Giants Hold Huge Sway in Matters of War, Life and Death. That Should Concern 

Us All”; Sánchez and Torreblanca, “Ukraine One Year on: When Tech Companies Go to War.” 
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Both these questions are highly relevant for the field of geopolitics which often considers 

states as the primary actors in international relations and especially when it comes to armed 

conflict. To answer the research questions, the thesis employed Anne-Marie Slaughter’s 

theory of strategic interconnectivity laid out in her book The Chessboard & the Web. 

Challenging the traditional chessboard view of geopolitics, Slaughter puts forth a theory 

which requires modern policymakers to also take into account a different perspective of 

international affairs, the web view, marked by the growing interconnectivity of modern 

societies and decentralization of power.6 Answering these questions has far-reaching 

implications that extend beyond the limits of the ongoing war in Ukraine: At their core lies 

a discussion of the role, impact and power of civilian companies in armed conflict, and 

whether technology is shaping societies in ways which challenge traditional notions of 

geopolitics.  

The thesis will begin by providing an overview of the existing literature on the general topic 

of private companies in foreign policy and war, and in Ukraine specifically. Following this, 

Slaughter’s theory will be introduced to provide a sound theoretical basis for assessing the 

role of ‘Big Tech’ in the Russian invasion of Ukraine. Afterwards, the methodological 

approach is laid out, including the definition of the main research subjects, ICT companies. 

The main body of the thesis deals with selected case studies of the involvement of these 

companies in the war, looking into the Ukrainian side and then comparing it with the Russian 

side. The findings from this analysis will then form the foundation for a discussion around 

the strategic significance of the support provided by these companies, embedded into 

Slaughter’s theoretical framework. The thesis will conclude with a condensed summary of 

 
6 Slaughter, The Chessboard and the Web, 2017, 72. 
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the empirical and discussion findings and set them into a broader context while also 

providing an outlook on future developments associated with the topic. 

The Russian invasion of Ukraine stands at the core of an unfolding geopolitical paradigm 

shift, which is not confined to Europe. Since the end of the Cold War, Western states have 

reduced their military expenditures and implemented liberal policies which saw the 

emergence of large technology conglomerates such as Microsoft and Alphabet, which 

increased the wealth and interconnectivity of their societies. At the same time, these 

countries became increasingly estranged from the traditional hard power concepts often 

associated with the chessboard view of geopolitics. Russia’s invasion of Ukraine has 

challenged these perceptions. As European countries see themselves forced to ramp up 

defense industrial outputs and expand their militaries’ capabilities in the face of a Russian 

threat, the reliance of modern societies on ICT means that these companies can potentially 

provide conflict parties with critical capabilities. But can the support and reliance on ICT 

companies really substitute for a lack of conventional military capabilities? By investigating 

the actions of these companies in the Russian invasion of Ukraine, this thesis will offer a 

new perspective on the impact their involvement can have in conventional interstate war and 

how it relates to traditional, state-centric conceptions of warfare.  

 

1. Literature Review 

Private Military Companies (PMCs) have received extensive scholarly attention in recent 

years, especially since their pervasive employment by the U.S. government during the wars 

in Iraq and Afghanistan. The involvement of private companies in war primarily focused on 

producing civilian goods on the other hand presents a much more scarcely researched 
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phenomenon. With the dawn of modern, industrialized wars, civilian industries gained a 

prominent role, shifting their production from civilian to military goods and thereby forming 

the material backbone of a country’s war effort. These cases mostly include companies being 

ordered by the government to do so. But notable exceptions exist, like the Ford Motor 

Company during WWII, which shifted to producing military vehicles and components for 

the Allies voluntarily already in 1940.7 This was two years before the second Wars Powers 

Act came into force in 1942, which compelled U.S. businesses to primarily service 

government contracts for the war effort.8 Other cases of voluntary support by civilian 

companies include various American airlines and logistics companies voluntarily providing 

cargo and passenger planes to Operations Desert Shield and Desert Storm in 1990/91, prior 

to their formal activation as part of the U.S. Civilian Reserve Air Fleet.9  

None of these actions however reflect the form of widespread, voluntary involvement 

witnessed from ICT companies since the Russian invasion of Ukraine in February 2022. 

Subsequently, scholarly attention to this phenomenon has only emerged since then and has 

been dominated by descriptive journalistic and think tank publications. For example, Lilly 

et al. (2023)10 compiled a comprehensive list of specific ICT companies and the services 

provided by them to Ukraine since the onset of the invasion. They divide the support by 

these companies into three categories – hardware, software, and cyber services. From a 

limited historical analysis of this support, the authors derive a range of risks and 

opportunities facing companies when defending a state party to an armed interstate conflict, 

 
7 Quigley, “Detroit Defied Reality to Help Win World War II.” 
8 Quigley; Lawson and Rhee, “Usage of the Defense Production Act throughout History and to Combat 

COVID-19.” 
9 Matthews and Holt, So Many, So Much, So Far, So Fast: United States Transportation Command and 

Strategic Deployment for Operation Desert Shield/Desert Storm, 42. 
10 Lilly et al., “Business@War.” 
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as well as a list of lessons learned for how companies and countries can handle similar cases 

in the future. 

Fox and Probasco (2023)11 from the Center for Security and Emerging Technology (CSET) 

conducted a workshop with relevant business leaders, former U.S. government officials, and 

representatives from the UK’s Ministry of Defense to collect qualitative data on how the 

support for Ukraine by these companies was generated and the challenges faced in 

establishing and maintaining it. Despite not following strict qualitative methodology and 

being held under Chatham House rule, their work offers valuable first-hand insight into how 

ICT companies engaged with the Ukrainian government, and how similar public-private 

partnerships could be leveraged in the future. 

Van Benthem (2023)12 contributed to a crucial aspect of ICT company support in armed 

conflicts by analyzing the legal implications resulting from the direct or indirect involvement 

of Western ICT companies in acts of war in Ukraine under international humanitarian law. 

By arguing that these companies and their employees potentially expose themselves to 

military reprisals under international law, she raises to attention to a facet of this support that 

is often overlooked in the public debate. 

Regarding cyber warfare, Mueller et al. (2023)13 use a mix of empirical analysis and 

alternative scenario projection based on the Clausewitzian concept of war to assess the 

events in the cyber theatre of operations during the Russian invasion of Ukraine so far. They 

arrive at a range of conclusions related to cyber warfare: They find that the employment of 

offensive cyber tools has confirmed academic skepticism around the nature of ‘cyber war’, 

 
11 Fox and Probasco, “Volunteer Force.” 
12 Van Benthem, “Privatized Frontlines.” 
13 Mueller et al., “Cyber Operations during the Russo-Ukrainian War.” 
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with the coercive impact of these measures during the war remaining limited. Due to the 

difficulties associated with predicting the effects and outcomes of cyber operations, the 

authors argue that they have had a greater impact on the strategic than on the tactical level 

of conflict, with malware being much easier to defend against than disinformation. With 

much of Ukraine’s cyber security capabilities being provided or supported by Western ICT 

companies, Mueller et al.’s findings suggest that the support that these companies offer 

Ukraine has played an important role in this. 

On the critical side, Öztemel (2022)14 employs a theoretical Gramscian approach to analyze 

the involvement of ICT companies in Ukraine, including social media companies, through 

the lens of the concept of hegemony. She finds that the actions observed by these companies 

in Ukraine constitute a weaponization of public goods such as internet services, to further 

states’ interests. This in turn would herald a new relationship between governments and 

businesses, turning the latter into state resources employed at will and not necessarily in line 

with the interests of the public. Many Western technology companies however stated that 

they offered their services to Ukraine on a voluntary basis,15 casting doubt on the direct 

relationship between these companies and their exploitation by governments as tools of 

foreign policy. 

In addition to the general lack of scholarly research, academic literature that exists at the 

time of the research for this thesis is falling short in theory-based approaches that recognize 

ICT companies as foreign policy actors in their own right. Such research can help to 

challenge existing understanding of the role of these companies in wars, as well as inform 

considerations about potential future conflicts and the role of these companies in them. At 

 
14 Öztemel, “Digital Hegemony and the Russia-Ukraine War.” 
15 Fox and Probasco, “Volunteer Force,” 3. 
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the same time, the focus of the existing literature is overwhelmingly on Ukraine, with 

Russia’s employment or lack of employment of private sector support being largely ignored. 

As a consequence, this thesis is intended as a contribution to filling the existing gap in the 

literature and place the phenomenon of ICT company involvement in wars into a wider 

theoretical context. 

 

2. Theoretical Framework 

Anne-Marie Slaughter’s network theory of international politics served as the theoretical 

foundation for this thesis. The theory derives from the assumption of two existing views of 

international politics, the traditional view of a chess game, and the new and increasingly 

important view of a web of connections. According to the theory, both views are valid and 

exist in parallel, influencing each other.16 But while there exist grand strategies to underpin 

the traditional statecraft of the chessboard view, no such strategies exist for application in 

the realm of what Slaughter calls ‘webcraft’.17 

At its core, Slaughter’s theory attempts to fuse two traditions of international relations 

theory, namely the realist and liberal paradigms. Statecraft here is closely related to realist 

understandings of everything from human nature, the international system, actors, foreign 

policy goals and means of how to achieve them. Webcraft on the other hand builds on classic 

ideas of liberal international relations theory, namely complex interdependence by Robert 

Keohane and Joseph Nye (1977) and evolutions of liberal institutionalism.18 

 
16 Slaughter, The Chessboard and the Web, 2017, 24. 
17 Slaughter, 73–74. 
18 Slaughter, 29–34. 
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But in her book, Slaughter goes deeper and develops her own theory by integrating ideas 

from networks theory into existing liberal concepts. The most fundamental rift between the 

chessboard and the web lies in what they understand as actors: While the chessboard view 

only recognizes states as the main actors, the web view looks at actors other than states, 

including everything from non-governmental civil society organizations to companies, 

social movements, terrorist organizations, organized crimes syndicates and private 

individuals, and perceives them as foreign policy actors in their own right.19 Slaughter bases 

this definition of actors on a phenomenon she calls “disaggregation of the state”,20 which 

points to the importance of private connections in global governance outside of formal state 

hierarchies. When these different actors are taken into account, the view on international 

politics changes from one of separation defined by state borders, to one of connections, 

constituted by networks of actors.21 This emphasis on actors also separates the web view 

from the chessboard view, which – borrowing from neorealist literature – traditionally 

focuses on the structure of the international system as the defining factor that shapes the 

actions of states and therefore international politics.22 

Slaughter sees this shift not as an interesting intellectual tweak, but a necessity borne out of 

a changing foreign policy landscape. Due to globalization and advances in technology, the 

world and the people living in it are becoming increasingly connected socially, 

economically, politically and in many other dimensions.23 Borrowing from chaos theory, 

Slaughter therefore adapts the notion of international politics as a “complex adaptive 

system”,24 being made up of a vast number individual parts which stand in constant 

 
19 Slaughter, 23, 37. 
20 Slaughter, 37. 
21 Slaughter, 7. 
22 See for example Donnelly, Realism and International Relations, 82–85. 
23 Slaughter, The Chessboard and the Web, 2017, 5. 
24 Slaughter, 39. 
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interaction with each other.25 In complex adaptive systems, the components of the system 

interact with and adapt to each other as a whole, to create results that are not predictable 

from focusing only on the actions of individual components.26 If international politics is a 

complex adaptive system and is made up of actors, then understanding international politics 

starts to mean understanding how different networked actors interact with and adapt to each 

other.27 

While Slaughter’s ontological bases are not novel and rather present different names for 

existing concepts and schools of thought in international relations literature, the implications 

she draws from them for applied foreign policy are innovative. The intellectual added value 

from her theory becomes visible when networks become seen as tools of foreign policy, 

which can be “designed, activated and managed to achieve specific policy goals”.28 In order 

to achieve this, Slaughter leverages existing ideas, concepts, and insights from the discipline 

of network study to provide a range of strategies on how networks can be leveraged to 

achieve foreign policy objectives. 

 

2.1. Resilience Problems & Network Structures 

Slaughter defines three broad categories of foreign policy problems currently facing 

policymakers: resilience problems, execution problems and scale problems.29 According to 

her, “resilience problems involve avoiding and responding to crises, whether man-made, 

natural, or both, ranging from a direct military attack to an earthquake to a famine”.30 

 
25 Slaughter, 38. 
26 Slaughter, 40. 
27 Slaughter, 40. 
28 Slaughter, 41. 
29 Slaughter, 77. 
30 Slaughter, 77. 
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Execution problems on the other hand concern how specific actions are implemented by a 

defined range of actors to achieve a specific policy goal, while scale problems occur when 

policy solutions fail to address a challenge on a macro scale.31 While Slaughter emphasizes 

that most contemporary foreign policy problems are made up of a mix of these three 

categories, she argues that for each of these three dimensions specific types of networks can 

be designed and managed to address problems within the dimensions.32 Using Slaughter’s 

typology, the Russian invasion of Ukraine can accurately be described as a resilience 

problem for the Ukrainian state, making this the most relevant foreign policy problem 

dimension to investigate. In order to know what qualities a network addressing resilience 

problems must have, it is necessary to first define the term ‘resilience’ more closely.  

Slaughter uses definitions by Levin & Lubchenco (2008) as well as Zolli & Healy (2014) to 

define resilience in foreign policy as the capacity of both individuals, collectives and systems 

to withstand external pressure and recover from it.33 Drawing from resilience studies, 

Slaughter states that natural systems exhibit the qualities of diversity, modularity, and 

redundancy, and are more likely to be resilient to external pressures.34 The core components 

of resilience are primarily found in networks rather than hierarchies, raising attention to the 

importance of how networks are structured to be as resilient as possible.35 Slaughter finds 

that distributed mesh network structures are generally the most resilient, based on a study by 

Baran (1964).36 However, mesh networks are more exposed to attacks because they cannot 

be sealed off, while also lacking the ability to form strong clusters that act as critical nodes 

 
31 Slaughter, 77–78. 
32 Slaughter, 78. 
33 Slaughter, 80–81. 
34 Slaughter, The Chessboard and the Web, 2017. 
35 Slaughter, 81. 
36 Baran, “On Distributed Communications: I. Introduction to Distributed Communications Networks,” 34; in 

Slaughter, The Chessboard and the Web, 2017, 82–83. 
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for de-centralized (star) networks.37 With these qualities in mind, it is now possible to look 

at Slaughter’s resilience networks strategy that is most relevant for the investigation of the 

research topic of this thesis: defense networks. 

 

2.2. Defense Networks 

As Slaughter notes, war is usually associated with the realist chessboard view of 

international politics.38 States are generally seen as the principal actors in war, pitting highly 

hierarchically organized armies against each other on the battlefield. The prime objective in 

this traditional conception of war is to conquer territory, especially central hubs of the 

adversary such as the strategically important chokepoints or the capital city.39 Slaughter 

challenges this conception by pointing out the increasingly networked character of conflict, 

especially when non-state actors are partaking in the conflict.40 She sees hybrid modes of 

warfare as focusing on structurally weakening the adversary instead of aiming for territorial 

conquest in the context of open military hostilities.41  

It is at this point where Slaughter’s theory requires adaptation: Even when non-state actors 

are completely ignored, with the full outbreak of military hostilities on 22nd February 2022, 

the Russian invasion has shown that conquest of the capital is not the only mode of warfare 

in this conflict: It has become an integral element of the Russian military campaign to 

degrade Ukrainian military and civil infrastructure alike, including the destruction of 

transmission stations, dams, and power plants.42 Long-range precision-guided munitions 

 
37 Slaughter, The Chessboard and the Web, 2017, 83. 
38 Slaughter, 84. 
39 Slaughter, 86. 
40 Slaughter, 84. 
41 Slaughter, 86. 
42 See for example: United Nations Security Council, “Escalating Attacks on Ukraine’s Civilian, Energy 

Infrastructure Making Humanitarian Aid Delivery Even More Dangerous, Relief Chief Tells Security 

Council”; Hurska, “Russian Attacks on Ukrainian Critical Infrastructure Become Hybrid Threat to Europe.” 
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make all infrastructure in the country potentially vulnerable. In Slaughter’s view, defending 

against hybrid threats is essentially an issue of strategic infrastructure dispersion to deny the 

adversary the capturing of critical hubs.43  

It is crucial to note that nowadays the term infrastructure has evolved to not only encompass 

facilities that provide public goods like water and electricity or military goods like materiel 

and ammunition, but countries have recognized that due to the heavy reliance on information 

and communication technologies (ICT), digital infrastructure such as server farms, 

telecommunication antenna and data centers have become equally essential to modern 

societies.44 The same is true for military applications which increasingly rely on ICT for 

everything from communication and targeting to payload delivery. Maintaining and 

protecting these infrastructures is also not a sole physical challenge but also a digital one, as 

connected infrastructures are also vulnerable to cyberattacks. Therefore, for this thesis, 

Slaughter’s concept of infrastructure and what it means to protect it is extended to capture 

these technologies. 

To determine the optimal network structure to minimize infrastructure vulnerability, 

Slaughter compares random networks - which contain an even distribution of connections 

between all nodes of the network – with scale-free networks, where major hubs exist that 

connect to many nodes at once, while other nodes have only a few interconnections.45 While 

scale-free networks exhibit greater resilience vis-à-vis random failure, they are more 

vulnerable against deliberate attacks against the major hubs, as the network heavily depends 

 
43 Slaughter, The Chessboard and the Web, 2017, 86. 
44 European Parliament and The Council of the European Union, Directive (EU) 2022/2557 of the European 

Parliament and of the Council of 14 December 2022 on the resilience of critical entities and repealing 

Council Directive 2008/114/EC, (5), (20); European Commission, “White Paper - How to Master Europe’s 

Digital Infrastructure Needs?,” 3–5. 
45 Slaughter, The Chessboard and the Web, 2017, 84. 



 

15 

on their connections.46 Thus, Slaughter argues that infrastructure needs to be organized in a 

random, distributed mesh network for the case of defense against deliberate external 

attacks.47 

As the name suggests, Slaughter’s concept of defense networks is first and foremost a 

concern for the defending side in an armed conflict. It would follow from this that an attacker 

would not need to pay attention to establishing these networks of web actors as they do not 

pursue resilience, understood as the capacity to resist change and recover from it.48 The 

attacker would instead focus on a traditional chessboard-view of war, relying primarily on 

the capabilities of the state. But the literature review above has shown that even countries 

conducting offenses such as the United States during the 1991 Gulf War have relied on a 

network of private actors in the past to provide capabilities that the state either didn’t have 

or wasn’t as effective in. Also, it is important to point out that the roles of the offense and 

defense often change during a war, forcing the sides to adapt their posture. Even an initial 

attacker might therefore want to look at obtaining support from ‘the web’ to supplement their 

capabilities. 

 

3. Methodology 

The purpose of this thesis was to investigate how the involvement of ICT companies is 

shaping the Russian invasion of Ukraine and the implications of this support for strategic 

success, by using Anne-Marie Slaughter’s theory of the chessboard and the web. This was 

achieved by investigating each side of the conflict’s use of ICT company support, with cases 

 
46 Slaughter, 85–86. 
47 Slaughter, 86. 
48 Slaughter, 80–81. 
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of specific company support constituting within-cases. The author employed a comparative 

case study research design to illustrate the different roles the support of ICT companies plays 

for both the defender and the attacker in the ongoing war. The unique involvement of these 

companies in an armed interstate conflict presents what Gerring & Christenson (2017) term 

a ‘pathway case’, which serves to illustrate a theory and demonstrate the plausibility of its 

application to future cases.49  

Slaughter’s theory informed this thesis in the following ways: It determined non-state actors 

and more closely, significant private ICT companies as the principal actors whose actions 

were investigated. ICT herein presents an umbrella term that according to Rouse (2023) is 

defined as “computing and telecommunication technologies, systems and tools to facilitate 

the way information is created, collected, processed, transmitted and stored.”.50 The term 

includes both hardware and software components that are involved in the handling of 

information, including artificial intelligence applications and satellite communication 

infrastructure.51 It also follows that the mode of interactions that were investigated were 

between companies and governments, often going through informal channels. This in turn 

determined the research basis for the thesis, which drew on qualitative data from company 

statements, existing research reports, news reports and government sources. Furthermore, 

the theory narrowed down the kind of support that was investigated. As Slaughter 

conceptualizes defense networks primarily in terms of infrastructure, the thesis focused on 

the (digital) infrastructure support extended to parties of the war by ICT companies. These 

actions constitute the independent variable whose influence on the strategic balance in the 

ongoing invasion was scrutinized. 

 
49 Gerring and Christenson, Applied Social Science Methodology: An Introductory Guide, 191. 
50 Rouse, “Information and Communication Technology (ICT).” 
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The second research question regarding whether countries which obtain the support of ICT 

companies receive a strategic advantage over those countries who don’t, was used to test 

Slaughter’s theoretical framework. To answer the research question, two hypotheses derived 

from the theory were tested:  

H1: The involvement of big ICT companies had a significant impact on Ukraine’s capacity 

to resist the Russian invasion.  

H2: Russia's role as the aggressor means it doesn't have to rely on independent ICT 

companies to support its war effort. 

The selected within-cases were chosen on the basis of their prominence, the form of their 

support as dual-use (digital) infrastructure support as determined by the theoretical 

framework, and the availability of data on them. While there exists a myriad of smaller ICT 

companies which provided support to different sides of the conflict, investigating all of these 

cases would have extended far beyond the scope of this master thesis. The author therefore 

focused on support actions by the biggest companies, which have access to more resources 

- both financial and human -, and within Slaughter’s theoretical framework present critical 

and well-connected nodes which determine a significant part of the power of a given 

network. The within-case studies were contextualized with the events unfolding on the 

frontlines at the time to assess their impact on the wider conflict. Because the Russian 

invasion of Ukraine continued during the writing of this thesis, it was necessary to define a 

cut-off point for the research. This was also influenced by the availability of data on 

technology company involvement, as the latest developments are often either still unclear 

under the fog of war, or not openly available for investigation. The research therefore 

generally focused on developments until the 31st of December 2023. Where circumstances 

and the availability of data allowed it, this timeframe was extended. 
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4. Analysis 

The analysis was conducted by first looking at ICT companies supporting the Ukrainian side 

of the war, and after that the cases supporting the Russian side. The subject of the analysis 

was the relevant actions of the companies, in line with Slaughter’s assumptions about 

networks. These actions were then contextualized with the wider strategic picture of the war 

at the time to qualitatively assess their impact on the war as best as possible.  

For this purpose, the war until December 2023 was roughly divided into six different phases, 

based on the most significant events.52 A general overview of the phases is presented here, 

while a more detailed look at the relevant phases is provided within the respective case 

studies. Phase 1 of the war revolved around the initial invasion and the Battle for Kyiv from 

February to April 2022. Phase 2 saw Russia shift its focus on a campaign in the South and 

East of Ukraine between April and August 2022, which resulted amongst other events in the 

capture of Mariupol and Luhansk Oblast. Phase 3 presents the first Ukrainian 

counteroffensives from August until November 2022 which result in the recapture of 

Kharkiv and Kherson. Phase 4 occurred during the winter and spring between November 

2022 and June 2023 and was marked by attrition and stalemate, symbolized by the battle for 

Bakhmut. It also marks the beginning of widespread Russian long-range strategic strikes 

against Ukrainian civilian critical infrastructures.53 During Phase 5 the Ukrainian Armed 

Forces (UAF) launched its summer offensive in June, which would last until November 

when UAF commander-in-chief General Valery Zaluzhnyi declared another stalemate after 

 
52 Weber, “A Brief Timeline of Russia’s War in Ukraine.” 
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the offensive failed to reach its objectives.54 Phase 6 saw the invasion enter into its second 

winter campaign. 

 

4.1. Ukraine – Starlink 

When analyzing ICT companies in the Russian invasion of Ukraine it is hard to ignore 

Starlink. Only a few dozen hours into the war, the subsidiary of SpaceX became one of the 

most visible supporters of Ukraine, with Elon Musk and other C-Suite executives covering 

its involvement via social media platforms for the public. It also became one of the most 

controversial involvements of a private company as the war progressed. Its actions therefore 

formed a sensible starting point for the analysis. 

 

4.1.1. Actions 

The primary support provided by Starlink to Ukraine is broadband internet. Starlink internet 

is based on the world's largest constellation of thousands of small satellites (SmallSats) in 

low-earth orbit (~550km altitude).55 Starlink’s current domination of this sector of internet 

services provision rests on the ability to have its SmallSats delivered to space by its parent 

company SpaceX.56 The company offers very low-latency internet connection with up to 

150 Megabits per second (Mbps) and beyond.57 The distributed structure of the SmallSat 

constellation makes it especially resilient against physical attacks, which would require a 
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concerted effort to attack all satellites individually.58 It is also resilient against cyberattacks, 

due to the ability to quickly access and alter the code by administrators.59 

According to SpaceX COO Gwynn Shotwell, Starlink initially approached the Ukrainian 

government about the activation of Starlink in Ukraine already in January 2022, when the 

risk of a Russian invasion was becoming more tangible. But an answer by the Ukrainian side 

was pending until 26th February, when Minister Fedorov directed his bid at Musk via social 

media platform X (formerly Twitter), a move that was taken as the approval for the initial 

bid by SpaceX.60 As mentioned before, Musk’s famous reply on X twelve hours afterwards 

sealed the deal, and the by 28th February, the first shipment of Starlink terminals reached the 

Ukrainians.61 According to the author of Musk’s authorized biography, Walter Isaacson, 

Starlink donated about half of its services and hardware, while the other have was funded by 

Western governments and private donors.62 By October 2022, Musk complained that if the 

U.S. government wouldn’t share the expenses, he will have to discontinue operations in 

Ukraine.63 As a result, since June 2023, Starlink services and hardware are provided by 

Starlink to Ukraine through a contract with the U.S. Department of Defense, whose terms 

have not been publicized.64 
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4.1.2. Impact 

According to Forbes Magazine, 42,000 terminals have been deployed to Ukraine since the 

start of the war as of February 2024.65 Their use has been both of civilian and military nature. 

The first days and weeks of the war were characterized by the Russian military’s push for 

the Ukrainian capital city of Kyiv, including the airborne operation to take Hostomel Airport 

and the advance of Russian tank columns towards the city from the northern border with 

Belarus.66 The Russian effort also included massive attempts at degrading Ukrainian 

Command & Control (C2).67 This timeframe proved crucial, as according to Western 

observers, Russia seemed to intend disarraying Ukrainian troops in the area and forcing the 

capitulation or evacuation of the Ukrainian government, which was supposed to eventually 

result in the subjugation of the state.68 

The use of Starlink broadband internet started immediately after the first terminals arrived 

on 28th February. One of its first applications was to generate additional communication 

capacities for the Ukrainian military command after the degradation of the satellite internet 

network Visasat KA-SAT, which was also used by the military, through a cyberattack. The 

Visasat Hack occurred in the early hours of the invasion on 24th February 2022, when 

hackers attributed by Western governments to being associated with the Russian 

government, accessed a VPN used by Visasat administrators and delivered a wiper malware 

coined ‘AcidRain’ to thousands of internet modems.69 This malware rendered about 45.000 

modems inoperable, leading to a substantial loss in communications, according to Ukrainian 

officials.70 A second stage of the attack which overloaded Visasat servers with requests was 

 
65 Folk, “Russia Using Starlink Terminals Bought On ‘Open Market’ In Ukraine War, Report Says.” 
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67 Zabrodskyi et al., 24–25. 
68 Zabrodskyi et al., 8. 
69 Vasquez and Groll, “Satellite Hack on Eve of Ukraine War Was a Coordinated, Multi-Pronged Assault.” 
70 Vasquez and Groll. 
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only discovered later, and according to a Viasat executive, was targeting specific modems.71 

It has to be noted that the concrete impact of the Viasat Hack remains contested until this 

day, with conflicting accounts and assessments of the effects of the attack having surfaced, 

ranging from a detrimental loss of military communication, to only negligible effects.72 

Regardless of the ultimate impact, Starlink offered the Ukrainian military additional 

communications capacity, also as a redundancy against potential additional cyberattacks 

against its communication networks. By 1st March, SpaceX’s Director of Starlink Operations 

Lauren Dreyer tweeted on X that Starlink was used by the UAF to maintain communication 

with theatre command centers.73 This can be deemed especially important, since Ukrainian 

intelligence and defense services had previously focused about half of the Ukrainian 

military’s maneuver forces to the Ukrainian Joint Forces Operation (JFO) located along the 

previous line of contact in the East of the country, where they assumed Russia’s primary 

focus would be.74 In the following days, Starlink was used for multiple operational 

communication purposes within the UAF, including the facilitation of real-time voice 

connections for Ukrainian special forces.75  It also facilitated communications between the 

Ukrainian military and the United States’ Joint Special Operations Command, possibly for 

the sharing of intelligence.76  

Given the pressure directed by the Russian military against Ukrainian C2 by kinetic and non-

kinetic means, the value of the additional, distributed communication capabilities provided 

by Starlink to the Ukrainian military becomes clear. Operationally, it enabled the Ukrainian 
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military to coordinate its forces in the area around Kyiv after initial disarray. Strategically, 

it facilitated resilient communication channels with Western partners. 

With the siege of Kyiv averted, Russia shifted its focus to the Ukrainian forces of the JFO 

in the Donbas.77 The area along the southern and eastern axes of advance saw Russia rapidly 

achieve operational successes, with the capturing of Kherson and Melitopol and the 

encirclement of Mariupol in the South East constituting major flashpoints.78 While the 

advance towards Kyiv was marked by maneuver warfare elements, using airborne units and 

mechanized units to quickly cover ground, Russia’s offensive in the East quickly turned to 

employing massive, structured artillery support to cover the advance of troops.79 

Subsequently, Ukrainian counter-battery missions became critical in resisting the invading 

forces.80 

According to Zabrodskyi et al. (2022), Unmanned Aerial Vehicles (UAVs) became a crucial 

component during this stage of the war, as they served a primary role in target acquisition 

for the UAF.81 The conduct their missions, UAVs rely on internet connection. As early as 

March 2022, UAF units stated that they had started using Starlink for the operation of UAVs 

flying target acquisition missions.82 Establishing a video link from the UAV to the operator 

was important to provide UAF artillery units with an accurate picture of the battlefield and 

potential targets, so that they could counter overwhelming Russian firepower with precision 

strikes.83 During the second phase of the invasion, Starlink also can be said to have bought 
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crucial time for the UAF: While the majority of the city of Mariupol fell relatively quickly 

to the encirclement of Russian forces at the beginning of April 2022, Ukrainian forces in 

defensive positions at the Azovstal steel plant resisted Russian attackers for weeks until the 

end of May. According to Zabrodskyi et al. (2022), this forced the Russian military to 

temporarily withhold troops from advancing north on the southern axis towards the Donbas, 

allowing UAF units to cover smaller frontages.84 Starlink terminals were delivered to the 

defenders at the Azovstal complex by Ukrainian forces during Operation Air Condor.85 This 

allowed the defenders to establish connection with the outside world, sharing photos and 

videos of the siege with reporters that went around the world.86 

Since then, Starlink has been employed by the UAF in all the aforementioned roles, for 

facilitating communication between commanders and frontline troops, as well as running 

reconnaissance and seek-and-destroy missions of UAVs. The importance of Starlink only 

increased as Russia ramped up precision strikes against Ukrainian critical infrastructure, 

degrading civilian and military communication networks.87  

But the support by Starlink and subsequently Elon Musk has also not been without problems. 

In Musk's biography, Walter Isaacson (2023) claims that in September 2022 Musk secretly 

asked Starlink engineers to turn off Starlink reception in and around Crimea to prevent the 

UAF from launching an unmanned submarine attack against Russia’s Black Sea Fleet 

anchored in Sevastopol.88 Musk’s decision allegedly followed discussions between him and 

Russian officials about the threat of reprisals against Starlink, and whether it would become 
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complicit in acts of war against Russia.89 Musk responded on X by stating that Starlink was 

never turned on in the area around Crimea to begin with,90 but confirmed that he had denied 

a request by the Ukrainian government to activate it in the area, with the intent of preventing 

his company from becoming directly complicit in an act of war.91 The incident raised 

attention amongst commentators about the power and influence exerted in the war by a 

private individual.92 Also, in February 2024, the Chief of the Ukrainian Main Directorate for 

Intelligence, Lt. General Kyrylo Budanov stated in a Wall Street Journal interview that 

Russian forces are using Starlink terminals in occupied territories of Ukraine.93 According 

to Budanov, Russia is using proxy buyers such as private companies to acquire Starlink 

terminals from third-party vendors and then transfer them to Russian troops in Ukraine.94 

The source countries for the terminals are alleged to be Arab nations, as well as post-Soviet 

countries, with terminals also appearing on Russian online market sites.95 While Starlink has 

reacted stating that their terminals don't work on the territory of Russia,96 it doesn’t rule out 

the use of these terminals on Ukrainian territory by Russian troops. Along with reports of 

Russian forces increasingly blocking the use of Starlink terminals,97 it seems that the utility 

of Starlink for Ukraine is declining. This happens during a phase of the war where Ukraine 
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is again under heavy pressure from Russia, especially in the area around Kharkiv, which 

already led Western countries to the landmark decision of allowing Ukraine to use Western 

weapon systems to be used against targets in Russian territory bordering Kharkiv. 

4.2. Ukraine – Palantir 

Starlink is not the only prominent company that provided support to Ukraine through space-

based dual-use assets. Palantir CEO Alex Karp became the first major Western company 

executive that personally met with Ukrainian president Volodymyr Zelenskyy on 2nd June 

2022.98 Palantir, co-founded in 2003 amongst others by billionaire investor Peter Thiel, is a 

public company since 2020 that offers data mining and analysis services to a wide range of 

private and public actors.99 For a long time, the company was known for its contracts with 

U.S. security agencies, resulting from its early days when it was financially supported by the 

CIA’s investment subsidiary In-Q-Tel to help the U.S. government counter terrorism after 

the 9/11 attacks.100 The company has since undertaken efforts to change its public perception 

by taking on high-visibility contracts like tracking vaccine distribution for the UN World 

Food Programme during the Covid-19 pandemic.101 Its services to Ukraine were initially 

provided free of charge, but Western governments have since started to subsidize the 

cooperation.102 

 

4.2.1. Actions 

Since June 2022, Palantir has offered Ukraine a range of services, with the primary 

contribution being the software MetaConstellation. MetaConstellation aggregates data from 
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hundreds of commercial satellites in space and integrates them with additional terrestrial and 

aircraft sensors to generate geographical situational awareness for its users.103 Through 

partnerships with satellite imagery companies, Palantir deploys artificial intelligence to 

satellite platforms in an edge computing approach.104 This means that data is already 

processed on the device in space, resulting in benefits such as bandwidth optimization, 

increased updateability, reduced latency and ultimately increased speed of operationalization 

of data.105 MetaConstellation allows the UAF to obtain a close to real-time image of a certain 

geographical space with the ability to surveil enemy troop movements, fortifications, and 

other events.106 Furthermore, MetaConstellation’s image can be supplemented by other 

intelligence sources, such as reconnaissance UAVs and even enemy positions highlighted 

by ordinary citizens on the country’s E-Enemy app.107 To transfer these insights to the 

battlefield, UAF units are provided with Palantir’s ‘Skykit’, a portable 'reconnaissance 

center' for field use by troops which contains everything from a small UAV to a laptop and 

battery supply.108  

 

4.2.2. Impact 

UAF have used MetaConstellation for improving its so-called target coordination cycle, the 

tracking, targeting, and prosecution (or attacking) of a military target.109 Soldiers access 

MetaConstellation’s intelligence on the Skykit and then choose from a range of strike options 

provided by the software’s in-built algorithms to direct fire on the coordinates of a chosen 
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target.110 After target prosecution, the soldier is able to feed a damage assessment back into 

the system which leverages its AI capabilities to train the system in providing better options 

in the future.111 Palantir’s AI-supported software is able to reduce the time it takes to 

complete the target coordination cycle to mere minutes,112 resulting in the acquisition of 

hundreds of targets per day, according to military experts.113 Since Palantir’s involvement 

in Ukraine started only in June 2022, it did not have any direct impact on the initial phases 

of the war, including the battle for Kyiv and the Russian re-focusing on the East and 

Southeast of Ukraine. MetaConstellation’s deployment in June however coincides with the 

arrival of the first M142 High-Mobility Artillery Rocket System (HIMARS) units in Ukraine 

in late June.114 Throughout July, the UAF used HIMARS units for precision strikes against 

fixed Russian targets, such as command centers and ammunition depots.115 According to 

Zabrodskyi et al., the deployment of HIMARS by the UAF constituted a new phase of the 

war starting in the summer of 2022.116 Over the summer and fall of 2022, Ukrainian 

counteroffensives were able to liberate the cities of Kharkiv and Kherson from Russian 

forces in a significant strategic shift.117 Both counteroffensives were preceded by the 

degradation of Russian supply lines and logistics through high-precision HIMARS strikes.118 

The assessment of the direct impact of Palantir on these operations however is difficult: On 

2nd February 2023, Palantir CEO Karp publicly claimed that Palantir’s software was 
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“responsible for most of the targeting in Ukraine”.119 One week later, The Washington Post 

contradicted this claim by citing Ukrainian officials stating that they “almost never launch 

HIMARS rounds without detailed coordinates provided by U.S. military personnel situated 

elsewhere in Europe”.120 This does not necessarily mean that Palantir is not involved in the 

targeting for HIMARS strikes around this time: According to Ignatius (2022), NATO has 

been supplying the UAF with targeting intelligence from a command post outside of Ukraine 

whose system is using MetaConstellation as well.121 The difference between NATO’s 

MetaConstellation instance and the one used inside of Ukraine is that the former also 

integrates data from Western intelligence sources not directly accessible to the latter, such 

as Western military satellites.122 While the data source is different, it is still possible that 

target coordinates are communicated to the Ukrainian MetaConstellation instance from 

where target prosecution can be initiated. With the existing, publicly available data, it is 

however not possible to clearly establish this process. In any way, it demonstrates that 

Palantir’s software was deeply involved in the facilitation of the operational success of the 

UAF during these counteroffensives. This is illustrated by the comments of Mykhailo 

Fedorov, who was quoted as saying that this process “was especially useful during the 

liberation of Kherson, Izium, Kharkiv and Kyiv regions”.123 

The use of MetaConstellation was also highlighted in preparation for the Ukrainian summer 

counteroffensive of 2023. Maçães (2023) cites a UAF commander describing how precision 

strikes likely using MetaConstellation were launched against C2 and logistical targets.124 

MetaConstellation was then used to identify, track and prosecute Russian reserve units 
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moved to reinforce the defensive lines.125 Despite this, the Ukrainian summer 

counteroffensive of 2023 did not yield the expected success due to a wide range of factors 

identified by Ukrainian officials and Western analysts.126  

As early as November 2023, the Ukrainian government began to partner with Palantir in 

another dimension of the war: The battle against landmines. According to Bergengruen 

(2023), Ukraine has become the world’s most contaminated country with regards to 

landmines since the start of the Russian invasion, surpassing countries like Afghanistan and 

Syria.127 During an initial pilot program, a Palantir software platform integrated 82 sets of 

data from Ukrainian government institutions and telecommunication companies connecting 

“6 million buildings, 60,000 train segments, and one million road segments”.128 The goal 

was to use the platform to identify where and how de-mining efforts could achieve the 

highest efficacy.129 Palantir and the Ukrainian government have since formalized this 

cooperation in a partnership on 4th March 2024, which would see Palantir generate a digital 

twin that reflects how mine hazards are connected to existing infrastructure and will help 

Ukrainian and international de-mining professionals determine the safest and most efficient 

locations and means to conduct removal efforts.130 The agreement states that its ultimate 

goal is to ensure the usability of 80% of contaminated land within a ten-year timeframe.131 

While humanitarian demining is explicitly not done for military purposes, it does represent 

the ‘recovery’ aspect of resilience used by Slaughter.132 Humanitarian demining offers 

economic benefits by repopulating previously decontaminated land and improving the safety 
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of Ukrainian citizens. But cleared areas on liberated land would also allow the UAF to move 

troops and equipment more efficiently towards and away from the frontlines. 

It becomes clear that assessing Palantir’s direct impact on the battlefield is not easy. Its 

products like MetaConstellation seem to have been well integrated into the way the UAF 

operates. But these systems are only as good as the data they have available to them. While 

the UAF has a plethora of data sources on its own territory, such as UAVs and even its own 

citizens reporting enemy movements on apps, Ukraine lacks its own sophisticated space 

capabilities. Palantir provides Ukraine with access to commercial space-based assets. But 

commercial satellite data on its own is not responsible for the UAF’s ability to identify, track, 

and successfully hit high-value targets with the accuracy it demonstrated during its 

counteroffensives. The supplementation with data from Western space-based assets outside 

of Ukraine seems to have been a crucial element here. Nevertheless, without the integration 

of MetaConstellation through which target coordination data is streamed into UAF soldiers’ 

hands, it is questionable whether the UAF could have succeeded in operations where 

accuracy is essential to overcome an adversary that enjoys superiority regarding the quantity 

of weapon systems and ammunition.133 However, since the invasion evolved into a war of 

attrition throughout 2023, analysts have noted that low-quantity precision strikes cannot 

entirely make up for a lack of mass fire capability.134 While Palantir might allow the UAF 

to continue to observe the battlefield on an unprecedented level, its capacity to achieve 

operational success is limited by the availability of weapon systems and ammunition. This 

highlights the direct relationship between the capabilities that technology companies bring 
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to Ukraine, and the traditional coercive instruments of war such as kinetic weapons and 

ammunition. 

 

4.3. Ukraine – AWS/Google/Microsoft 

Few ICT companies have been involved on the Ukrainian side of the war as much as Amazon 

Web Services (AWS), Google and Microsoft. Along with representing three of the five most 

valuable companies in the world at the time of the writing of this thesis,135 these firms 

constitute some of the most significant financial donors to Ukraine’s resistance effort, 

donating money and services worth hundreds of millions of U.S. dollars.136 Since the 

services these companies have offered to Ukraine are similar and fall within the spectrum of 

digital infrastructure support, their contributions were assessed as a single within-case. Some 

of these companies’ contributions enabled the proper functioning of the services discussed 

in the previous cases, but due to their nature are much less visible than a Starlink satellite 

constellation or a Palantir Skykit. This also made their impact on the operational and 

strategic level of war much more challenging to assess. Because the support by these 

companies is significant and takes many shapes, the level of detail of the analysis was limited 

here to stay within the scope of the thesis. 

 

4.3.1. Actions 

The relevant digital infrastructure support from these companies can be categorized roughly 

following the categorization of Lilly et al. (2023):  

• Cloud services 
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• Cyber security/Cyber defense 

• Technical infrastructure 

Cloud services, including migration and operation, were and continue to be provided to the 

Ukrainian government by AWS and Microsoft.137 Throughout 2023, Google provided tens 

of thousands of cloud-based, zero-trust security Workspace licenses to the Ukrainian 

government free of charge.138 Regarding cyber security, Microsoft played a major role, given 

the prominence of its operating system Windows: throughout the conflict it has provided the 

Ukrainian government and people with extensive threat intelligence, malware detection, 

vulnerability discovery and subsequent patching.139 In terms of technical infrastructure, 

Ukrainian government and embassy websites were included into Google’s Project Shield, a 

software protecting websites against Distributed Denial of Service (DDoS) attacks, which 

are intended to overload servers and subsequently prevent access to the website.140 Google 

also helped the Ukrainian government to set up an air red warning systems for mobile phones 

and adapted its services with support features for Ukrainian civilians.141  

 

4.3.2. Impact 

On 17th February 2022, mere days before the launch of the invasion, Ukraine’s government 

decided to migrate its Critical Information Infrastructure (CII), which includes government 

data and public services, to the cloud.142 The decision was made with the recognition that 

until then, government data and online services provided by the state were stored and on 

servers inside Ukraine that could potentially be destroyed or captured by Russian forces, 
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endangering the viability of the Ukrainian state.143 To prevent this from happening, 

Ukraine’s ambassador to the UK, Vadym Prystaiko met with AWS’ Head of Government 

Digital Transformation Liam Maxwell in London on the day of the invasion to compile a list 

of important government data.144 The list included data from multiple ministries,  

universities and dozens of large private companies such as financial institutions, containing 

amongst others the “population register, land and property ownership records, tax payment 

records, bank records, education registries, anti-corruption databases”.145 By 27th February, 

AWS was delivering the first of its portable so-called ‘Snowball’ data storage devices to 

Ukraine, which were used to transfer the data from the list.146 During the first months of the 

invasion, the ‘snowballs’ transferred over 10 petabytes of data to AWS cloud servers around 

the world, essentially distributing the digital representation of the Ukrainian government 

across the globe.147 The absence of any business relationship with Russia meant that the data 

was not stored or accessible through company assets in Russia.148 Given the high uncertainty 

and confusion that marked the initial days of the invasion, a disintegration of the Ukrainian 

state did not seem unlikely. The capturing, degradation, or destruction of Ukrainian 

government data on domestic servers would have greatly increased Russia’s ability to 

subdue the Ukrainian state in case its military objectives were achieved. The transfer of 

Ukrainian government data would have enabled the Ukrainian state to persist digitally and 

provide services to its citizens despite a physical occupation. Such data is also crucial for the 

capacity to resist militarily, as for example, the population register is important for the 

Ukrainian military to conduct its process of drafting personnel from the military-age male 
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population. According to Microsoft’s CEO Brad Smith (2022), the Russian military 

intentionally targeted Ukrainian governmental data centers with cruise missiles.149 The fact 

that analysts have determined both kinetic and cyberattacks by Russia against Ukrainian data 

centers have had little strategic impact on the war emphasizes the value of this cloud 

migration effort.150 Deputy Prime Minister Fedorov would later even publicly state that 

"Amazon AWS literally saved our digital infrastructure".151 To maintain the operability of 

the Ukrainian state apparatus, Google also allowed Ukrainian government officials to work 

and communicate securely and in a distributed manner through the free provision of its 

cloud-based Workspace service.152 Microsoft has also provided Microsoft Cloud services to 

the Ukrainian government free of charge throughout 2022 and 2023.153 Microsoft also 

reported on its cloud services being offered to major Ukrainian food and energy companies, 

which through the ability of cloud-based remote-work were able to maintain business 

continuity in critical fields of the Ukrainian economy.154 

The cyber domain of the Russian invasion of Ukraine has been commented on widely since 

the start of the invasion. There is no doubt, that the cyberspace activity associated with this 

war has been immense. Cyber security company Mandiant (owned by Google Cloud) 

registered “more destructive cyber attacks in Ukraine during the first four months of 2022 

than in the previous eight years with attacks peaking around the start of the invasion”.155 The 

first Russian strike against Ukraine was not launched kinetically on 24th February, but by a 

wiper malware termed FoxBlade on 23rd February, according to Smith (2022).156 The 
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malware was targeting multiple government agencies and critical infrastructures and was 

supposed to destroy data from these organization’s computers.157 Employees from 

Microsoft’s Threat Intelligence Center (MSTIC) were the first to discover the malware.158 

Already in January, the MSTIC started detecting malware in Ukrainian networks and 

proceeded to inform the Ukrainian government about their presence before publishing their 

findings.159 Since then, Microsoft has regularly published its efforts against disruptive cyber 

campaigns against Ukrainian networks and infrastructure, often directly attributing these 

attacks to Russian state institutions or organizations associated with these institutions. On 

7th April 2022, Microsoft reported on its disruptive actions against a hacker group called 

Strontium which Microsoft associates with the Russian military intelligence service (GRU), 

which had been targeting Ukrainian government and media institutions.160 On 27th April 

2022, Microsoft’s Digital Security Unit published a special report on Russia’s cyberattack 

activity in Ukraine, providing a week-by-week list of destructive cyberattacks of the first 

months of the war, along with a contextualization of kinetic events in the invasion during 

the same time. The report calculates that 40% of destructive attacks target critical 

infrastructure organizations in Ukraine, with 32% affecting governmental institutions at all 

levels.161 Overall, Mueller et al. (2023) identified 47 attributed cyberattacks by Russia 

against Ukraine between 21st November 2021 to 9th May 2022, based on Ukrainian 

government and Microsoft reports, not including attacks that haven’t been publicized or 

detected.162 
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Microsoft describes its response as establishing secure communication channels with 

Ukrainian officials, providing them with real-time intelligence on threats, guidance, and 

proactive systems updates to install countermeasures against attacks.163 In June 2022, 

Microsoft reported that one of two major technical contributions to Ukraine has been 

software provided to Ukraine free of charge “that identifies and maps organizational attack 

surfaces, including devices that are unpatched against known vulnerabilities and therefore 

are the most susceptible to attack”.164 The other contribution being special authorization 

given to Microsoft by the Ukrainian government to change folder access in Ukrainian 

networks.165 

In June, Microsoft reported that it was witnessing a decline in destructive wiper cyberattacks 

as the second phase of the war shifted Russia’s focus to the Donbas.166 However, in 

December 2022 Microsoft reported its findings on a resurgence of GRU-associated 

destructive cyberattacks in late October 2022 against Ukrainian critical infrastructure 

targets.167 The cyberattacks were launched in concert with missile and drone attacks on the 

same targets, as the Russian military was pushed out of occupied territory by the Ukrainian 

counteroffensives.168 Google-owned cyber security company Mandiant reported in 

November 2023, that it had responded to a cyberattack against a critical infrastructure 

organization in Ukraine which resulted in an unplanned power outage.169 As the invasion 

progressed into 2023, Microsoft again reported on a new wiper campaign in January by 
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actors associated with Russia, although with significantly smaller impact than previous 

campaigns.170  

Measuring the impact of cyber defense efforts on the resilience of Ukraine again comes with 

challenges. In their discussion around the efficacy of offensive cyber measures in the war, 

Mueller et al. point out that the utility of offensive cyber operations has mainly manifested 

itself in intelligence and reconnaissance functions and not as support for kinetic battlefield 

operations.171 They point out that the available data to them did not allow whether this effect 

was determined by the character of cyberspace in general or as a result of defensive cyber 

capabilities of Ukraine (with the support of multi-national technology companies).172 While 

it might not be possible to establish a direct impact of cyber operations on the military 

operational level, the potential negative effects on the digital infrastructure of governmental 

institutions, critical infrastructures, and large companies have been clearly documented in 

many cases, such as the 2022 attack resulting in power outage reported by Mandiant. This 

suggests that defensive cyber efforts which don’t directly affect the situation on the 

battlefield still contribute the overall resilience, meaning capacity to resist and recover, of 

the Ukrainian state. In this sense, the support by companies such as Microsoft and Mandiant 

can be judged to have contributed to that resilience, with an especially high impact during 

the first, critical phase of the invasion when Russian offensive cyber activity was at its 

highest point and Ukraine at its most vulnerable. 

The integral role of digital technology infrastructure in this war became visible in another 

case of technology company support to Ukraine. Google’s navigation software Google Maps 

once again played a role in the war that had been going on since 2014. In the years before 
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the invasion, Google found itself under criticism by Western governments for altering the 

border demarcation around Crimea in different versions of Google Maps. Six weeks after 

disguised Russian troops invaded the peninsula in 2014, the Russian version of Google Maps 

indicated that Crimea was now Russian territory.173 Dominating the global digital mapping 

market with an 80% market share, this meant that Google Maps displayed geopolitical 

facts.174 In the early days of the Russian invasion in February 2022, Google seemed inclined 

to rectify its stance: After consulting with Ukrainian authorities, Google switched off the 

live traffic feature of Maps which indicates traffic jams based on anonymized user location 

data.175 The rationale behind that was the discovery, that Google Maps could be used as an 

open-source intelligence tool to determine troop and refugee movements. Even before 

President Putin officially announced the invasion of Russian troops into Ukraine on 24th 

February, American researchers were able to track what turned out to effectively be Russian 

troop columns on the way from Belgorod, following the beginning of the invasion in real-

time.176 If this technology could be used for this purpose by researchers, the fear was that 

the Russian military could start to use the same technique to identify and target traffic jams 

of Ukrainians fleeing from the invading forces.177 Disabling the function prevented the 

Russian military from utilizing it and thereby protected Ukrainian civilians and possibly 

Ukrainian troop movements.  

By early March 2022, Google also obliged to Ukrainian authorities’ bid to publish an air raid 

warning system for Ukrainian users’ mobile phones.178 This was significant, as this air raid 

warnings originating from the Ukrainian government could now leverage the ubiquitousness 
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of Google’s Android mobile operating system, which at the time of the start of the invasion 

was running on over 80% of Ukrainian mobile phones.179 Leveraging the existing market 

share of its products, Google was able to provide Ukraine with additional protection for its 

civilians from Russian attacks.  

The cases of support to Ukraine from these companies showcase the character of dual-use, 

digital infrastructure support well. Not only were these companies able to provide support 

help to Ukraine much faster than any government at the time through informal channels.180 

Mostly invisible to the naked eye, their impact extends to the strategic level of war rather 

than the operational. Cloud migration, critical infrastructure protection through cyber 

defense, and the leveraging of existing technical infrastructure describe more subtle forms 

of Slaughter’s concept of resilience. Integral to their impact is also their effect through time: 

Many of these services such as disabling live traffic on Google Maps and migrating the 

Ukrainian government to the cloud were most needed and effective in the first weeks of the 

invasion, when the survival of the Ukrainian state was at its greatest risk and Western 

military kit hadn’t arrived yet. But their effects continue to persist throughout time, as can 

be seen with the cyber defense provided to Ukraine by companies such as Microsoft and 

Mandiant. But the changing character of the war, from air landing operations and armored 

assaults towards more static fronts in combination with long-range strikes against civilian 

infrastructure targets, also means that the significance of some of this support becomes less 

visible and harder to assess because the overall resilience of Ukraine is now measured in 

military success on the Eastern and Southern fronts rather than pure survival of the state. 
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And military success in this sense results from military capabilities such as weapon systems 

and troop numbers rather than civilian digital infrastructure. 

 

4.4. Russia 

After looking into the Ukrainian side of ‘Big Tech’ support during the invasion, the same 

investigation was to be conducted on which support was offered by ICT companies to 

Russia. But here the picture is very different. First of all, when looking at the biggest and 

highest valued ICT companies in the world, almost all of these firms happen to be 

American.181 Not a single Russian public ICT company features in the top 100 most valuable 

global companies.182 While this already hints that less resources would be available for such 

private support to the Russian war effort, it is still worth investigating how some of Russia’s 

most significant ICT companies behaved towards the Russian government during the war, 

namely Yandex and Kaspersky. But just as most of the technology company support 

provided to Ukraine stems from companies of allied companies and not domestic champions, 

it was also investigated how companies from countries friendly to Russia supported the 

Russian government. Based on the research, the impact of this support on the Russian war 

effort was assessed by putting it into context with the Russian military strategy throughout 

the invasion until December 2023. It has to be stressed that for the research for this sub-

chapter, only English language sources were considered. 
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4.4.1. Actions 

Yandex LLC., also referred to as ‘Russia’s Google’, was once seen as the poster child of an 

emerging Russian digital technology sector.183 After its foundation in 1997 it was one of the 

first independent Russian internet companies and managed to build a dominant market 

position over the years, representing the third biggest web search engine in the world after 

Google and Bing.184 It also developed prominent ride-hailing and e-commerce platforms.185 

In Russia, Yandex web search engine dominates the market with processing around 70% of 

web searches in the country.186 It also remains by far Russia’s highest valued internet 

company in 2024.187 As early as 2008, around the time of the Russian invasion into Georgia, 

Yandex experienced increasing attempts of influence by Kremlin, a situation its owners had 

tried to anticipate by registering the company in the Netherlands a year earlier.188 Russian 

authorities demanded that Yandex displayed only results approved by the Kremlin in its 

search engine, and in 2009 acquired a decisive stake in the business after being declared an 

asset of national importance by the government.189 Since then, Yandex saw its platform 

become more and more politicized as Kremlin influence grew, especially with regards to the 

negative portrayal of domestic political opposition.190 With the onset of the Russian invasion 

of Ukraine in February 2022, Yandex now faced additional pressure both from Western 

sanctions and new Russian ‘disinformation’ laws which threatened its economic viability.191 

This ultimately resulted in the companies’ co-founder and CEO Arkady Volozh resignation 
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by June 2022, who the following year publicly voiced his criticism of the invasion.192 

Finally, in February 2024, the Dutch holding company of Yandex divested its Russian assets, 

comprising amongst others of the search engine services, in a $5.21 billion deal to a fund 

owned by Russian state companies.193  

Kaspersky Lab Inc. is another globally renown Russian ICT company that offers cyber 

security services to private individuals, companies, and public institutions. Its relationship 

with the Kremlin has been similarly complicated as Yandex’, but some notable differences 

exist. As Russia’s sixth most valued ICT company,194 Kaspersky’s antivirus software has 

made it to the devices of millions of users worldwide, including in Western countries. But 

due to the sensitive nature of its product, along with the Russian emphasis on cyber 

operations as part of a wider hybrid warfare approach in the years preceding the full-scale 

invasion of Ukraine, the company has struggled to rid itself of Western suspicions regarding 

ties to Russian intelligence and security services.195 A 2015 Bloomberg article criticized the 

company for filling senior management positions with former security services officials, 

which was later denied by the company’s founder and CEO Eugene Kaspersky.196 Yet in 

2017, the U.S. government took the step to exclude Kaspersky software from its networks 

due to national security concerns resulting from the company’s suspected ties to the 

Kremlin.197 At the start of the invasion, Kaspersky was trying to navigate the political 

tightrope as a Russian firm with an international customer base. This saw Eugene Kaspersky 

term the unfolding invasion as “the situation in Ukraine”,198 drawing widespread 
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condemnation from the non-Russian cyber security sector. On 1st March 2022, cyber security 

researchers discovered that Russian governmental websites, including the Ministry of 

Defense which was under attack from cyber activists at the time, were protected from DDoS 

attacks by Kaspersky software.199 Then in late April 2024, researchers from open-source 

intelligence collective InformNapalm released the content of a 100GB stash of data from a 

Russian company which cooperated with Kaspersky on the development of neural networks 

for UAVs with dual-use potential since 2018 and after the start of the 2022 invasion.200 

Kaspersky responded to this publication by denying the accusation, claiming that the 

cooperation only occurred at the lab level and was conducted for purely humanitarian 

purposes.201 

As Ukraine’s biggest private digital infrastructure support stems from foreign companies, it 

is necessary to determine how ICT companies from countries friendly to Russia have 

supported Russia. Of the countries that can be assumed close allies of Russia,202 none boast 

a significant ICT sector other than China. But just as their government, Chinese tech 

multinationals have been wary of providing overt concrete support to Russia’s invasion of 

Ukraine. The pattern that has instead been observable, differs from the one regarding the 

Ukrainian side. Russia’s relationship with Chinese companies revolves mainly around 

business contracts which concern the provision of high-tech dual-use components needed 

for the manufacturing of weapons and drones.203 This markedly differs from the provision 

of digital infrastructure by Western multinationals to Ukraine on a voluntary and sometimes 

even cost-free basis. Ukrainian IT infrastructure and telecommunication networks exhibit a 
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strong dependence on Chinese components manufactured by Huawei and ZTE, who were 

central to Ukraine’s rollout of 3G, 4G and 5G telecommunication networks before the war.204 

Despite this vulnerability, the research for this thesis yielded no publicly available evidence 

that Chinese tech companies compromised their infrastructure in Ukraine or provided 

backdoor access to support Russia. This is in line with China's general caution regarding the 

open support of Russia. It also can be interpreted as a bi-product of the close public-private 

relationship that exists especially in the Chinese technology ecosystem of civil-military 

fusion: Under this concept, the Chinese government is closely involved with private 

companies to leverage and transfer private resources and research for policy goals, especially 

military capabilities.205 Through this close enmeshment of the private and public sphere, the 

Chinese Communist Party (CCP) exerts close control over the actions of private companies, 

especially where they relate to national interests. This presents a stark contrast to the Western 

system of governance where private companies have much more political independence, 

enabling unsanctioned support in situations like the Russian invasion of Ukraine. Thus, it is 

possible to see that ‘web actor’ support on the Russian side of the war is subjected to 

‘chessboard actor’ government authorization. This is exemplified in the pattern of the 

Kremlin appropriating existing free-market solutions and bringing them under its more or 

less direct control, instead of granting companies independence from political influence.206 

When looking more directly at the impact of company actions in the context of the invasion, 

this concept becomes even more clear. 
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4.4.2. Impact 

Until its sale to a Russian fund in February 2024, Yandex was struggling to maintain a 

semblance of political neutrality as a globally operating internet firm. In June 2023, Yandex 

was fined a small fine for refusing repeatedly to share information of its users with Russian 

domestic intelligence agency FSB.207 Kaspersky’s infrastructure efforts to protect Russian 

government websites from hacktivists’ DDoS attacks in the initial stages of the invasion 

were mostly successful.208 But despite repeated warnings by the U.S. government, no 

evidence of Kaspersky providing backdoors of users to the Russian government has been 

established to this day. The extent of Kaspersky’s research and development efforts for 

UAVs after the beginning of the invasion remain unclear. In both cases of Russian domestic 

ICT champions, the available data suggests that their impact on the Russian war effort has 

been minimal. 

Unlike Ukraine being able to leverage Google’s market domination in areas such as web 

search and digital mapping, Russia was either not able or unwilling to exploit its IT 

companies’ assets to a significant degree for digital infrastructure support. Its relationship 

with the ICT sector in the invasion exhibits core differences to that of Ukraine. But these are 

not necessarily tied to Russia’s strategic position. Russia began the invasion strategically 

conducting an offense as the aggressor. By perceiving war as an instrument of foreign policy, 

Russia acted in accordance with the classical paradigm of the chessboard view of 

international politics. The means it uses to prosecute its invasion of Ukraine therefore 

seemed to primarily be dictated by state-centric chessboard tools. But throughout the 

invasion, the Russian military found itself in a defensive posture on multiple occasions, for 
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example during the Ukrainian counteroffensives in late 2022 and in the summer of 2023. As 

a consequence, resilience started to become an issue for the Russian government. 

While Russia did not primarily look to tech companies for voluntary help, its war effort is 

nevertheless dependent on ICT to a significant extent. Despite being largely de facto state-

owned,209 the Russian defense industry just like any other national defense industry relies on 

a complex external supply chain of electronic components to manufacture sophisticated 

weapons such as precision-guided missiles, as well as communication systems and electronic 

warfare systems. These components often originate from the consumer electronics market, 

which is dominated by private companies.210 Analyzing 27 modern Russian military 

systems, Byrne et al. (2022) found that more than 450 components were sourced from 

outside Russia.211 They also found that only some of these components were sourced from 

China, while many of them originated from Europe and the United States.212 Since the 

beginning of the full-scale invasion, Western export controls have made it more difficult but 

far from impossible for the Russian defense industry to acquire these components. In 

addition to lackluster implementation of export controls,213 Russia is relying heavily on 

China to either directly or indirectly supply it with critical technological components. 

According to calculations by Sher (2024), China exports dual-use goods for military 

production in excess of $300 million to Russia on a monthly basis.214 While China maintains 

that the exports of these goods which are subjected to Western sanctions, have been made 

my private companies and not on order by the state, the aforementioned deep enmeshment 

of the CCP in Chinese companies casts doubt on these claims.215 This means even where 
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private companies are involved in the support of the Russian war effort, involvement by the 

government of these companies remains highly likely, especially in the case of China, 

Russia’s most important supplier of dual-use components for military production.216 Chinese 

customs data demonstrates that the longer the full-scale invasion progressed, the more 

Russia’s dependence on these Chinese imports grew in the absence of domestic supply 

chains, reaching 89% in 2023 according to calculations by Sher.217 

But Russia is also relying on private tech companies in a different strategic area of the war. 

U.S.-based social media platforms such as Facebook and X (formerly Twitter) have been 

used by Russian actors to spread Russian narratives about the invasion. While many of these 

companies such as Meta, the parent company of Facebook, have voluntarily made efforts to 

curb the spread of Russian disinformation campaigns, these campaigns continue to persist 

and expand their reach.218 For example, Russian influence operations thrived on Facebook 

using advertisements in the context of the European parliamentary elections in June 2024.219 

A 2023 study by the European Commission showed that the degradation of safety standards 

of X as a result of owner Elon Musk’s approach to online freedom of speech has resulted in 

an increased reach and influence of Russian online disinformation campaigns against 

Ukraine.220 Vera Jourova, the European Commission’s vice president publicly named X as 

“the platform with the largest ratio of misinformation or disinformation posts".221  

 
216 Sher. 
217 Sher. 
218 Menn, “Musk’s New Twitter Policies Helped Spread Russian Propaganda, E.U. Says.” 
219 Goujard, “Big, Bold and Unchecked: Russian Influence Operation Thrives on Facebook.” 
220 Menn, “Musk’s New Twitter Policies Helped Spread Russian Propaganda, E.U. Says.” 
221 Carter, “Elon Musk’s X Is Being Used as a Key ‘weapon of Mass Manipulation’ for Russian 

Disinformation, the EU Says, and Warns It Is ‘Watching’ the Social Network.” 
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In countries like Slovakia, Russia is able to pursue its online influence operations 

successfully via its embassy’s Facebook page and other social media platforms.222 These 

activities ramped up drastically before the Slovakian general elections in September 2023, 

which saw Robert Fico become prime minister.223 Fico has become infamous for his Russia-

friendly stance and has been actively trying to undermine his country’s and NATO’s support 

for Ukraine.224 But Slovakia is not the only NATO country where Russian online influence 

has been observed to have considerable impact. A 2024 Washington Post investigation 

showed that Russia undertook a significant online influence operation on U.S. social media 

platform while the U.S. Congress was debating a billion-dollar aid package to Ukraine.225 

The crucial aid package proceeded to be stuck in Congress for months until its ultimate sign-

off. While the direct impact of these campaigns is hard to measure, they certainly can’t be 

ignored. Ukraine remains heavily dependent on Western public and political support to 

maintain its resistance against the invasion. Shifts in public perception shaped by 

disinformation efforts threaten this support and could yield detrimental effects for the 

Ukrainian war effort. Whether through negligence or intentional lowering of content 

moderation standards, Western social media platforms hold great sway over this domain of 

strategic communication as vessels for public discourse in the democratic countries that 

support Ukraine. They might not actively intend to support Russia, but they can inadvertently 

end up doing so nevertheless. 

Chinese social media platforms on the other hand leave Russian narratives in relation to the 

war mostly unmoderated. Especially during the first months of the invasion, these narratives 
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found their way around massive platforms with hundreds of millions of users such as 

WeChat, Weibo, and Douyin through state officials, influencers, and direct adoption of 

Russian state media reports.226 In a cross-platform analysis of Chinese social media 

discourse on the Russian invasion of Ukraine, Rogers & Zhang (2024) find that the framing 

of the war differs between Chinese platforms but overlaps on themes that generally follow 

the CCP’s foreign policy from before the full-scale invasion.227 This suggests that the spread 

of Russian narratives in Chinese social media isn’t as relevant for Russia as the spread of its 

narratives in Western social media, where public opinion more directly affects policymakers. 

After catastrophic blunders in the first, mobile phases of the war, Russia bets on its capacity 

to both maintain military pressure on the frontlines as well as its capacity to degrade 

Ukraine’s base of political and military support, in what has increasingly become a war of 

attrition. The former capacity relies in part on the supply of dual-use components for military 

production purposes while the latter includes disseminating political narratives in Western 

public discourse. As was shown above, ICT companies play a key role in sustaining the 

resilience of Russia’s war effort. Yet their agency with regard to Russia largely differs from 

that towards Ukraine. Russia either pursues the import of critical manufacturing components 

along governmental relations with friendly countries or exploits the existing liberal 

ecosystem of Western ICT companies for state-led strategic communication. In both cases, 

it perceives the war primarily through a chessboard lens. While the war is still ongoing, and 

no reliable predictions about its outcome can be made, it is noteworthy that following 
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Ukraine’s unsuccessful summer offensive of 2023, Russia’s approach has resulted in what 

Western analysts deem a strategic advantage going into 2024.228 

 

5. Discussion 

This thesis dealt with two main research problems: The first was to describe how the 

involvement of big ICT companies shapes the Russian invasion of Ukraine. The second one 

was led by Slaughter’s theory of strategic interconnection and aimed to determine whether 

countries which obtain the support of such companies have a strategic advantage in armed 

conflicts over the countries which don’t have access to this support. With regards to the 

second research problem, two hypotheses were generated from the theory, with H1 assuming 

that Big Tech involvement has had significant influence on Ukraine's capacity to resist the 

Russian invasion, and H2 assuming that Russia's role as the aggressor means it doesn't have 

to rely on independent ICT companies to support its war effort.  

Regarding the first research question, the analysis was able to demonstrate that ICT 

companies have played a significant role in this war. Especially on the Ukrainian side, these 

companies provide a myriad of services from broadband internet connection, over targeting 

data analysis and integration, cloud services, and technical infrastructure, to providing cyber 

threat intelligence and the defense of digital networks and assets. As some of these 

companies belong to the biggest in the world and their products form an integral part of 

civilian and even military infrastructure, their actions or inactions have significant effects. 

This becomes clearer when looking at how the analysis relates to the second research 

question. With regards to the first hypothesis, the analysis supports the assumption that the 
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involvement of big ICT companies has significantly impacted Ukraine’s capacity to resist 

the Russian invasion. Rushing to Ukraine’s side in the first days of the invasion and even 

before, their actions can be said to have had a direct effect on both the battlefield and the 

wider strategic picture in favor of Ukraine. Their services helped Ukraine survive as a state 

in case of territorial loss and political defeat, maintained the operability of the Ukrainian 

government, kept Ukraine online and connected to the world and on the battlefield, and 

enabled Ukrainian military operations. Their actions also provided Ukraine with high 

accuracy targeting, especially in a situation of ammunition inferiority. And even in cases of 

civilian applications like humanitarian de-mining, they free up capacities for the UAF. In 

short, it provided Ukraine with distributed (digital) infrastructures that reduced the risk for 

critical failure and subsequently enhanced the country’s capacity to resist external pressure 

and recover from it. This is in line with Slaughter’s claims about the function of defense 

networks. 

But it also has to be noted that the voluntary support by ICT companies comes with some 

important caveats: Companies are private actors that generally don’t act out of the goodness 

of their hearts or political ideals. Economical motives naturally underlie their actions as 

primarily profit-seeking actors. While this is not problematic in itself, it might have an 

impact on whether companies come to the aid of a country or not. In the case of a war of 

aggression, constituting an obvious breach of international law and resulting in public 

outcry, companies face less costs offering their support to the victim. When the situation is 

less clear, there might be hesitation from the same executives exposing their companies to 

significant risk. Economic considerations also mean that their long-term involvement faces 

challenges. Especially big public companies are subject to the shareholder value principle. 

They might be incentivized to not uphold their support indefinitely if there’s not a significant 
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return on their investment. Furthermore, the case of Starlink demonstrates the dangers of 

creating reliance on a company that is subject to the volatility of its executive. A single 

individual can suddenly make decisions which can impact a whole nation because the 

country is so reliant on their service. These executives on the other hand can be subjected to 

pressure or disinformation much easier than a political institution. If a country becomes too 

dependent on a service like Starlink, the issue of Slaughter’s scale-free networks appears: 

these networks offer great benefits to the whole network by leveraging strongly connected 

central nodes. But at the same time, these nodes constitute points of critical failure for the 

whole network in case they are compromised or cease function. In this regard, Slaughter’s 

concept of defense networks continues to provide relevant guidance to inform the process of 

increasing Ukraine’s resilience. 

The analysis has shown that the available data partly supports the second hypothesis. While 

it was found that Russia emphasizes its state power to a much greater extent than Ukraine, 

it is indeed relying on independent ICT companies for some purposes. Russia puts great 

emphasis on attrition and fire superiority, both on the battlefield and in its attacks on civilian 

infrastructure. Lacking a highly developed technology sector however means that it is reliant 

on Western and Chinese companies supplying it with high-tech components for military 

systems manufacturing. Russia is also aware that external political support is vital to the 

resilience of Ukraine, a support it is trying to degrade by influencing the public discourses 

in countries allied to Ukraine. For this, Russia conducts influence operations on Western 

social media platforms with varying degrees of success. While both of these areas highlight 

Russia’s need for resilience, its behavior towards ICT companies differs markedly from that 

of Ukraine. The Kremlin’s approach seems to be either driven by governmental relations, as 

is the case with pursuing high-tech components through China. Or it exploits business 
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models and liberal concepts of free speech, as is the case with Western social media 

platforms. While the West and Ukraine engage with companies under a liberal paradigm, 

recognizing their agency, Russia engages with them through a state-centric paradigm. Both 

approaches seem to offer advantages and disadvantages. 

Interpreting the results of this analysis, it can be seen that Slaughter’s concept of defense 

networks which rely on distributed infrastructure finds application in Ukraine in the early 

months of the invasion. By providing distributed networks of (digital) infrastructure, ICT 

companies enhanced the country’s resilience in the context of a military invasion. The 

findings of Fox & Probasco further demonstrated Slaughter’s claim that interconnected non-

state actors are able to generate action much faster than governments through informal 

communication channels and without being hindered by bureaucratic processes.229 This 

speed helped Ukrainian resilience at a critical point in time. But as time progresses, this web 

support seems to become volatile or offers diminishing returns. Some big tech services like 

cloud migration and disabling certain features in Google Maps had critical value at the onset 

of the invasion. But their value decreased as the character of the invasion changed. Likewise, 

other forms of support gained importance when the strategic picture changed in later phases 

of the war. Starlink internet and Palantir-enabled targeting significantly shifted the 

battlefield in favor of Ukraine once weapon systems and ammunition from the West arrived 

in Ukraine en masse. But even these assets saw their returns diminished when the 

conventional warfare balance changed and the UAF began identifying more targets than it 

had ammunition to fire at. This suggests that chessboard politics came to the foreground 

again as the tools needed to maintain resilience long-term are more traditionally rooted in 

the sphere of government, namely the production and employment of weapons and 
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ammunition. And even when ICT support is actively providing value to a resistance effort, 

it most effectively does so not in the absence, but in conjunction with these chessboard tools: 

Starlink provided essential communication capabilities, but these only translated into 

resilience because there were troops and equipment to communicate with. MetaConstellation 

provided exceptional targeting capabilities, but it really translated into battlefield advantages 

once the UAF was in control of advanced artillery systems capable of hitting the identified 

targets. 

Slaughter’s argument that the world needs to be seen in stereo is emphasized by the findings 

of this thesis. The web and the chessboard exist next to each other and ideally complement 

each other, especially when it comes to armed conflict. In any way, it is clearly visible that 

in an increasingly digitalized world, companies that provide civilian dual-use products and 

services stand to play a more and more critical role even in armed conflict. But while they 

can provide countries with crucial capabilities and potentially also withdraw them again at a 

whim, concerns that these companies now have the potential to become harbingers of victory 

or defeat in armed conflict do not find confirmation in this thesis. 

Looking into the future, this raises some important questions. Especially the tensions 

between China and the U.S. concerning Taiwan have led many commentators to speculate 

how Western technology companies will behave in a potential armed conflict.230 Here, the 

two different approaches towards Big Tech might face a litmus test. Would liberal Western 

ICT companies voluntarily offer their support against a country harboring a significant part 

of their business interests? Would the U.S. abandon a liberal public-private partnership 

approach towards its tech companies and instead subject them to government direction as it 

did during WWII? Analyzing these questions therefore presents salient opportunities for 

 
230 See for example Lilly et al., “Business@War”; Fox and Probasco, “Volunteer Force.” 
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further research. Below the threshold of a great power confrontation for example it would 

also be of great value to investigate what shapes the motivation of these companies to 

voluntarily offer their support to a conflict party in the first place. A fourth important 

opportunity for research consists of more closely investigating how the support of these 

companies changes over time, and how this affects the strategic balance of a conflict as it 

evolves. The phenomenon of ICT and the companies that provide them in a geopolitical 

context seems likely to play a greater role in the future as great powers engage in a race for 

sophisticated technologies. Efforts to understand it better could therefore offer great value 

to the discipline of geopolitical studies. 

 

Conclusion 

This master thesis attempted to enrich the existing literature on ICT company involvement 

in the Russian invasion of Ukraine with a theory-driven approach. The involvement of these 

companies has garnered much attention in non-academic publications and has brought with 

it a considerable amount of hype about their impact on the war. At its core, the thesis assessed 

two research problems: 

First, “How does the involvement of big ICT companies shape the Russian invasion of 

Ukraine?”.  

And second, “Do countries which obtain the support of big ICT companies have a strategic 

advantage in armed conflicts over the countries which cannot count on their support?”.  

The thesis answered the first research question by describing and analyzing the actions of 

these companies in the war in a descriptive way. To answer the second research question of 
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the impact these companies had on the strategic balance of the war, two hypotheses were 

tested, one relating to the Ukrainian side and one to the Russian side:  

H1: The involvement of ICT companies had a significant impact on Ukraine’s capacity to 

resist the Russian invasion.  

H2: Russia's role as the aggressor means it doesn't have to rely on independent ICT 

companies to support its war effort. 

The analysis lends support to the first hypothesis, finding that ICT company support has had 

a significant impact on Ukraine’s capacity to resist the Russian invasion by providing crucial 

capabilities that helped the Ukrainian state to withstand and recover from external military 

pressure. On the other hand, the analyzed data only partly supported the second hypothesis 

according to which Russia as the aggressor doesn’t need to rely on these non-state actors for 

its war effort. It was found that Russia does rely on ICT companies, but in a different way, 

namely, to maintain sophisticated military systems production and to degrade Ukrainian 

external political and public support. Russia also engages with these companies under a 

state-centric approach, compared to the more liberal approach of Ukraine that leaves these 

non-state actors with greater agency. 

Situating these research problems within Slaughter’s theory of the ‘Chessboard’ and the 

‘Web’ helped to understand the strategic value these networks of non-state actors can deliver 

in an armed conflict. It also highlighted its challenges compared to state-owned assets in a 

domain traditionally dominated by the chessboard logic. Despite being published years 

before the full-scale Russian invasion and under the context of hybrid warfare, Slaughter’s 

theoretical concepts find application in this conventional interstate conflict. Leveraging 

networks of actors of the ‘web’ and structuring them accordingly can indeed increase a 
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country’s resilience. However, over-emphasis of these concepts ignores the pivotal role that 

traditional instruments of foreign policy continue to play, especially in war. Where web 

strategy is not supported by chessboard capabilities, it offers diminishing returns. This 

should be taken into account when attempting to apply these concepts to future cases. 

Reaching these conclusions did not come without its limitations and challenges: On the side 

of data collection, the so-called fog of war means that obtaining accurate and useful data 

becomes a challenge in itself. Much information will either not find its way into the public 

domain at all due to confidentiality reasons, gets released only much later due to operational 

security concerns, or cannot be determined at all because of the sheer complexity of the 

situation. This thesis also almost exclusively considered sources in English at the risk of 

overseeing potentially relevant Ukrainian or Russian language sources. However, this 

approach to research was considered justifiable, as the thesis analyzed observable actions by 

companies and not for example domestic political discourse around these actions. Resorting 

to secondary sources was thus chosen to mitigate the risk that potentially relevant 

phenomena were missed as a result of limiting the sources by language.  

As was also pointed out repeatedly, assessing the direct impact of many of these technologies 

on the strategic balance of the war is very difficult. The number of confounders that exist in 

shaping a war is remarkable, including political and military decisions, armed forces sizes, 

military capabilities, military structures, force employment, domestic support, and external 

support, just to name a few. Dissociating the support of these companies from the greater 

strategic balance presents a major issue that can distort their actual impact. This becomes 

visible when considering how the dimension of time seems to influence the interpretation of 

findings. Setting the cut-off date at the end of 2022 would mean that the impact of technology 

company support is only measured in the short-term, yielding an outsized impact compared 
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to observing it until the end of 2023. While the hypotheses around Slaughter’s theory find 

support in the data, this support might vary when looking at a different selection of case 

studies. To this end, exploring further case studies would contribute greatly to the 

understanding of the phenomenon at hand. To provide more insight into why ICT company 

support gets generated, it would also be of great value to further assess the formal and 

especially informal relationships that exist between government and these companies to 

inform scholarly understanding of how independent companies actually are under such 

circumstances. 

What this thesis was nevertheless able to do was to provide a theory-led perspective that 

takes non-state ‘web’ actors seriously, in a domain which for a long time was conceived 

exclusively in chessboard terms. Observing the existence and performance of distributed 

defense networks not only in hybrid warfare, but full-on interstate war raises awareness to 

the level of importance that digital technology companies have gained in today’s world. This 

thesis was able to demonstrate that these companies have become actors that cannot be 

ignored by states any longer in matters of war, whether by the defender’s or the aggressor’s 

side.  
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