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Abstract

This paper used price volatility data sourced from the Institute for Rare Earths and Strategic
Minerals as a proxy for aggregate risk to select magnesium from a list of critical raw mineral
candidates with the intent of investigating its supply-chain characteristics during the COVID-
19 pandemic. This was accomplished to then harmonize with a disaggregated risk framework,
based on a retooling of a project finance risk framework by Farrell[1]], to generate a series of
potential attack vectors that a theoretical opponent could use to induce risk in magnesium-
related supply-chains, reducing operational efficacy, as a method of attacking European critical
infrastructure. The theoretical opponent was constructed, and their behavior was defined,
using offensive realism as a framing for their motivation and actions. The disaggregated risk
framework that was created identified four main classes of risk: political risk, market risk,
operating risk, and technology risk. These classes of risk and their sub-classes were then
utilized to identify five different attack vectors that a state actor could use to deliberately
induce risk in magnesium and magnesium-adjacent supply-chains to increase specific or
aggregate risk. These five attack vectors were the denial of physical assets in upstream,
downstream, and midstream elements of the supply-chain; leveraging sovereign risk to either
extract actors from contractual obligations or using contractual risk to force a counterparty to
surrender sovereignty; cyberattacks, particularly against midstream infrastructure; the policy
and structural dumping of magnesium supply on to the open market; and inducing political

instability through covert action for strategic gain.
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II. INTRODUCTION

Ensuring the flow of critical commodities in supply-chains to end consumers underpins the access to
and operation of essential assets vital to nations’ economic prosperity and security[2, [3]. In international
markets that experience supply, demand, and price volatility for critical commodities and manufactured
products[4-9]], small perturbations in supply-chain demand and supply can yield radical shifts in supply-
chain behavior[|10, [11]].

Many papers have been published in Supply-Chain Management, Operations Research, Industrial
Engineering, Security Studies, Strategic Studies, and other academic fields regarding the defense of
infrastructure. What seems absent, however, is how an aggressive opponent may conceptualize supply-
chains and what vectors they could exploit to induce some negative consequence in a target of their
choice. Additionally, what specific literature does exist in Security and Strategic Studies, as well as
International Relations, regarding the defense of supply-chains does not explicitly treat concepts of risk
in the same systemic manner that the architects and operators of supply-chains use in their design,
operation, and maintenance of those same systems.

In the pursuit of further securing critical commodities and raw minerals, numerous national bodies,
including the European Commission (EC), have identified various commodities upon which different
critical infrastructure sectors rely. These commodities vary in importance and susceptibility to disruption
than others, so much so that legislation and risk-management frameworks have been adopted on a
multilateral basis in certain instances.

The adoption of these measures by the European Commission, outlined in the Critical Raw Minerals
Act (CRMA) COM(2023) 160 - Proposal for a regulation of the European Parliament and of the
Council establishing a framework for ensuring a secure and sustainable supply of critical raw materials,
specifically outline two variables as crucial components of analysis: Supply Risk (SR) and Economic
Importance (ET)[12]]. An initial investigation of these variables, which aggregate a variety of risks based
on composite indices and inputs such as production and infrastructure sector reliance on a particular
commodity[|13]], revealed that the aggregate risk to which a commodity and, more importantly, the
supply-chain which provides that commodity to downstream consumers, was not captured at all in these
measures; notably, cost performance was included in as a parameter, but not the underlying price of the
commodity on the open market[13]].

With the seeming absence of offensively orientated frameworks in the literature that prescribe how
to attack, the nature of the EJ/ and SR indices and a lack of risk in a systems context pose a novel
opportunity to provide a theoretical framework that accomplishes, or at least begins an iterative attempt,

to combine all three in the context of the EC’s objectives to secure its access to CRMs.



Therefore, the objective of this paper is threefold. The first objective is to measure the aggregate risk
of a CRM. Second, the paper seeks to examine the characteristics of the mineral’s supply-chain during a
period of high systemic stress under the axiomatic assumption that whatever risks the supply-chain was
exposed to for that time period were magnified. In this instance, the COVID-19 pandemic was selected
as this period of elevated supply-chain stress. The third and final objective is to create a framework
that disaggregates risk into different risk classes, which could be applied by an offensive actor seeking
to leverage these risks against their opponents. The deliberate induction of risk in a supply-chain by a
state actor, or the organs of that state actor, is referred to as weaponized risk’.

This framework is contextualized through application to five potential attack vectors that an aggressive
theoretical opponent could use to induce these risks in a supply-chain with the intent of damaging their
target’s ability materially to supply relevant CRMs necessary for the continual operation of critical
infrastructure.

Hereafter, this paper initially provides a literature review in Section [[II, covering broad supply-chain
phenomena, an exploration of the concept for risk, it’s manifestations, and employment in different
contexts; the broad concepts of realism, and especially offensive realism which as used to explain the
behaviour of the constructed theoretical opponent which seeks to weaponize risk; how states weaponize
different supply-chain elements as filtered through a realist lens; the different strategic logics which may
be employed when weaponizing risk; and a breakdown of existing legislation regulating the definition
of critical infrastructure.

Following this literature review, Section [[V|provides both the theoretical framework and methodology
that underpins the approach taken to generate the end framework using Design Science Research (DSR),
the research questions, how the systems thinking and the concept of risk align with the Security Studies
and Strategic Studies fields, the alignment and necessitation of a post-positivist orientation when utilizing
risk as an analytical concept, the conceptualization of weaponized risk and the theoretical opponent
which seeks to actively induce risk along a supply-chain to target its adversaries, the scope of analysis,
stages of analysis, the selection basis of the candidate material, the calculation of price volatility as a
proxy of aggregate risk, and how risk is disaggregated.

Section [V| investigates the specific characteristics of the candidate mineral (magnesium) supply-chain
by examining the material properties of the selected candidate material, its different derivative products,
the current state of global production, the alignment of different critical end products with relevant
infrastructure sectors, how the candidate material is produced,relevant transport considerations, and an
analysis of the price history and price volatility of the material over the COVID-19 pandemic.

Section desegregates risk into different risk classes. This is performed for application of the



framework to the investigated mineral supply-chain. Finally, five different attack vectors which employ

different mixes of these risks are examined in Section

III. LITERATURE REVIEW
A. Supply-chains and Associated Phenomena

Supply-chains experience various different phenomena, arising from demand and supply activities.
These supply-chains can be modeled as either linear or non-linear, where in the former raw materials
are transformed into Work In Progress (WIP) inventory through manufacturing and/or processing, then
to finished products, and are then distributed to end consumers through wholesale and retail flows[14].
Nonlinear supply-chains, by contrast, are characterized multiple actors each adding value, and or
transporting material, during different stages of the supply-chain, and therefore exhibit mathematical
chaos described by deterministic equations contingent on different initial conditions[/15].

As described by Vonderembse et al., supply-chains can also be classified by the kind of product
around which the supply-chain is orientated - Standard, which posses seldom evolving characteristics
and has stable demand; Innovative, which encompass products that frequently change and are marked
by variable, uncertain demand; and Hybrid, which exhibits characteristics of both[16][17].

Having now identified the different types and classifications of supply-chains, it is possible to
investigate the different phenomena that affect them. Blanco et al. identify seven different phenomena
associated with nonlinear supply-chains: waste, vulnerability, uncertainty, congestion, The Bullwhip

Effect (BWE), diseconomies of scale, and self-interest[10]. These are defined the following table.

TABLE I: Blanco et al.’s seven nonlinear supply-chain phenomenal/10]

Phenomena Description

Waste Use of resources without creating value

Uncertainty Inability to predict the future due to incomplete
knowledge or changing environment

Congestion Excessive accumulation of products, processes, or
information

Bullwhip Upstream amplification of demand signals

Diseconomies of Scale Increase of unit cost as output increases

Self-Interest Reduction of system wide profits, due to individ-
ual profit focus

Of all of the seven phenomena described by Blanco et al., BWE, or ’"demand information amplifica-
tion[ 18] is of particular interest. This term refers to the empirical and theoretical phenomenon(18] where
minute or small perturbations in downstream demand lead to increasing upstream demand variation and
volatility[19]][20][21]]. This amplified effect is a chief concern in operations research and supply-chain

management given its associated costs[20]].



Management of the Bullwhip effect demands supply-chain participants to forecast demand over
different time-horizons, as well as production quantity, costs, and other variables[21]]. The complexity
of modeling such systems in magnified by poor information resolution and information time-delay[22],
especially since forecasting over a long enough time-horizon may prove to be inaccurate.

The BWE stems from not only rational, operational concerns such as machine capacity and inventory,
but also irrational human factors[20]] such as actions influenced by cognitive limitations[23[][24{][20],
information feedback][20], and others[20].

Shocks do not only propagate through demand, but also through supply[11, |25]]. Disruptive risks,
including those related to production, transportation, and the supply of outputs can propagate across
a supply-chain are distinct from the BWEJ[26]. Supply disruptions manifest in the ripple effect which

relate to “structural disruptions” of upstream elements, not downstream changes in behavior[26].

B. Risk

Risk is an abstraction which is often employed across multiple fields in the evaluation of different
threats and opportunities in many dimensions. No universal defition of risk exist, or what constitutes
risk, especially in the practical application of risk in the field of security[27]. There exist different
standards for how to apply risk, and are often employed across multi-disciplinary fields especially in
regards to Supply Chain Management. What is concrete and absolute, however, is that failure to account
for risk results in catastrophic outcomes[27][28]], both to entire systems[29] and individual actors[30].

What risk is, how and why it is a pertinent concept for analyzing different vulnerabilities for
exploitation, and why a unified framework for risk in the field of security studies is required, is the
subject of this section.

1) The Nature of Risk

Risk as an analytical concept precedes its explicit codification in the 20" century[31][32], which
as a concept extends beyond the purely physical and mathematical into the metaphysical. This is not
the concern of this paper and is outside of it’s scope. Risk, it context of this endeavor, is a concept
related to the probability and/or uncertainty of events, induced or otherwise. The divergence of different
institutions and academia in their understanding of risk, either within their own fields or across them,
is indicative of the multidimensional nature of the concept[30]. Therefore, the definition of risk must
be understood as inherently fuzzy in the general, unless applied to the specific operationalized domains
to which it is applied.

In the literature, there exist numerous different generic definitions of risk, notably as articulated by
in the field of economics, finance, and insurance, by authors such as Knight, Holden, Crow & Horn,

Greene, Willet, Wood, and Athearn.



Most of these conceptualizations, as found by Athearn, correlate risk with uncertainty[33]. For
example, Greene[33]][34]][35] summarizes risk as: uncertainty as to the occurrence of an economic
loss,” while Willet[33][36] defines risk as ”...objectified uncertainty regarding the occurrence of an
undesirable event,” and Wood[37] describes risk simply as the “chance of loss.”

Perhaps one of the most influential codification of risk in the modern context was expressly posited
by Frank Knight in his 1921 book Risk, Profit, and Uncertainty. Knight’s risk is defined as a knowable
probability of an error in a judgement[38]. Under this framework, risk is distinguished from true
uncertainty by virtue of the know-ability of probability associated with an error in judgement.

As LeRoy and Singell explain, Knight’s criteria for know-ability was defined in three ways[38]]:

1) a priori probabilities, which are derived deductively, as in rolling dice.
2) ’statistical probabilities, which are generated by empirical evaluation of relative frequencies.

3) “estimates”

Of these three criteria, only the first two are classified as risk under Knight’s framework[39][38]].
Estimates are, however, considered to be true uncertainty[39][38]. The issue with this definition arises
from how Knight treats subjective probabilities, even as a concession to the reality that the objective
probability of an event may not necessarily be obtained without some level of estimation[39][38].
Knights definition, therefore, significantly departs from common and colloquial understandings of
risk[40]; and the utility of such a definition is significantly diminished.

Therefore, subsequent authors have offered alternative definitions of risk to rectify this issue for more
effective operationalization. Holton, for example, posits that risk ought to be defined as the exposure
of an individua to uncertain events[40]. Under this definition, Holton provides the example of an
individual who has flung himself out of an airplane without a parachute. Despite the fact that this
individual is exposed to the risk of death, because that death is certain, that individual faces no risk[40].
This definition, Holton posits, is more in line with commonly understood conceptualizations of risk[40].

Risk also is frequently conceptualized as applicable to not only individuals, but also organizations[35].
In this conceptualization of risk, it is not only born by individual actors, but by collective groups,
and even systems that exhibit emergent behavior. Risk is therefore a pervasive, totally encompassing,

consideration in any human endeavor.

'Notably, the what constitutes an individual in Holton’s conceptualization of risk is narrowly constrained to a self-aware being, such as
a human being or an animal[40]. Therefore, as Holton admits, organizations which operate legally and financially as separate entities, for
example, states, corporations, communes, unions, churches, and other entities, cannot assume risk[40|]. Holton’s, self-admittedly “flawed”,
conceptualization of risk assumes this position as, in the context of financial exchange, it is different individual stakeholders who assume
risk[40].



2) Risk Contexts

Risk also arises from different risk sources in varying contexts, and any framework for managing risk
depends on internal and external contexts applicable to a managed organization, including legal, financial,
political, technological, regulatory, economical, or environmental factors[41]. These domain-specific
risks also are effected by stakeholder considerations, market trends, network complexity, organizational
culture, organizational structure, industry standards and guidelines, resources, capital, data, information
and information flows, and contractual relationships[41]].

Other domain-specific risks have been defined by the Securities and Exchange Commission (SEC) as
volatility, inflationary, interest rate, and liquidity risk[42]]. In project finance, they are commonly specified
as legal, financial, technical, political, economic, completion, operational, and counterparty risk[43]; and
in military-specific domains, for example, risks are designated as ’Hazards’ by The U.S. Department
of the Army, which are classified as mission, enemy, terrain and weather, troops and equipment, time,
and civil[44].

In security and defense contexts, in particular, there appears to be no unified framework for
risks among professional practitioners of risk management. Different organizations, public and private
frequently utilize differing schema and risk analysis methodologies[45]][27]]. This lack of a unified
risk management framework can be expected due to different operational contexts: the risk calculus
required for the analysis of a military operation seeking to neutralize critical members of OPFOR
(Opposing Force) is surely distinct from analyzing the maritime risk regarding the use of munitions by
enemy proxies targeting trade. Therefore, especially in regards to different generic risk standards, many
professionals perceive generalized frameworks to be of limited utility[27].

Nevertheless, semi-generic frameworks, especially in a security context, pose potential as versatile
tools, especially when collaborating between different organizations with vastly different cultures,
objectives, and operational procedures. Where there is a shared language and a need for interoperability
and consistency in approach, authors such as Spring et al. have identified a need for something
approximating a shared framework of risk[46][27].

With regards to ’security risk’ - a form of operational risk - Harris and Sadok identified three main
“themes” in their analysis of different risk frameworks as employed in the security field. These are a
lack of[27]:

« consistent terminology

o “a structured and consistent risk assessment approach”[27]]

« internationally recognized risk standards adoption.



C. Risk Management and Standards

While risk is highly idiosyncratic to specific application domains, as indicated is Section [[II-B.2} it
is absolutely vital to provide a systematized framework for risk analysis in any endeavor, lest a system
designer be forced to fabricate one from first principles in every project. Such a proposition is, usually,
untenable. This is especially true if the ownership and liability of a project shifts from one organization
to another, or is shared my many actors.

To this end, there exist whole suites of domain-specific and generic risk management standards. The
most notable of these are provided for by the International Standards Organization’s ISO 31000:2018
Risk management - guidelines, and the Committee of Sponsoring Organizations of the Treadway
Commission’s (COSO) Enterprise Risk Management framework. These generic frameworks provide
standardized suites of tools for an organization or individual to apply to their unique application domain.

For example, ISO 31000:2018 and ISO 31010 prescribe a standard model of risk assessmenﬂ in the
context of its contribution to risk management by identifying precisely defined iterative and chronological
steps. These steps are establishing the context of the system, identification of salient risks, analysis of
said risks, the evaluation of risk severity, and the treatment of risks[41]].

These risk assessment steps are outlined by ISO 31000:2018 in pursuit of answering four fundamental
questions[41]:

« “what can happen and why (by risk identification)?

« “what are the consequences?

e “what is the probability of their future occurrence?

o “are there any factors that mitigate the consequence of the risk or that reduce the probability of

the risk?”

1) Risk Identification/Event Identification

As seen in Fig|l] ISO 31000:2018 classifies three processes as constituent elements of risk assessment:
risk identification, risk analysis, and risk evaluation. In the three step iterative process of risk assessment,
risk identification pertains to the,

”...process [which] includes identifying the causes and source of the risk (hazard in the context
of physical harm), events, situations or circumstances which could have a material impact upon

objectives and the nature of that impact.”[41]]

2See Figure
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Fig. 1: ISO 31000 Contribution of risk assessment to the risk management process[41]]

The process of risk identification is achieved through three broad classes of methods, some of which
are suggested by the ISO standard. These three classes are either based on historical data, systematic
approaches based on procedural querying of system variables, or inductive reasoning[41]][47].

A parallel process is found in COSO’s enterprise risk management framework, termed event
identification, which seeks to distinguish risks and opportunities to which operations are exposed[48]].
Risk identification is therefore the process of utilizing these three classes of methods in the consideration

of the following elements[41]:

« “tangible and intangible sources of risk;

e “causes and events;

« “threats and opportunities;

« “vulnerabilities and capabilities;

o “’changes in the external and internal context;

« “indicators of emerging risks;

 “the nature and value of assets and resources;

« “consequences and their impact on objectives;

« “limitations of knowledge and reliability of information;
« “time-related factors;

 “biases, assumptions and beliefs of those involved.”



2) Risk Analysis

After risk identification, each risk is analyzed to ascertain its characteristics, including the degree to
which each relevant risk is present and its impact (i.e. it’s weight) on the overall system. This analysis is
therefore concerned with the effects of identified risks, the probabilities of their different manifestations,
and potential future n'" order consequences[41]. It is essential to note that because risk ’events’ can
stem from multiple sources[41]], n'* order considerations become of vital importance. Exposure to one
class of risk stemming from multiple sources can radically affect multiple strategic objectives across
multiple projects[41]].

ISO 31010 specifically prescribes that in circumstances where one particular class or manifestation of
risk stems from numerous sources or where a unique event is not identified, that focus of risk analysis
ought to be on,

” the importance and vulnerability of components of the system with a view to defining
treatments which relate to levels of protection or recovery strategies.”’[47/]

Risk analysis need not be strictly quantitative, as identifying probabilities related to risk events
can be assigned qualitative or mixed semi-quantitative values[47]. Examples of qualitative probability
assignments are provided by 31000 as ’high,” ’low,” or medium; these qualitative assessments are not
rigidly enforced by these standards[47]. For semi-quantitative approaches, ISO 31010 describes different
potential approaches to semi-quantitative probabilities as reliant on formulas and methods that generate
either linear or logarithmic numerical scales representing different levels of risk[47].

3) Risk Evaluation

The final step in risk assessment is evaluation, which consists of the re-contextualization of risk sever-
ity and risk event probabilities by comparing relative rankings against predetermined criteriali47]][4 1.

This risk assessment component also demands the creation of documentation, which is to aid in
the ranking of relative risk event severity[47][41]. This documentation includes, but is not limited to,
risk identification, analysis, and evaluation methodology; system scope; risk sensitivity and uncertainty

analysis; different risk and system axioms; and data validity[47]].

D. Risk Frameworks in Systems

This literature review has identified three key features that are frequently employed in a number of risk
management frameworks: a generic systematic approach that is refined and attuned to domain-specific
risks, the use of mixed qualitative-quantitative approaches, and a broadly defensive risk management
orientation.

Without exception, most risk management frameworks operate on a systematic approach, first by

approaching a ’system’ from first principles, and then subsequently by attuning those first principles
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to the specific context. These risk management frameworks are often referred to as Enterprise Risk
Management - holistic approaches to risk that take into account the entire enterprise or activity in it’s
context[49], as distinguished from Traditional Risk Management which is focused narrowly on particular
components of the greater system[49][50].

This review identifies three general sets of principles from which risk management frameworks
operat There categories of first principles are: systems engineering, existing risk standards, and
supply-chain orientated risk management approaches.

Superficially, specific risk management frameworks identified in the literature search appear to, at
least in broad generalities, follow the template of the iterative and chronological steps proposed by
generic risk standards established by ISO, COSO, and others. Some of these frameworks are limited
in scope to specific application domains, while others are focused on particular case studies within
application domains, and yet others focus on more abstract, generic, applications of risk.

1) Supply-chain Risk Management and Resilience

There exists in the literature a split between studies focusing on qualitative understandings of the risks
to which supply-chains are exposed[51], as opposed to mathematical/quantitative models[52][53]][54]
that seek to optimize the system characteristics underpinning supply-chains[55]].

Few frameworks that analyze an entire supply-chain appear to exist[56]. Instead, impact analysis of
different behaviors appears to be focused on either specific domains of application[56]E| or different
techniques[S6].

As applied to supply-chains, there appear to exist two different classifications of frameworks that
appear to describe the same phenomena of management: supply-chain resilience and supply-chain risk
management, especially as it relates to quantitative methods[66]][67].

The former of these two, according to Hosseini et al., is a “broader field” of study[67]], while supply-
chain resilience is orientated around theﬂ

”SC (supply-chain) capability to utilize the absorptive capacity of SC entities to repulse and
withstand the impacts of perturbations, to minimize the consequences of disruptions and
their propagation by utilizing adaptive capacity and to recover performance level to normal
operations in a cost-efficient manner using restorative capacity when absorptive and adaptive
capacities are not sufficient.”[67]]
In their review, Hosseini et al. conceptualize supply-chain resilience as predicated on three elements:
absorptive capacity, adaptive capacity, and restorative capacity. These capacities are brought to bare
3These principles can and are mixed.
*For example in pharmaceuticals|57], motor transport[58], logistical networks[56][59), inventory[56](60), and manufactur-

ing[61]1[62][63][60][64][65]
SNote that there are many definitions of supply-chain resilience[67].
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against supply-chain disruptions in this order[67]]. The first of these, absorptive capacity, refers to the
ability of a supply-chain to absorb system shocks and reduce the deleterious outcomes of said shocks
with as little energy as possible[67][63]].

Adaptive capacity, meanwhile, is predicated on the capabilities of a supply-chain to overcome system
failures or disruptions by organically adopting “non-standard” or novel solutions on its own accord,
without specific attention given to recovering normal functionality[67][68]].

Finally, restorative capacity is simply defined as the ability of a system to return to normal working
order in the event that adaptive or absorptive capacity prove insufficient to compensate for whatever
shocks the supply-chain is subject to[67][68]].

Risk management, meanwhile, can be understood less as the properties of a supply-chain and more as
an active approach. In their review, Emrouznejad et al. provide two different definitions of supply-chain

risk management. These are:

1) “Risk management refers to strategies, methods, and supporting tools to identify and control risk
to an acceptable level.” [69][70]
2) ”...a synchronized set of actions and approaches to direct an organization to minimize the risk for

achieving the organizational goals.”[70]

Thus, it appears that the fundamental difference between supply-chain resilience and supply-chain risk
management is that of perspective and ownership. Based on the definitions provided herein, supply-
chain resilience is a property or characteristic of a supply-chain, or several embedded supply-chains.
Risk management, meanwhile, is a series of actions that are performed on a supply-chain to reduce
exposure to unnecessary risk.

Additionally, from the definitions provided for by Emrouznejad et al., it is clear that risk management
in a supply-chain management context is fundamentally defensive as a concept. Risk is conceptualized
as abstract and tangible burdens that different actors along a supply-chain must bare.

2) Risk Management Frameworks Derived from Standards

The subsection of the literature review herein covers different papers in the literature that derive some,
or all of their risk frameworks from existing risk management standards. These papers are orientated
primarily around the supply-chains of different industrial sectors, such as pharmaceuticals[57]], motor
transport[S8],

Many authors apply existing risk standards as first principles when designing risk management frame-
works. for example, Elamrani et al. adopt risk as first principles, and applying them to pharmaceutical
supply-chains, thereby 18 different classes of risk, mapping probabilities of events occurring, and

assessing the impact of different risks across different components of the supply-chain[57].
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A similar approach can be observed in Semin et al.’s 2016 paper, A process model of risk management
in the system of management of strategic sustainability of cargo motor transport enterprises, which
broadly follows ISO 31000’s risk assessment format[58|]. Unlike Elamrani et al., however, Semin et
al. do not provide an analysis of risk impact on a particular system, and are focused on more general
application.

Yuntao et al. provide what they refer to as a Framework of Comprehensive Risk Management
system for application in the defense and technology sector[71]. This paper adopts COSO’s three
dimensional Enterprise Risk Management Integrated Framework, as well as 1SO3100, GB/T 24353,
and AZ/NZS 4360 SET Risk Management Set to create a "Comprehensive risk management process”
roughly analogous to ISO 31000[71]. Their paper additionally identifies six different broad categories
of risk relevant to the sector of application[71].

3) Risk Management in Systems

Some authors either employ risk management frameworks in conjunction with traditional systems
engineering principles or Systems of Systems (SOS). That is, they are directly attempting to identify
the needs of the system stakeholders prior to implementing those requirements in the design of the
system[72][73]. These systems may be embedded within larger macro-systems, where system boundaries
are not defined, necessitating quantitative approaches such as Monte Carlo simulations and modelling
using Bayesian Belief Networks, or in traditional engineering systems where risks can be qualitatively
ranked]74].

A stakeholder-centric holistic approach is adopted due to the necessities imposed by the complexity
of socio-technical systems[75][76]. Reductively focusing on singular elements of a system as it pertains
to risk will result in unintentional n" order consequences.

This is especially pertinent when dealing with embedded SOS. Citing Keating et al., Pinto et al. point
out[32],

”When engineering traditional systems, the tools and methodologies available are sufficient to
provide a solution to a defined problem; the analysis conducted is dominated by technological
components; and scoping and framing the problem is easy, since the boundaries are fixed.
However, when dealing with SoS, the boundaries become fluid, there is no one right way
of dealing with the problem at hand since it is emergent, and engineering these systems of

systems becomes a satisficing issue, rather than optimising[77].”

Practically, this means that for critical infrastructure and supply-chain risk management it is necessary
to account for risk across multiple intersecting domains[32] and stakeholders[32[][78].

This holistic approach is mirrored in the application of risk management to Systems Engineering
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Processes (SEP). Through the conceptualization and operation of risk to SEPEL authors such as Ganguly
et al.[73] provide frameworks to operationalize risk management throughout the entire life span of a
product from conceptualization and design to prototyping and implementation.

4) Defensive Ambiguity and Orientation

Most papers collated for this review that provide a risk management framework are defensive in
either of two conceptualizations. The first of these is the de-facto defensive orientation that most risk
management frameworks adopt; these frameworks are concerned with mitigating risk that a system
owner is subject to, as discussed in Section Under such a conceptualization, however, any
system owner could define the leveraging assets in an offensive manner as defensive in any context.
Thus, this conceptualization of nominally defensive risk frameworks must be cautioned such that a risk
management system is not designed to be purposely misleading to an outside viewer.

How, then, is an analysis to distinguish between an offensive risk framework, which outright
outlines methods of promoting failure in a system owned by another party and an ambiguously
offensive/defensive mixed framework that provides tools nominally to be deployed in pursuit of risk
management but could be used to attack (i.e., disrupt) an opponent’s system? Other than implementation
and intent of the user, both of which are subject to error in appraisal, domain application provides a
useful barometer. Risk management in military and defense-sector contexts provides unique insight into
strategically ambiguous risk management frameworks.

Many of these defense-sector and military frameworks borrow the same risk orientation as supply-
chain risk management in their defensive posture towards to to protect designated strategic objectives,
but can be employed to maximize risk for an opponent.

Here, this review finds authors such as Mandel who is expressly concerned with the definition and
nature of risk, the utility of risk and its appeal to planners, as well as the (perhaps overly) broad nature
of the concept[[80]. A similar approach is taken by Preda, who aligns ISO 31000 methodology with the
risk culture and requirements of defense in general[[81]]. These highly abstracted treatments of risk are
contrasted to other frameworks in the defense field.

Roughly one level ’down’ in abstraction, this review identifies authors such as Bernhardt[82],
Liwang[83]], Liwang et al.[84]], Germann & Gregg[85]], Vancactor[86], and Gaidowet al [87], deal with
either specific elements of defense risk - for example, communication as with Liwang[83]; specific tools

with Germann et al.[85]; or specific organizations as with Gaidow et al.[87] and Vanvactor[86].

%Defined as the, “..comprehensive, iterative and recursive problem solving process, applied sequentially top-down by integrated
teams.”[73[][[79]
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5) Offensive and Defensive Risk Models Specific to Critical Raw Minerals

There appears to be a relative lack of offensively focused, systematized frameworks orientated around
exploiting supply-chain vulnerabilities and seemingly none orientated specifically around critical raw
minerals (CRMs).

Only three papers fulfill the criteria of prescriptively identifying vulnerabilities and attack vectors
and subsequently providing a framework for future exploitation. In strategic studies, Layton’s[88]]
systematized approach to supply-chain warfare is perhaps the most explicit. Orientated around economic
warfare, Layton identifies the components of generic supply-chains and different leverage points that
can be used in a military context to disrupt operation[88]].

Another comparable framework this review found was van Niekerk & Ramluckan’s economic
information warfare model, which identified five scenarios in which an aggressive actor would employ
different categorized methods to disrupt commodity chains[89].

Finally, Brown et al.’s Analyzing the Vulnerability of Critical Infrastructure to Attack and Planning
Defenses examines methods of increasing defensive capabilities by modelling terrorist offensive actors
and state defenders wit h Stackelberg games[90]. These games are applied to numerous contexts,
including attack on electrical grids, oil pipelines, metro transport systems, airport security, and supply-
chains[90].

By contrast, this review identifies several defensive frameworks for mitigating supply-chain risk,
especially regarding CRMs. Authors such as Bilsborough, Cui et al., and Funaiole et al. do establish
different frameworks for the mitigation and exploitation of risk in different CRM supply chains, focusing
on either the relationships between specific geopolitical actors in supply chains[91]] or supply-chains
for an individual CRMs[92] or groups of CRMs[93]].

These defensively orientated frameworks are not systematized in the same manner as Layton, van
Niekerk & Ramluckan, or Brown et al. - as they do not provide prescriptive models in the form of
deliberately engineered systems for application in different domains. They are, however, specific to
CRMs and the strategic contexts relevant to this proposed project. Therefore, the gap expressed herein
presents an opportunity to marry the systematized approach of offensive frameworks to the strategic

policy objectives of different security actors.

E. Realism

As a school of international relations, Realism is perhaps one of the oldes most well established[94]],

yet unpopular schools of international relations and geopolitics[95].

7Some of its proponents even trace its genesis back to classical history[94].
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Like all broad schools of international relations, political, and security thought the broad framework
that it provides can be broken down into many sub-schools: classical, neo-realist, neoclassical, offensive,
defensive, and many others.

The purpose of this section of the literature review is to provide a broad overview of realist thinking
so as to provide contextualization of the methodology employed in this paper in generating the different
actors which are used to explore aggregate and disaggregated risk. This section is by no means in depth
- it is instead only used provide the reader with a understanding of the fundamental principles of the
school so as to better grasp how and why this paper has taken upon itself to construct a theoretical
opponent for an offensive framework.

Since the purpose of this paper is not to make inferences as to the behaviour of states, or the
motivations of states, only in how state behavior could manifest, realism provides a convenient
framework for contextualizing risk weaponization, nothing more.

Hereafter, this section of the literature review is broken down into four sub-sections: an overview of
the fundamental concepts and axioms of realism as a broad school, offensive realism, and defensive
realism.

1) Fundamental Concepts

Realism provides a structural framework for the interaction of state behavior that explains their seeking
of power as reflective of a type of ’anarchy’ that typifies the international order[96]]. In this anarchic
world posited by structural realism, all states seek their own security, less they be confined to the dustbin
of history[96].

Realism makes no moral judgements[94]. It does not necessarily condone the actions of states, but
seeks instead to describe their behaviors. On this basis, realism operates from positivist first principles
or axioms, chief amongst which include the stipulation that all states are rational actors, that states are
the resolution at which analysis should occur, the aforementioned anarchic world order, and the drive
for power[94].

From these axioms, realists have determined that the least stable form of political status quo is multi-
polarity, that hegemony will seek to quash opponents that perceive as a threat to their power, and smaller
states will join in arms or alliance to balance against an existing hegemonic state or a rising threat[96]].

This bring attention to a number of vital concepts which have been articulated by realists: balance
of power, balance of threat, and bandwagoning.

2) Balance of Power

With the caveat that the concept can bare different meanings and definitions to different practicitioners

and scholars of realism[97], the balance of power generally refers to the relationship between different
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nations regarding the distribution of their capabilities to project power[97]]. Balance of power can also
refer to the equalibrium between different nations regarding their overall capabilities to survive[97, 98]
that arises as a consequence of different nations each pursuing policies bounded by rational means and
decision making[98H101]].

3) Balance of Threat

First coined by Stephen M. Walt in his 1985 article titled ’Alliance Formation and the Balance of
World Power’, balance of threat postulates that state actors seeks to not only balance against larger
powers and hegemons, but the additional spectre of “perceived threats”[102]. This concept seeks to
answer the question as to why many American allies did not align themselves with the Soviet Union
despite the disproportional distribution of power between them and the United States of American. Walt
proposed that the perceived threat, or in other terms, the perceived risk posed by the Soviet Union was
sufficient to induce diplomatic alignment with the United States against the Soviet Union[102].

4) Offensive Realism

As a school of international relations and security, offensive realism holds that all states are
fundamentally self-interested entities that seek to remediate the absence of security, brought on by
the ’security’ dilemma incurred by an “anarchic world order”, through the attempted maximization of
their own power[103]. This, offensive realism’s primary proponent, John Mearsheimer argues, is the
direct consequence of states attempting to prevent the rise of opponents, or the power of the existing
hegemony, from dominating them and also seeking the maximization of their own power[103, [104].
Indeed, Mearsheimer argues that the ultimate state of security is that of absolute hegemon, as dictated
by the requirements of the international political system([103, [104].

According to Johnson & Thayer, proponents of this school tend to argue that ruthless jostling in the
“international system” is the operative logic for such behavior[103-105].

As a framework for the ways in which states manifest in the international arena, Mearsheimer puts
forth five axiomatic conditions which under pin this school of thought[103} [104]:

e The aforementioned anarchic world order.

o The military capabilities of great powers.

The uncertainty of states as to the intentions of other actors in the geopolitical arena.

States being concerned with continued survival as their primary objective.

Rationality as given characteristic of states.

5) Defensive Realism
The systemic, structural neo-realist school of defensive realism, notably typified by the author Kenneth

N. Waltz, emphasizes that while the interplay of systems on the international level are typified by

17



anarchy, states are incentivized to maximize power only in so far that their needs are satisfied within
the boundaries of existing conditions[95]]. Thus, by happenstance and the patterns of interactions between
states, it may be the case that many actors are not necessarily required to seek constant expansion[95].

The patterns of behaviour mapped by other schools of realism, for example offensive realism, which
pertain to the need for constant expansion and pursuit of hegemony are then either the result of deliberate,
necessary, policy or arise from a mistaken belief that,

”...aggression is the only way to make their states secure.”[95]]

Thus, advocates of defensive realism argue that the superior maximum for more powerful states is
to pursue policies of limited scope and restraint, preventing lapses into complete and total dedication
to power maximization via military strength or other means[95, 106]. It is feasible then for states that
are authoritarian to mutually agree to cessation of conflict or brinkmanship, absent even international
institutions[95]].

Common criticisms of defensive realism can be classified in one of either two camps: that the
assumptions of defensive realism are in and of themselves contradictory to realism as a broader school
of thought, and is thus not realism at all[95, [107]; or that defensive realism, as articulated by provides

insufficient incentives to explain the propensity of states to seek power and expand[95, 108, 109].

F. Existing Appraisal of Critical Raw Mineral Supply Risk

In recent years, there has been significant attention on the analysis of the aggregate and supply-
risk of various (CRMs)[110]. These materials, essential for the functioning of modern economies
and the development of advanced technologies, are the subject of extensive academic scrutiny and
policy-making by national and international bodies[110]]. Researchers have systematically examined the
availability, demand, and geopolitical risks associated with CRMs, highlighting their critical importance
and vulnerability in the global supply chain[Q8, 110-116]]. The scholarly discourse often draws on the
frameworks and findings provided by authoritative organizations, including the European Union (EU)[12,
13, 117], the U.S. Geological Survey (USGS)[118]], U.S. Department of Energy[/119]], U.S. Department
of Defense[120], Japan[121], the Chinese state[122], and others.

National and international policy-makers have underscored the imperative of managing the risks
associated with CRMs to safeguard national and economic security[112]]. Reports and strategic
documents from entities such as the European Commission (EC) and the U.S. Department of Defense
emphasize that disruptions in the supply of these materials could have severe repercussions for industrial
competitiveness, technological innovation, and military readiness[3} |12, |120]. The EU, for instance, has
highlighted that an over-reliance on imports for certain critical raw materials exposes member states to

supply risks that could undermine economic stability and security[12].
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Identifying which minerals are both vital and vulnerable is becoming an increasingly critical aspect of
both foreign and domestic policy. Governments and international organizations are focusing on specific
minerals deemed essential for strategic industries, including those related to green energy, defense, and
digital technologies. The criticality assessments are often based on factors such as economic importance,
supply risk, and environmental implications of extraction and processing. These evaluations guide
policy decisions and strategic initiatives aimed at securing reliable and sustainable supplies of these
materials[118]].

A key policy response to the supply risks associated with CRMs is the enactment of legislative
frameworks aimed at ensuring supply security. The EU’s Critical Raw Materials Act (CRMA) is a
notable example. This legislative initiative seeks to reduce dependency on third countries for CRMs by
diversifying supply sources, promoting recycling, and investing in sustainable mining practices within
the EU[12]. Similar measures are being adopted in other regions: the United States has implemented the
National Defense Authorization Act, which includes provisions to secure supplies of critical minerals[3],
and Japan has its Strategic Energy Plan that outlines measures for resource security[|123].

The EU is particularly dependent on imports for a range of critical raw materials, including rare
earth elements, cobalt, lithium, and platinum group metals, which are essential for industries such as
renewable energy, electric vehicles, and digital technologies[12]]. On this basis, and the focus of this
paper, the EU framework provides significant illumination as to how, at least broadly *Western’, states
conceptualize the management of supply risk.

A pivotal document supporting the CRMA is the ”Study on the Critical Raw Materials for the EU
2023 — Final Report.” This report provides a detailed assessment of the supply risks and strategic
importance of various raw materials for the EU[117]. It screened 70 candidate critical raw materials
for two variables: economic importance and supply risk[ 13, [117]. Through this selection process, the
report identified 34 CRMs, and 36 strategic raw mineralﬂllﬂ.

By accounting for the cost and performance of different CRMs; production, criticality, and co-
production; Global Supply concentration (HHIGS)and EU Sourcing concentration; country governance;
import reliance; trade reliance; and supply-chain bottlenecks, the report provides a foundational
outline[12]] for how the EU conceptualizes supply risk, as based on global supply and prices. It should
be noted, however, that much like the US GSG’s framework (for example), the EU study does not
account for aggregate risk. The Supply Risk index (SR) does not appear to account for market and

financial risks such as currency risk, nor does it account for the price volatility of the different CRMs

80r *SRMs’. Note that Copper and Nickel under this EU framework do not meet the criteria of CRMs. Strategic minerals are distinct
from CRMs in that they additionally are relevant to defense infrastructure, which falls outside the purview of critical infrastructure as
defined by the EC[117].
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on the international market([13]] - a proxy for aggregate risk[|124]. This report does not disaggregate risks,
either; it does not explore the individual qualitative risks to which the supply-chains of each mineral
are exposed|13].

1) Strategic v. Critical Minerals

Not all legislative frameworks conceptualize increased security through supply diversification and
green policies. A particularly unusual, but illuminating, example of frameworks for ascertaining and
planning to deal with the risks associated with critical minerals lies in the Chinese conception of mineral
criticality, as outlined by the People’s Republic of China Five Year Plans from 2016 onwards[|122]. Under
a specific, almost offensively realist conceptualization of foreign policy and strategy, different Chinese
sources have constructed mineral criticality in a number of different ways, particularly in the delineation
of ’strategic minerals’[[122].

In 2002, three influential papers were published in Chinese-language discussions on ‘“strategic
minerals.”’[[122] The first, authored by the former head of the China Geological Survey (CGS), defined

strategic minerals as,

”...minerals that are indispensable for the country’s economy, social development and national
defense, that cannot be guaranteed domestically, and that can influence the international
market.”
[122, [125]. Qi provided a similar definition, emphasizing three elements: pertinence to defense and
economic activity, reliance on imports during wartime conditions, their necessity for national defense
and economic development, and the degree of supply risk to which the domestic supply is exposed|[/122,
126]. Finally, Zhang[122, [127]] defines strategic minerals as,
“...minerals that are essential for national security, for which domestic supply cannot meet
demand and the foreign supply situation is unreliable — to a point where there is a danger of
urgent supply shortage.”

Following these papers, subsequent discourse on strategic minerals progressed, with authors such as
Wang defining these resources as crucial for a country’s development, stability, and competitiveness,
considering their abundance an indicator of national strength[|122,|128]. Chen and Wang further expanded
this definition by stipulating two criteria that resource must meet to be considered a strategic mineral:
high reliance by China on foreign exports, or the vulnerability of “economic security and national
defense” to supply and price volatility([ 122} |128].

This approach culminated in the 2016 establishment of an official catalogue of 24 strategic minerals,
which includes rare earth elements, tungsten, and molybdenum, among others[/122]].

As seen above, Strategic minerals’ are a concept without a uniform definition[122]. Andersson et al.
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identified six, frequently overlapping, criteria that must be met for a mineral to be considered strategic
within a Chinese paradigm(122]]. These are:

1) Importance for economic development/security

2) Importance for national defense

3) Supply risk

4) Substitutability

5) Minerals deemed important for developing China’s Strategic Emerging Industries

6) Minerals that China has in abundance and for which it holds a competitive advantage relative

to other countries.

This strategic orientation, referred to by Brady as an “realist theoretical mindset,” views competition
for resources as a key driver of global politics[[122, [129]. Such an orientation of Chinese strategy cannot
be observed in the differing analysis of supply risk for pertinent minerals between domestic and foreign
authors. Direct evidence of this is sparse, as there is a lack of available literature by domestic authors
regarding risk frameworks[122]]. What can be observed, however, are the strategic policy actions of the
Chinese Communist party.

The Chinese state is widely perceived as taking a strategic approach to mineral resources[122]. This
perception is partly rooted in China’s history as a centrally planned economy, where state planning
of mineral resource exploration and exploitation has been a key characteristic[122, [130]. According to
Economy and Levi[122] [131],

”...the state continues to play a dominant role in guiding resource investment and pricing. And

concern over resource security remains a central focus of Chinese decision makers.”

This strategic approach extends to China’s overseas pursuit of resources, with Chinese firms securing
supplies of strategically important raw materials worldwide through state-directed investment and state-
backed capital[132].

Perceptions of China’s strategic approach to raw materials are reinforced by its application of
protectionist policies, particularly regarding REEs[111, [122| [131]]. These measures include extensive
use of quotas and taxes, restrictions on foreign firms’ involvement in the REE supply chain, and
concentration of production and export among a few large companies([111, 122, |133]. China’s dominance
in the REE market, as of 2023, is pronounced: Chinese entities held financial interests globally in 63%
of REE production, 11% of cobalt and copper production, 13% of lithium production, and 6% of nickel
production[111]. Therefore, when combined with aggressive foreign investment in supply-chains via

the B&RI and accusations[/134} [135]], some of which are well founded in the analysis of contractual
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clauses[136]], of deliberately aggressive foreign policy via economic meanﬂ it is clear that at least
based on appearance, there is a distinct demarcation between policies and frameworks which take a

purely ’defensive’ approach and those that do not.

G. Realism, Minerals, Supply-chains, and Weaponization

As this paper adopts a offensive realist approach, it behooves it to examine existing literature in the
field of Security Studies and International Relations on the topic of CRMs and supply-chains. There is
one problem with this: namely that there are very few articles that directly discuss the supply-chains of
CRAs in a strategic contemporary context.Additionally, this review did not find any literature examining
this question from a systems perspective and a realist lens. Nor is there seemingly any apparent applied
framework for induced risk between geopolitical actors appears to exist, except those models identified
in Section [[II-D.5| never mind one orientated around CRMs in particular.

Under a strictly realist framework, and in direct opposition to conventional liberal and neo-liberal
thought, economic interdependence is a direct prelude to warfare[140]. Within a realist framework,
therefore, does the practice of weaponizing risk operate under the same logic as warfare by operating
as an extension of it?

Inferences can be made regarding the nature of system risk, economic interdependence, and state
behavior; however, this paper is not particularly concerned with answering the question articulated in
the previous paragraph, only in providing a framework as to how to do so. If a state wished to implement
weaponized risk under the same logic as warfare, that is its prerogative.

What is certain is that states do weaponize of different critical assets and supply-chains. One of the
most important articles identified in this review is Glencross’ 'The geopolitics of supply chains: EU
efforts to ensure security of supply’, where he discusses not only the reliance of the EU on Chinese
supply of CRMs, and the genesis of the EU CRMA as a direct response to shifting EU attitudes towards
open markets, but also the deeper existential security concerns of the EU regarding China’s dominance
in the CRM supply—chain[141m

Glencross provides a vital insight in his exploration of Farrell & Newman’s weaponization of
"economic interdependence’[ 141} |142], citing examples such as Chinese economic retaliation to Japan
regarding the Senkaku Islands in 2010 by temporarily freezing the export of CRMs[141} |143]]; and the
export restriction of Gallium, Germanium, and Graphite to the EU arising from US-China tensions[ 141,
144, |145]]. These actions are indicative of a wider pattern of behavior, as exemplified by an increase in

Chinese export restrictions by a factor of nine between 2009 and 2020[141, 146].

9This is by no means a uniform consensus|137-139].
10See sub-section [III-E.1| for the discussion of China’s positioning in the CRM supply-chain
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It is clear that asymmetrical system networks carry with them the potential for weaponization[140],
whether in the form of weaponizing currency risk[[140] or reducing the supply of state-of-the-art
computer chips[141].

When supply-chain disruptions are mapped to deliberate hostile activities, be they during explicit
times of war or during nominal peace, actions by state actors essentially constitute a concerted effort
to induce risk in the systems upon which an opponent is reliant.

1) Logics

How then does the literature describe different strategies to leverage such risk. There are prominant
examples in the field of security studies that discuss the implementation of assets in different strategic
contexts. One of these examples can be found in Ding & Dafoe’s article The Logic of Strategic Assets:
From Oil to AI[147]], where they provide a simply linear framework for determining the ’strategic level
of an asset’ (SLA as

SLA = Importance - Externality - Nationalization (1)

Where in the above[|147], "Importance’ refers to an assets’ military or economic utility; ’Externality’,
is the “the economic and/or security externalities associated with an asset, such that uncoordinated firms
and individual military organizations will not optimally attend to the asset;” and ’Nationalization’ is
”...the degree to which these externalities are rivalrous between nations.”

According to Ding & Dafoe, cumulative-strategic logic encompasses strategic assets and dependent in-
dustries characterized by significant entry impediments, including ”...first-mover dynamics, incumbency
advantages, economies of scale, or other cumulative dynamics,” and include complicated technology
reliant upon cumulative investment that often leads to insufficient investment by the market in these
assets. The assets characterized by this logic include aircraft engines, computer infrastructure such as
servers, and military equipment that requires high budgetary expenditure due to complexity[147].

By contrast, assets dictated by infrastructure-strategic logic that the market does not readily supply
and under-invests in, such a railroad infrastructure[|147]. These “foundational” assets generate, ~positive
spillovers across the national economy or military system, in which subnational actors (for example,
firms or military branches) underinvest because they do not appropriate all the associated gains.”

Finally, Dependency-strategic logic governs assets such as CRMSs - where the supply-chains the
provide said assets are subject to disruption by an opponent due to, ”...the physical, organizational, or
national concentration” along the supply-chain[147].

These logics are not mutually exclusive, indeed Ding & Dafoe propose a set graph as a representation
of this intersecting conceptual model, see Fig. [2|

Not only are these logics subject to false positives and negatives[147], but it is unclear where one
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logic ought to be employed over another due to the dependent nature of technology on input minerals.
As Ding & Dafoe stipulate, for example, computer chips occupy the intersection of all three logics

while raw minerals occupy the dependency-strategic logic portion of the framework[147].

Infrastructure-strategic

Nanotechnology,
advanced materials

Cumulative-
strategic

Telecommunications,
aicraft engines

Fig. 2: The strategic logics in combination[147]

The question that remains is where one ends and the other begins. One might argue at the point
of manufacture, but that is an insufficient answer. If, for example, the Chinese state were to attempt
to strangle the supply of input CRMs necessary for the manufacture of the most state-of-the-art chips
made by Taiwan Semi-Conductor Manufacturing Company (TSMC), it is entirely feasible to argue that
not only are both the chips and the input minerals subject to dependency-strategic logic but so are all of
the infrastructure-strategic logic assets that are affected by this shortage and the actual implementation
of the restrictive Chinese policy as well.

Therefore, such a rigid framework violates the holistic approach necessitated by systems design, as
explored in sub-section [[II-D.3] Subsequently, a research and implementation gap exists between the

analysis of weaponized CRM supply-chains, risk, and systems thinking, which ought to be engaged.

H. Critical Infrastructure Sectors

This sub-section of the literature deals with different classifications and definitions of critical
infrastructure and different associated sectors; it is split into three elements: a description of the literature
investigating critical infrastructure, the definition and orientation of the European Union with regards to

critical infrastructure and critical infrastructure risk management, and the parallel of these considerations
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in the United States.

Broadly, critical infrastructure pertains to those supply-chains and/or assets the absence of which
would be catastrophic for the continued operation of a nation, be they related to economic activity, state
organ operation, or the military apparatus[[148]. In the context of highly interconnected contemporary
systems, upon which the security of sovereign states are dependent, critical infrastructure is the subject of
intense policy manifestation and risk management[|149, |150]]. This is especially true given the increased
interdependence of critical infrastructure systems across national boarder as bound by not only shared
infrastructure but also shared supply-chains for the resources necessary for continual operation[149].
Such complex interdependence could result in what Barbar & Ali term a domino effect, where an attack
or disruption to a critical infrastructure system could result in a subsequent knock on effect on other
critical infrastructure sectors across one or more nations[ 149, |151]).

Having now contextualized the concept in the more abstract, it is now necessary to explore the
specific legal understandings of critical infrastructure. In this case, this literature review provides both
an overview of U.S. and EU conceptualizations of critical infrastructure. As per the EU DIRECTIVE
(EU) 2022/2557 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 14 December 2022
on the resilience of critical entities and repealing Council Directive 2008/114/EC, critical infrastructure
is defined as[/152]],

”...an asset, a facility, equipment, a network or a system, or a part of an asset, a facility,
equipment, a network or a system, which is necessary for the provision of an essential service.”
These different critical infrastructure sectors as maintained by different critical entities - private or
public sector legal entities that are identified by a Member State of the EU - an fall into any one
of the eleven different critical infrastructure sectors, as can be seen in the Annex of the Directive.
Critical infrastructure sectors are defined as belonging to either the energy, including electricity, oil,
gas, hydrogen, and district heating and generation; transport, consisting of air, rail, water, road, and
public transport; banking; financial market infrastructure; health; drinking water; waste water; digital
infrastructure; public administration; and space sectors[ 152, [153]. It should be especially noted that this
directive does not apply to critical entities concerned with national defense, except in edge cases where

critical entities are only tangentially concerned with defense related infrastructure([152].

Risk management of supply-chains and critical infrastructure is a central concern for the EU[152] and
other actors[149]. As the EU directive states[152], major crises such as the COVID 19 pandemic stressed
supply-chains significantly[8]], revealing or exacerbating weaknesses in critical infrastructure sectors that
were hereto for unforeseen[8]], especially regarding raw minerals and the mining sectors[154], as well

I'The systems complexity incurred by this reality necessitates systems of systems (SOS) engineering thinking criteria, see Section

[-D.3
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as increasing prices and price volatility[[155]] - the latter of which is a proxy for aggregate risk[124]].

Failure to include defense in risk analysis and management of critical infrastructure is therefore
puzzling. National defense is paramount and inherently intertwined with critical infrastructure. Not only
were key pieces of infrastructure developed as the result of military R&D[156], but defense infrastructure
frequently shares supply-chain dependencies with civilian critical infrastructure[157]].

To account for this limited scope, other critical infrastructure frameworks were investigated. Another
definition and delimitation of critical infrastructure is provided below in the form of the U.S.
Cybersecurity and Infrastructure Security Agency’s list, which remediates this limited scope by providing
a much more comprehensive breakdown of critical infrastructure sectors, classifying them in the

following manner as per Presidential Policy Directive 21 (PPD-21)[158, [159]:

o Chemical Sector

o Commercial Facilities Sector

o Communications Sector

e Critical Manufacturing Sector

o Dams Sector

o Defense Industrial Base Sector

o Emergency Services Sector

o Energy Sector

« Financial Services Sector

e Food and Agriculture Sector

o Government Facilities Sector

o Healthcare and Public Health Sector

« Information Technology Sector

e Nuclear Reactors, Materials, and Waste Sector

o Transportation Systems Sector

o Water and Wastewater Systems
When contrasted to the policies and frameworks of the EU, it is clear the U.S. employs a far more
comprehensive approach when PPD-21 is further contextualized in relation to more recent policy
developments regarding securing different supply chains that feed and are reliant upon different critical
infrastructure sectors. This is especially true with regards to the ’Defense Industrial Base Sector’ with
the publication of public documents such as the ’Securing Defense-Critical Supply Chains’ action plan
that was developed in response to U.S. President Biden’s Executive Order 14017[120].

In conclusion, critical infrastructure is a key classification that encompasses the assets and systems
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necessary for different nations’ security, functioning, and prosperity. The different sectors of critical
infrastructure are interrelated and differ in classification from block to block or nation to nation. As these
sectors are both reliant upon and integral to different supply-chains, especially CRMs, it is necessary
to consider the impact of risk on supply-chains as ultimately reflected in the behavior and operational

status of these critical infrastructure sectors.

IV. METHODOLOGY AND THEORETICAL FRAMEWORK
A. Overview

As articulated in Section this paper creates a framework, from an offensive actor’s perspective
that seeks to attack the European Union, using the Design Science Research (DSR) paradigm. This
paradigm seeks to create socio-technical systems[160] in the form of an instantiated artifacts[[161].
In this particular instance, the instantiated artifact is a framework which provides a map of how to
offensively leverage weaponized risk can be employed against supply-chains.

This iterative framework is to be multi-functional - it can be employed to investigate both offensive
and defensive postures of different actors, both theoretical and real; it also may be iteratively employed
to update scholarly knowledge regarding existing supply-chain vulnerabilities and their contextualization
within a greater realist understanding of economic coercion and supply-chain warfare.

In other terms, the final outcome of this paper is a nascent design theor or design framework that
draws on existing knowledge to provide a structured approach to operationalizing weaponized risk.

An offensive actor’s perspective is assumed for two reasons:

1) To bridge the gap between offensive frameworks that analyze supply-chain vulnerabilities and
existing literature on how different geopolitical actors seek to mitigate or effectively induce risk in
CRM supply-chains.

2) To gain further insight into potential vulnerabilities that are not easily conceptualized from a
defensive perspective.

To meet the criteria set forth by DSR, the delivered framework will be defined in accordance with

Johannesson & Perjons four components of a framework[162], which are:
1) ”A number of logically related activities, with well-defined input and output.”
2) ”Guidelines for carrying out the activities.”
3) ”Guidelines for selecting research strategies and methods to be used in the activities.”

4) ”Guidelines for relating the research to an existing knowledge base.”

1ZReferred to in DSR as a "Level 2 contribution[160].
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The proposed project adopts an empiricist, post positivist approach to creating a framework aligned
with the dynamics of socio-technical systems. Because of asymmetric information, the very nature of
risk and uncertainty demands such an approach due to the inability to grasp all probabilities of all
events.

Subsequently, the following sub-sections deal with the following elements: the research questions
that this paper seeks to answer; the definition of risk and models of risk adopted in the pursuit of
creating the framework articulated above; the alignment of this framework within both the security
studies field and the design science research framework as an novel contribution to both fields; the
conceptualization of weaponized, or induced, risk and its bearings on risk management frameworks (of
which the paper herein constitutes one); problem scope; how weaponized risk figures into both offensive
and defensive realist narratives and understandings of the international order, as well as the relevance
of this subject to the strategies that may be employed by different actors; the material and methods
employed in the pursuit of the creation of the articulated artifact, including the data sources, types of
data, data handling, measurement of aggregate risk, methods of risk disaggregation, and identification
of different attack vectors.

To generate the framework presented by this paper, the following research questions were generated
and answered in chronological order to provide a basis for both exploration of historical and
contemporary exploitation of supply-chain risk, and to then identify how these examples may be applied

to contemporary supply-chains. These questions are itemized as follows:

e RQ; To what extent have different attempts by states and their proxies to weaponize risk been

successful?

e RO, Which supply-chains exhibit potential for exploitation?

Answering RQ; allows for this paper to synthesize different case studies and examine the differing
methods in which risk can be induced. In essence, it allows for the generation of different risk-
induction techniques from proof by induction. Subsequently, with RQ,, potential targets, and even
novel techniques, can be explored through the examination of European Union economic and military
supply-chains leading to a list of potential targets and attack vectors. However, since this framework
deals with a hypothetical opponent, it would be difficult to appraise the feasibility of attacking different
targets via the determined attack vectors without hypothesizing as to the tangible and intangible assets

that an opponent could leverage.
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B. Theoretical Framework

1) Alignment with the Security and Strategic Studies Fields

Pursuant to the requirements of the Charles University Masters of International Security Studies
course, and inline with the field of Security Studies, as well with the field of Strategic Studies, the
following sub-section outlines the ways in which this Master’s dissertation provides novel contributions
to the academic literature and broader strategic understanding of risk, supply-chains, and CRMs.

Risk as an analytical concept, despite its ubiquity in the fields of finance, economics, supply-chain
management, engineering, and military thinkin is surprisingly absent as an employed tool even in
light of its potential utility[[163]]. Such a striking absence provides an opportunity to broaden empirical
understandings of risk, beyond purely military domains to include economic, cultural, and financial,
as identified by authors such as Petersen[[163]]. This, in turn, allows for the investigations of security
matters as they relate to specific state policies and practices in numerous fields from airport security
to terrorism[|163]], especially in light of the rise of risk as a conceptual touchstone that appears to be
superseding ’threats’ and ’security’ as dominant frameworks[|163-165] due to an increasing lack of well
defined rules on the international stage which transcend “space and time” and the limited scope of
"threats’ as a concept in a post-Cold War context[[166].

As previously discussed in Sections [[II-B.2] and [[II-D.5] there are no apparent applied frameworks

that provide insights into how risk may be induced/weaponized to lessen an opponent’s access to critical
assets, namely CRMs, to which the opponents behavior is clearly bounded by different strategic logics.
If it is in the interest of future researchers to investigate how aggregate actors may act in light of shifting
access to CRMs, it is necessary to understand how an opponent may weaponize risk. Otherwise, strategic
understanding of how the European union may react defensively will be diminished in applicability and
scope.

Subsequently, when contextualized with a systems understanding of risk, it is clear that the non-linear
nature of the supply-chains which underpin the provision of CRMs to different nations necessitate a
holistic technical understanding of risk as demanded by the amorphous post-Cold War geopolitical field.
The lack of existing implementations of risk in the field of security studies from a technical orientation
also provides significant novelty and is therefore deemed to be a worth endeavor.

This is novelty rings true especially in regards to material realist conceptions of international
relations and security. Mearsheimer, the great proponent of offensive realism, conceptualizes the anarchic
international order and the desire of power by states as systems as arising from the hegemonic ambitions

of state actors. Therefore, by assuming offensive realism as an axiomatic system condition, this paper

13See Section [III-B

29



can more deftly construct a theoretical opponent with adequate justification for inducing risk in the
supply-chains of different critical minerals.

In increasing uncertain times, where powerful political actors such as the United States, the EU, Japan,
China, and others are increasingly defining their strategic orientations around access to different CRMs,
and in light of the research gap identified in this paper’s literature review, and the above paragraphs, a
sufficient alignment with security studies as a field is established.

2) Alignment with Design Science Research

Design Science Research (DSR) is a systematic approach to designing prescriptive artifacts through
a process of deliberate, holistic design to solve problems in applied, real-world, domains[[167]]. As an
applied methodology, DSR is concerned with creating knowledge regarding the different permutations
in which problems can be tackled and solutions made manifest[[167]. This knowledge is manifested
by novel, ’constructs, models, methods, and instantiations,” which directly cotribute to the solving of
specific and/or general problems[160, |167]. This research paradigm is multi-disciplinary, and extends
beyond engineering and systems to include economics, and other fields[167].

DSR operates initially from the identification of a ’problem space’ defined by the, ’phenomena
of interest’ that exist within the bounds of the problem[167]. These phenomena include the[167],
”...people, organizations, and existing or planned technologies.” This conceptual environment contains
in it the objectives, necessary activities, problems, and potential avenues of problem remediation -
as identified and held specifically by the stakeholders of the system - and are bounded by the needs
of said stakeholders, as contextualized by the current strategy and existing practices of the problem
owner[167]]. Furthermore, the needs of each stakeholder are, ”...positioned relative to existing technology
infrastructure, applications, communication architectures, and development capabilities.”’[167|]

All of these considerations in interest are synthesized to generate a unified research problem that is
to be solved by the designer or researcher that assumes the task. Only by doing so can stakeholder
requirements, even if the stakeholder is theoretical, be satisfied and therefore be considered relevant
research worth the endeavor[/167].

As shown in Fig. 3] in DSR, three broad elements are of prime importance: environment, design, and
knowledge base.

The environment, provides the relevance to the design, and the applicable knowledge provided for by
the knowledge base contributes the necessary rigor for the design. These processes are iterative, with
each successive pass through the design cycle contributing to both the knowledge base and changing

the environment in which the design is situated[167].

30



Environment Design Knowledge Base

Foundations

People Build ® Theories
® Roles

.

. Frameworl

® Capabilities Theories . ks
Instruments

*® Characteristics *® Artifacts
Organizations

.
Applicable Constructs

Needs 3 Knowledge * Models
® Strategies ® Methods

*® structure & Culture Assess Refine ® Instantiations
.
Processes y Methodologies

Iechnolozv Evaluate ® Experimentation
) Infrastructure * Data Analysis
Applications * Analytical Techniques
* Communications . . i
Case Study Formalisms
Architecture * Measures
. N
. Experimental
Development *® validation Criteria
Capabilities * Field study ® Optimization
.o A
Application in the Appropriate Additions to the Knowledge Base

Environment

Fig. 3: Design Science Research Framework[167]

The activities for this model are separated into five processes, of which only four are relevant for this
paper: problem identification and definition, defining the objective, creating the artifact (the framework),
and applying the framework[167]. The implementation of these steps are found in Section [[V-E

The end contribution of these steps is called the artifact - the , “thing that has, or can
be transformed into, a material existence as an artificially made object (e.g., model, instantiation)
or process (e.g., method, software).” Through the conceptualization, design, implementation, and/or
evaluation of this model, the design science research methodology generate what is referred to as
‘design knowledge’[167].

For a DSR project to be considered as contributing design knowledge of sufficient merit, the research
project must either apply a novel solution to an existing problem, a novel solution to a novel problem,

or an existing solution to a novel problem, as can be seen in the Fig []
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Fig. 4: DSR Knowledge Contribution Framework ||
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The solution domain maturity is considered high; as discussed in the literature review, the concept
and application of risk management and risk analysis in both security and other contexts is a well
established practice. However, because risk analysis in a technical sense has seldom been applied as
an overall framework with regards to critical rare earth minerals in an offensive orientation, let alone
in the context of security studies as a field, this paper asserts that the application domain maturity is
considered to be low. On that basis, therefore, the framework that is designed and implemented in this
paper could be considered as contributing extrapolation as it’s design knowledge contribution.

This particular paper contributes what is referred to as ’Level 2’ design knowledge, which can also
be described as a ’nascant design theory’, exemplified by artifacts such as[160], ”...constructs, methods,
models, design principles, technological rules.”

3) Post-positivism and Risk

As risk analysis is inherently probabilistic, the framework and implementation to CRM supply-chains
adopts an empiricist post-positivist approach. Such an approach necessarily integrates empirical evidence
with a nuanced understanding of scientific theories, with the understanding that all knowledge is fallible
and open to revision, as are all different contextualization of specific risk.

It is for this reason that post-positivism is employed as a part of this paper’s conceptual understanding
of risk, aligned with the adopted definition of risk provided for by ISO 31000, as post-positivism
maintains that while objective truth exists, an understanding of it is inherently imperfect. This approach
is particularly relevant in risk analysis, where empirical data must be interpreted within the context of
complex and often uncertain environments - in other words, exactly those contexts where supply-chains
are subject to risk in the geopolitical arena.

Additionally, the adoption of DSR more or less mandates this theoretical approach to risk analysis
given the iterative nature of that methodology. Only through continual design and redesign can further
design knowledge and contributions of sufficient rigor be created.

Thus, given the stipulations described in this sub-section, it is necessary to adopt an empirical
approach, else there is no basis for using a probabilistic tool like risk for analysis, especially in complex
systems where variables interact in unpredictable ways.

This approach aligns with the necessary problem definition and solution design mandated by
stakeholder needs via the DSR methodologyﬂ and allows for a more rich orientation and attribution
of risk to different actors in the supply-chain.

4) Adopted Definition of Risk

In this thesis, risk is defined by the following statement, copied exactly from ISO 31000:

14Gection
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”The effect of uncertainty on objectives, whether positive or negative.”[41]]
This definition is adopted on the following two bases:

1) that the definition of risk provided by ISO 31000 aligns with the EC’s definition of risk, as defined
by the EU directive 2022/2557, which states that[|152],

”Risk means the potential for loss or disruption caused by an incident and is to be expressed
as a combination of the magnitude of such loss or disruption and the likelihood of occurrence

of the incident.”

2) and because in doing so, better alignment with the retooling of risk management techniques

described in ISO 31010:2009 may be achieved.

It is critical to note that the one deviation between ISO 31000’s definition of risk and the definition
put forth by the EU directive 2022/2557 is that the latter narrowly describes risk as being bound to only
the negative consequences born by the stakeholders in critical infrastructure and related supply-chains,
and being tied to an inciting incident. In essence, adopting such an understanding of risk narrowly
limits the applicability of analysis in two manifestations. The first manifestation is that risk becomes
somewhat linear in attributing its manifestations and the responsibility of who bears the consequences
of risk.

Using EU directive 2022/2557’s risk definition bounds the effects of stakeholder and offensive actors
actions to single-incidents and limits the conceptualization of weaponized risk by limiting the objectives
of an attacker™|

Narrowly defining risk as ’one-sided’ implies that any risk assumed may only manifest in a negative
consequence. Subsequently, risk management on the part of defensive actors can only be tasked with
mitigating adverse effects. Such a framing of risk violates best practices when dealing with the non-
linear phenomena to which supply-chains are exposed, and implies that risk induction cannot fail by
virtue of sufficient supply-chain resilience leading to improved resistance to attack.

Secondly, because risk is not necessarily discrete, the attribution of risk to single incidents limits the
utility of risk models in understanding the actions and motivations of opponents. Adopting ISO 31000’s
definition of risk, which does not have this stipulation allows for the attribution of risk-induction to
multiple activities over an extended period of time.

5) The Conceptualization of Weaponized, or Induced, Risk

Referring back to Section the literature review found a lack of offensively orientated
frameworks orientated around supply-chain risk. In any complex system that is owned or incorporates

any number of stakeholders and their complex interrelations, the apportionment of risk is always a chief

158ee Section
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concern. Thus, when discussing how risk should be treat conceptually with an offensive perspective, the
question must be asked as to whose risk is being increased as a direct or indirect result of the actions
of one or more actors along a supply-chain, or even outside of it.

This question leads to the development and definition of the concept of weaponized, or induced, risk.

Weaponized risk is defined as the following:

The increase of either specific risk, and/or aggregate risk, in a supply-chain as the result of a
deliberate course of action on the part of a state power, the organs of a state, or an aligned
private entity beholden and/or loyal to a state. Weaponized risk is induced directly within the

supply-chain or any adjacent system of sufficient importance.

Above all, this conceptualization of weaponized risk mandates that an increase of aggregate risk through
specific risk must be deliberate - it must arise from a purposeful, deliberate set of actions on the part of
one, or even more, actors. Weaponized risk does not, however, necessarily require a specific target as
far as state actors go. So long as the supply-chain in its entirety exhibits an increase in either aggregate
risk, or specific risk, that is sufficient.

Furthermore, extra emphasis must be allocated to two stipulations. The first is the understanding that
weaponized risk need not necessarily be successful. It may be the case than an offensive actor will move
to induce risk across a supply-chain with sufficient resilience in the form of absorptive, adaptive, and/or
restorative capacit to offset the increase in aggregate risk generated by an attack. Additionally, due to
the non-linear nature of risk and complex supply-chains, weaponized risk as a concept must anticipate
the reality that there also exists the theoretical condition where aggregate risk does not materially
increase beyond manageable levels despite a sudden or significant spike in an instance or class specific
risks.

Secondly, while risk weaponization inevitably deals with n'* order consequences, the effects of
deliberately induced risk must not be too remote. Otherwise, when taken to the extreme, the concept
of weaponized risk could essentially render any state action under an offensive realist framework
as a form of weaponized risk. This would render the concept of weaponized risk as overly broad,
subsequently severely the utility of the framework in future analysis. Therefore, for a particular instance
risk weaponization to be considered as a valid example or implementation of the phenomenon, the
policies or actions undertaken to induce such risk must either:

1) Exhibit provable motive on the part of the attacker to deliberately induce risk in a particular

supply-chain.
2) or induce non-trivial damage to a supply-chain element or system.

16Refer to Hosseini et al.[67]] and Section [[II-D.1
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C. Scope and Delimitations

To prevent the excess bloat and to fulfill the requirements of this exercise, the system scope is narrowly
bounded to examining how the supply-chains of CRMs may be exploited by an offensive actor against
the European Union and its constituent states. The system scope is also narrowly limited to application
of the framework to selected CRMs over the time period of the end of January, 2020 until the 31%
of December, 2023 - the duration of the COVID 19 pandemic. This time-frame was used under the
assumption that periods of high stress reveal vulnerabilities in the supply-chains of different assets. As
much can be inferred through the prices and volatility of the different CRM commodities identified in
the EU CRM report.

Using Fig [5] the overall system context is illustrated, showing the orientation of the generic supply-
chain n for an investigated mineral, creating a representation of the overall system scope that to which

the instantiated framework is applied.
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Fig. 5: System Scope

Mineral supply-chains are separated into two components: upstream and downstream[169]]. Upstream

’

components are those activities in the ...production and sale concentrated and refined minerals,’
including trading and transportation[169]. Downstream supply-chains are those processes that use

mineral derivatives or refined minerals and also include trading and transportation[169]]. For this paper,
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transportation previously assigned to upstream supply-chains is disentangled into a third category of the
supply-chain: midstream.

The framework developed does not primarily concern itself with the very real potential of an opponent
targeting the supply-chain of a CRM that acts a crucial input for a good manufactured in a third country
upon which the European Union is reliant. That is to say the scope of the framework provided by this
paper is concerned with the upstream, midstream, and downstream elements of different CRM supply-
chains from extraction all the way to delivery to European soil. To expand the scope of the framework
to targeting supply-chains globally to disrupt the flow of all manufactured goods reliant on selected
CRMs would no longer constitute a framework in line with a *mid-range’ design theor but either a
policy prescription or grand theory.

The supply-chains for magnesium are aligned with various products that European critical infrastruc-
ture is reliant upon, but the scope of analysis is limited to the supply of magnesium itself, and those
commodities which contribute to those supply-chains, nothing else.

The model provided in Fig [5] does not describe all of the stakeholders that assume risk in each sub-
system, supply-chain, or unit of critical infrastructure as these are idiosyncratic to the specific supply-
chain for each mineral and specific category of critical infrastructure. The identification of specific
stakeholders is considered following the desegregation of risk and the investigation of specific risks
pertinent to each specific minerals.

Additionally, this paper is not concerned with generating predictive hypothetical statements regarding
the potential future actions of actors. The framework is not concerned with the potential actions of the
Russian Federation, the People’s Republic of China, or any other actual political actor and how they
may seek to leverage risk to attack. To do so would be require the attribution of political will based on
a historic pattern of behavior as exhibited both in strategic documents and strategic action. While this
paper will draw on the contemporary and historical strategic documents and actions of different states
as a road-map for how a hypothetical offensive actor may attack supply-chains, predictive statements
regarding the future actions of political/national entities would fall outside of the scope of the four
components of a framework identified by Johannesson & Perjons[162].

The nature of the actors identified as conceptual reference points in this framework is also crucial. In
this particular, initial iteration of the framework, only the offensive actor is constructed as a hypothetical.
The defensive actors, however, are not theoretical constructs. They are instead clearly delineated as those

member states of the European Union who are subject to the CRMA.
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1) Theoretical Aggressor
The theoretical opponent which is constructed by this framework to act in an aggressive or offensive

manner is defined as pursuing the following set of objectives:
1) The induction of risk that must be borne directly by the defensive object’s stakeholders, resulting

in either:

a) A directly increased risk burden for a state in the European Union pertaining to a critical
infrastructure sector.

b) Indirectly increasing the risk burden for a state in the European Union, pertaining to a critical
infrastructure sector, by increasing specific or aggregate risk held by critical supply-chain
stakeholders outside of the European Union.

2) Induce risk directly to the supply-chain of selected CRMs themselves, not third-order risk

This reasoning is also why offensive realism is adopted as a conceptual framing for the final artifact
presented in this thesis: by the very nature of realism, states are assumed to be the final resolution
of different actors. With absolute certainty, this is both a necessary abstraction and a limitation of the
model. By constructing such hypothetical actors, the nature of an aggressive opponent that seeks to
leverage risk renders the different public and private actors acting within a state’s boundaries as organs
of said state. Thus, as entities separate from states, the ultimate framework provided by this thesis does
not consider edge cases like private military companies (PMCs) or other non-state actors engaged in
risk induction during operations, military or otherwise. Instead, non-state actors are reduced to either
organs or tools, allowing for the reduction of framework complexity.

Adopting offensive realism also allows for the simplification of offensive actor motivations and actions.
While an offensive realist understanding of nation-state behavior does not demand that they utilize risk
weaponization to maximize risk for their opponents at all times in the short-medium term, it does allow
for this particular model to bind the objectives of an offensive actor for aggregate risk maximization of

their opponents’ assets in the long term.

D. Problem Definition
This investigation and framework adopts the following statement as the definition of the primary
problem that is addressed by the implementation of the methodology outline in Section [[V-E}

A lack of systemically orientated frameworks that address how an aggressive actor could seek
to induce risk in critical supply-chains poses defensive risks to European critical infrastructure

stakeholders. The risk management framework instantiated by the CRMA does not actively
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consider how an opponent may seek to destabilize the supply-chains that the CRMA seeks to

increase resilience.

E. Methodology - Stages of Processing and Analysis

Section [[V-E| is an overview of the different stages of analysis that are undertaken to provide the
model generated by the activities of this paper, and how disaggregated risks are applied to the specific
CRMs selected for analysis.

Analysis is split into six discrete stages. Stage I, consists of the identification of minerals, outlined
in the Study on Critical Raw Minerals for EU 2023 Final Report, that are at particular risk, as
described by the supply risk (SR) and economic importance (EI) indices set forth in Annex II
of the European Commission’s Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT
AND OF THE COUNCIL establishing a framework for ensuring a secure and sustainable supply of
critical raw materials and amending Regulations (EU) 168/2013, (EU) 2018/858, 2018/1724 and (EU)
2019/1020.[13]]. The top ten CRMs that are identified as the highest in SR and EI are selected for
further selection.

It is important to note that this report truncates certain minerals into categories instead of individual
commodities, most notably heavy rare earth elements (HREEs) and light rare earth elements (LREEs).
The EU report on supply risk for CRMs also does not consider the different purities and forms that
different minerals are processed into and shipped. Magnesium, for instance, comes in many different
alloys and forms, be they powdered, ingots, or otherwise, and thus, a more granular analysis of these
volatilities is warranted given their potential impact on the different risks in the upstream, midstream,
and downstream portions of relevant supply-chains. Additionally, not all of the minerals encapsulated
by the categories of HREEs and LREEs are analyzed due to missing price information.

In Stage 2, these minerals are then identified as potential targets for inducing risk events for future
alignment with critical infrastructure sectors and desegregation in Stage 3 and Stage 4. Since SR and EI
fail to completely capture all aggregate risk due to not using price signals and relying on only one index
for all political, legal, and cultural risk, this paper argues that it is necessary to quantify the aggregate
risk through other measures in Stage 2.

This quantification is facilitated through examination of historical price Volatilit as defined by the
European Union’s absolute historical volatility indices[/170]].

Subsequently, the initial list of candidate raw mineral targets is refined to one category of minerals.

This selected candidate is then aligned with critical infrastructure sectors, in line with the European

1811 line with Modern Portfolio Theory, where price volatility, actual or implied, is a proxy for aggregate risk[124].
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Unions definitions, by delineating each different, notable, manufactured product reliant on each critical
mineral)

Stage 4, the disaggregation of risks, involves creating a unified set of risk classifications that could
affect every identified target for investigation across each critical infrastructure sector. Next, in Stage 5,
each relevant supply-chain associated with the list of selected CRMs is analyzed for the disaggregated
risks identified in Stage 4. Qualified or quantified risks are mapped to different vulnerabilities by
identifying the producers and users of different strategic minerals and analyzing their operations.

Finally, Stage 6 identifies different feasible vectors for future exploitation. Feasibility here is qualified
based on previous examples of such actions and comparative analysis between previously attempted
exploitation of vulnerabilities and the vulnerabilities the project identifies that have not yet been
exploited.

Hereafter, the following sub-sections described in detail each of the six stages outlined previously in
this part of the paper.

1) Identification of Critical Minerals and Target Selection, Including the Implementation of Price

Volatility Analysis

Stage 1 and 2 of processing and analysis consists of the following elements:

1) Pre-selection of the top 10 mineral groups based on the SR index from the EU CRM report.

2) Desegregation of different mineral groups such as LREEs and HREEs into groupings based on
different chemical elements.

3) Calculation of the annualized price volatilities for each specific mineral type within a mineral group
across the investigated time-frame.

4) The creation of a simple aggregate risk index for each mineral group based on simple arithmetic

means.

The first portion of processing and analysis relies on the ranking of the SR index from 2020, as this
index is thought to be more representative of the aggregate risk that was revealed during the COVID
19 pandemic, rather than the preceding SR IIncindex values from 2017 or the SR index values from
2023. These values were directly taken from the EU 2023 CRM report as .png files, stitched together
in GIMP, and then translated into a simple .csv file with Optical Character Recognition using Google’s
Tesseractm Subsequently, the values of SR for 2020 were parsed and ranked in R@

As per the EU’s Methodological description and the interpretation of the volatility index for electricity

markets, this paper retools their absolute volatility index model for the price history of those minerals

198ee Section

20For full documentation of the OCR program used, please see the GitHub directory([[171].
2l Consult Appendix @
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with available price history as identified during first round of pre-selection.

The next step sources historical price data from the Institute for Rare Earths and Strategic Metals[|172]
to calculate an index which reflects the aggregate annualized risk for different minerals. As the sourced
data does not provide price data for minerals as aggregate commodities, and instead only provides
the data for specific forms of mineralsEZ], the annualized volatility was calculated for each individual
available item.

Additionally, not all price information for different elements was available. The final candidate list

of mineral groups the for calculation of annualized volatility is as follows:

o Cerium e Holmium e Scandium
o Cobalt o Lanthanum e Strontium
e Dysprosium o Magnesium e Terbium
e Europium e Neodymium e Yttrium

o Gadolinium o Niobium e Ytterbium
o Gallium e Praeseodymium

o Germanium o Samarium

Having now identified the mineral groups, the analysis proceeds to calculate annualized volatility in
the following manner:

Suppose the X; is the log difference of the price between two consecutive trading days in a year at
time 7T over k trading days in a month, where the total number of trading days in a year is given by
N. As per the manual from which this method is sourced, the N is given as 252 and k as 25. The

expression below gives this relation as,

Xi =10g0 Piayr — 10810 Paayr—1 2)

The average log difference, X; is given by,

I Y )
X, = kT( 5
Therefore, the absolute volatility is given by the expression,
K )2
(X=X
VOLr_jy1.7 = 100% VN * % @

This absolute volatility is calculated for each year during which the COVID-19 pandemic was active

22For example, 99.9$ pure Cerium Oxide instead of all Cerium products.
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(30/1/2020-31/12/2023), see Appendix Having identified now the price volatility index for each
mineral permutation across the investigated time-period, a secondary index was required to rank each
mineral type by volatility for final selection. A simple unweighted average was chosen for this purpose,
as described by the below equations [5] and [6]

n
VOLuygj=n""Y VOL, ®)
n=1

J
VOLy = j 'Y VOLuyg (6)
j=1

In the above expressions, VOL,,, ; refers to the simple arithmetic mean of the annualized volatilities
for a specific mineral sub-type j over n year VOL,,, meanwhile, is the simple arithmetic mean of
all all VOL,yg ; in mineral group m.

For more granular analysis, the Parkinson’s Volatility estimator was used to calculate daily volatility
using a five-day (trading) window. This volatility estimator uses historical high and low prices, instead
of closing prices, to estimate the volatility of an asset or commodity over a period of time[|173].

This was accomplished by calculating the volatility for day ¢ by inputting price data from day t —n—1,
where n is the size of the window. In this instance, five days was chosen as an appropriate window as
it is the length of the trading week (Monday to Friday). This reworked version of Parkinson’s volatility
was provided by ChatGPT.

The Parkinson’s volatility for day ¢ is therefore,

\/ [y o (log(h))?
4log(2)

(7

Op:r =

9

where in the above, H; and L; are the high and low prices for day i, respectively. The full R-script for
both of these volatility measures can be found in Appendix

2) Stage 3 - The Alignment of the Aggregate Quantitative and Qualitative Risk with Different Critical

Infrastructure Sectors

By synthesizing the European Union’s identified Critical Infrastructure sectors with the ’Defense
Industrial Base’ Critical Infrastructure sector identified by the U.S. PPD-21, a full spectrum of relevant
sectors are generated which can be aligned with any disaggregated risk which is identified as having
affected the supply-chain of a selected mineral and mineral grouﬂ

The criteria upon which these sectors are identified is simply: with the conspicuous exception
23See Appendix
24See Section [IV-E.3
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of defense related infrastructure, the language of the EU directive 2022/2557 clearly states that the
management of risk for these sectors is of prime importance. A theoretical opponent that seeks to attack
the European union by leveraging risk would, by the reasoning of Occam’s Razor, be irrational to not
take word of the legislation on face value. If European Union member states are bound by multilateral
obligation to manage the risk of critical infrastructure sectors, it is a reasonable assumption that an
opponent would target those pieces of EU critical infrastructure that EU members are obligated to
assume risk for.

To that end, the selected mineral groups are investigated qualitatively by identifying their relevance as
key inputs or outputs as functions of different critical infrastructure resident in European Union member
states.

3) Stage 4 - The Disaggregation of Risks into Different Universal Categories

Risk disaggregation is roughly analogous to the portion of ISO 31000’s Risk Identification process,
wherein the framework seeks to identify different risks which may result in material consequences on
the critical infrastructure and CRM supply-chains arising from risk induced by an opponent. In truth,
the methods elected for use in this step are some what arbitrary, and thus this paper has elected to use a
framework provided for by Farrell[1]] that is orientated around project finance - a form of non-recourse
financing for projects the exhibit high capital expenditure[174] that is designed to minimize risk[175].
Note that this is not the form of financing large projects, the sorts that involve assets associated with
different supply-chains. However, it is a common method; and on the basis that part of project finance
demands the allocation of risk to different parties[|175], using Farrell’s framework as a starting basis
for risk disaggregation is prudent given the large swathe of risks to which high CAPEX investments,
often in countries and locations with fluctuating and novel risks[[175], is a fairly suitable adaptation of
his model.

In his paper, Farrell identifies five broad categories of risk: start-up investment cost risk, operating
business risk, technology risk, market risk, and political risk[/1]]. Concerned as this paper is with existing
supply-chain vulnerabilities and the leveraging of risk against both investment and trade activities, the
scope of risk disaggregation is limited to only operating business risk, technology risk, market risk, and
political risk. The definitions and explanations of these risks are provided in Section |VI, and are not
identical to those used by Farrell due to overlapping definitions.

Of these, start-up risk is not applicable to the instantiated artifact of this paper on the account of two

factors:

1) Removing this risk allows for a narrowing of scope that significantly simplifies analysis. If a

particular risk is identified that could conceivably fall start-up investment cost risk, it can easily
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be folded into one of the other four primary classes of risk.

2) The focus of this paper is on attacking existing supply-chains. While it is true that supply-chains
are inherently non-linear, and are in a constant state of operation, maintenance, and amendment,
the iterative nature of end framework ensures that future iterations by other authors can be updated
to account for this class of risk.

Start-up investment cost risk notwithstanding, adapting the other four primary risks identified by
Farrell as a the lowest resolution of risk disaggregation also maps well to the system context shown
in fig. [5| on the basis that since any special purpose vehicle necessitates to assignment of risks to the
stakeholder which can bear them the best[175]]. Therefore, any model which categorizes the risks to
which a special purpose vehicle - the legal entity which assumed to operations of the project - must be

comprehensive and sensitive to the risks that a complex systems and its stakeholders are party to.

F. Stage 5 - Mapping of Specific Risk

Stage 5 can be broken down into three chronological elements: an analysis of the EU’s dependencies
on different CRMs; an overview of each selected mineral group, the specific mineral manifestations
which have been identified as especially volatility, and the different industries and critical infrastructure
which is reliant upon the selected mineral candidate; the investigation of specific risk to which each
mineral is party to, individually or otherwise, based on historical empirical data or extrapolation from
the desegregated risks described in Sections VI, and the supply-chain characteristics found in
Section
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V. MINERAL PROFILE OF SELECTED CANDIDATE - MAGNESIUM

By calculating the mean annual volatility for each mineral group, magnesium was found to have the
most price volatile group of commodities, as can be seen in the below bar chart. On this basis, it is
selected as the candidate mineral for further investigation. Subsequently, this section consists of an in

depth analysis of the material, production, and supply-chain properties of Magnesium.

Group
. Cerium
. Cobalt
. Dysprosium
. Europium
. Gadolinium
. Gallium
. Germanium
. Holmium
. Lanthanum
. Magnesium
. Neodymium
. Niobium
. Other Minerals
. Praeseodymium
. Samarium
Scandium
Strontium
Terbium
Yiterbium
Yitrium
$ £

Magnesium (Mg) is an alkaline earth metal of key importance to the operation of both critical
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Fig. 6: Annual mean volatility of critical raw mineral groups

A. Overview

infrastructure and supply-chains. According to U.S. geological survey, it is the fifth most abundant
mineral that can be found in the crust of the Earth and ranks third in sea water abundance[118, [176].
Notably, magnesium is a reactive element and does not occur in nature by its lonesome[[177H179].
Broadly, according to the U.S. Geological Survey, there are two categories of magnesium commodities,
magnesium metal and magnesium compounds, the latter of which includes magnesium chloride (MgCl,),
magnesium oxide (MgQO), magnesium carbonate (MgCQO3), magnesium hydroxide (MgOH,), magnesium
oxide (dead-burned), magnesium sulfate (MgSO,), magnesium sulfate kieserite (MgSO, - H,O), magne-
sium sulfate epsomite (MgSO, - 7H,0), magnesium chloride hexahydrate (MgCl, - 6H,0), and dolomite

(CaMg(CO3),)[180].
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Magnesium metal, that is the pure form of Magnesium, can be either refined from Magnesium
compounds, which posses their own unique applications, or from other mineral sources including
magnesite (MgCO3), brucite (Mg(OHy)), serpentine (Mg3Si;Os(OHy)), olivine (Mg;SiO4), and talc
(Mg3Si40,0(0OH;))[180].

As a mineral, the sourcing of Magnesium is by no means tightly limited to different geological
hot spots. As the U.S. Geological Survey[181] states in their report 'Magnesium Metal - Mineral
Commodities Survey,

”Resources from which magnesium may be recovered range from large to virtually unlimited

and are globally widespread.”
Evaporite minerals bearing magnesium, dolomite, and serpentine - common sources of the mineral in its
raw form - are present globally in copious quantities[181]]. Additionally, as mentioned above, magnesium
can be produced from salt brines with potential capacity in the billions of tonnes[181].

Broadly, there are three relevant production figures: primary production of magnesium metal that has
been smelted, secondary production from recycling, and the production of magnesium compounds|[|181].

The vast majority of global magnesium exports originated from Chinese ports and production facilities,
with 830 million tons produced in 2023 according to the U.S. Geological Survey - roughly 33.2 times
as much as the next nearest producer, Kazakhstan[|181].

The European Union is particularly dependent on Chinese magnesium as, per the Supply chain analysis
and material demand forecast in strategic technologies and sectors in the EU - A foresight study, China

is stated to have a, ” a quasi- monopolistic position,” in the market[/182].

County 2022 | 2023
United States W W
Brazil 22 22
China 933 | 830
Iran 5 5
Israel 22 22
Kazakhstan 27 25
Russia 21 20
Turkey 14 15
Ukraine 2| N/A
Total 1050 | 940

TABLE II: Total primary global production of Magnesium, not including the U.S (mt).[181]]

B. Material Properties

The importance of Magnesium to modern manufacturing cannot be understated, due in part to its

unique chemical and metallurgical properties[|177]]. When pure and unalloyed, Magnesium has one of
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the lowest densities of any metal used in structural applications[176, 177, |183] at 1.74g/ em[177)][184].

Additionally, magnesium possesses other desirable characteristics, including greater ductility, castabil-
ity, and specific strength that aluminum or steel[ 177, |185]]; while boasting no toxicity, higher thermal and
electrical conductivity, superior vibrational, dampening, and shock absorption capacity, when compared
to competing materials[177, |186]. Magnesium also boasts the ability to be machined through any variety
of commonly employed methods[177, 187, |188]].

These advantages are, however, offset by numerous factors, including but not limited to magnesium’s
limited capacity to be cold worked, a low material toughness when unalloyed, the tendency of magnesium
metal to shrink when cooled, its corrosion resistance, elastic modulus, a tendency to deform under
stress via cold flow at increased temperatures, and the high reactivity of the element as discussed at the
beginning of this section[188]]. Magnesium’s corrosion resistance properties are of particular concern, as
there are two primary situations under which engineering design can be compromised: in the presence of

metallic impurities when in an alloyed state, or in the presence of “aggressive electrolyte species.”’[[177]]

C. Applications of Magnesium Commodities

Broadly, this paper separates its identification of different magnesium applications into three sections:
the application of pure magnesium to critical infrastructure, the application of magnesium alloys, and the
application of magnesium compounds. This is segmentation is performed to easily demarcate the mid-
stream elements of magnesium supply chains which are concerned with the shipping of pure magnesium,
and those which are concerned with the derivatives of pure magnesium metal.

That is to say, while the upstream and midstream supply-chain elements of pure magnesium are
(mostly) applicable the production of every substance discussed in sub-sections and
[C.3] it is necessary to disentangle these products so as to better grasp the complexity of magnesium as
a group of commodities.

1) Pure Magnesium Metal and its Applications

The high reactivity of Magnesium means that the metal can be used in a variety of different chemical
engineering applications - primarily as a reducing agent for other elements - to create both inorganic
and organic compounds. For example, titanium production often relies upon the use of magnesium as
a reducing agent to transform titanium tetrachloride (TiCls to high-purity titanium metal via the Kroll
process[189].

Organic chemistry is also a domain of application for magnesium, particularly as a component
in Grignard reagents[[190, 191]]. These reagents are created when magnesium is reacted with with

alkyl or aryl halides, lending themselves to a tool crucial to creating carbon-carbon bonds when
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synthesizing different organic compounds[191, [192]]. Such compounds have wide scale applications
ranging from polymers[193] and pharmaceuticals[|194] to the manufacture of electronics and agricultural
compounds[ 195].

2) Key Magnesium Alloys and their Applications

Magnesium is used in different alloyed forms across a wide variety of products, including elec-
tronics such as computers and servers[|182, [196]; vehicles[|176, [177]; energy storage applications[176];
biomedical technology[176, [177], with potential applications to orthopedics, cardiology, urology, and
respirology[|197]; aerospace and aeronautical technology[|176,|177,|182, 196]; defense sector applications
including drones|182]]; and in many other fields[176, 177, |182].

Most production of magnesium alloys is done via liquid casting due to magnesium’s performance
compared to other cast metals[177]. Magnesium alloys are often processed in environs with low
reactive risk, typically facilitated by inert gases, to prevent contamination with other elements during
production[ 177, [196]. Various processes can be applied to increase the tensile strength and other
desirable properties of magnesium alloys, including solid solution strengthening and second phase
strengthening[/177, [198].

Magnesium alloys can generally be processed as either cast, wrought or through additive manufac-
turing[[199]. Cast magnesium alloys are, as their name implies, cast in liquid form and then solidified.
Additives in the form of REE are often added for increased performance, and these cast alloys are
often cold-worked subsequent to casting to improve material performance[177]. Wrought alloys are
those materials that are shaped by some form of mechanical work, be it extrusion, forging, milling,
or rolling to create the desired shape[199]]. Wrought alloys are less frequently used compared to die-
cast magnesium alloys[199, 200], are inherently less suited to higher volume production[201], and
may not be suitable depending on the desired geometry of the end product[201]. Conversely, wrought
magnesium alloys can exhibit superior material properties in the way of tensile strength and ductility
at low-temperature thermal environments[|199].

Magnesium alloys can also be used in their powered form with additive manufacturing tech-
niques[202], where alloyed powders are fused in successive layers in a similar vein to 3D polymer
printing to generate complex geometries at potentially high tolerances[203].

These magnesium alloys, whether wrought, cast, or powdered, come in a range of different groups
dependent on their chemical composition. Pictured in the below figure is a plot of the yield strength of
different alloy groups against their Erichsen Index, which measures ductility[204].

This paper identifies three main alloy classifications of interest: the Mg-Al-Zn, Mg-Al-Mn, and Mg-Re

groups.
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Both AZ91 and AZ31 are generally representative of the material behavior of similar magnesium
alloys in the Mg-Al-Zn group(177, 205], the most commonly employed magnesium alloy family[|177,
206]. Both zinc and aluminum constitute cost-effective alloying compounds for magnesium across
different material phases due to their high solubility in liquid magnesium(|177, 207].

Among the most common magnesium alloys, AZ91 exhibits high corrosion resistance, is easy to
cast, and is generally a strong alloy.[177, 208]. AZ91 is so popular that it accounts for 90% of all
cast magnesium products, partially due to its low density compared to competing alloys[|177, 208]. By
weight, AZ91 contains 9% aluminum and 0.7% zinc, which results in an alloy that can be employed
in a large variety of manufacturing applications, from laptop chassis to steering wheels and a plethora
of other products[177, 209].

AZ31 is another notable alloy for its good balance of strength, weight, and formability[|177, 205].
AZ31 is commonly used in sheet and plate forms for applications in electronics and mobile devices, as
well as in brackets for aeronautical purposes, benefiting from its excellent cold formability[177, [205].

Meanwhile, AM series alloys (Mg-Al-Mn) are employed in automotive applications at temperatures
around 125 °C. Notable examples include AMS50 and AM60B. These alloys exhibit lower strength but
increased ductility compared to Mg-Al-Zn alloys[204]].

Often referred to as the Mg-RE (magnesium-rare earth) group, other frequently employed magnesium

alloys utilize a variety of LREEs and HREEs due to their heat-resistant material properties[177, 205,
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2104212f], albeit being limited by their financial cost and the limited supply of REEs[199]. Mg-Al
alloys are frequently mixed with rare earth minerals, and their desirable grain structure and improved
characteristics are well studied[199, 213]].

A specific subset of Mg-RE alloys that does not face issues of financial cost while providing the
strongest known wrought magnesium alloys are Mg-Zn-Zr (or ZK series) alloys, a subset of Mg-Zn
alloys[199]. ZK60, an alloy of Magnesium, Zinc, Zirconium, and other elements, is an example of
one such alloy and is known for fatigue resistance and tensile strength[177, 205, 210]. ZK alloys, in
general, have applications as wrought alloys in automotive applications and the aerospace sector, where
high-performance materials are essential while maintaining low mass[214].

3) Key Applications of Magnesium Compounds

To cover all the different uses of magnesium compounds would be beyond the scope of this paper,
due to the specific focus on analyzing the vulnerabilities of magnesium metal production. Suffice to
say, however, that magnesium compounds in general are used in the pharamceutical industry, as food
additives, in rubber production, flue-gas desulfurization, wood pulp processing, and in chemical industrial
processes|180].

To illustrate this ubiquity and wide scope of application, a useful example presents itself in the form
of magnesium sulfate epsomite (MgSOy - 7H20En which has used in diverse sectors as the production
of concrete[215, 216[]; in agriculture as a fertilizer for crops[217, 218|]; dermatology[219]; and other

medical applications, including the treatment of arrhythmia, eclampsia, asthma, and lead poisoning[220].

D. Critical End Products and Infrastructure

Based on the different applications of magnesium identified in the previous sub-sections, it is not
an exaggeration to say the Magnesium supply-chain extends its tendrils into potentially every critical
infrastructure sector. Without question, everything, from the electronics upon which nuclear power
plants and electricity grids are reliant upon, to the potential applications in biomedical technology, to
the aerospace and automotive sectors, key to the prosperity of many EU member states, can be construed
as reliant upon the functioning and risk management of magnesium supply-chains.

Given the ubiquity of magnesium and magnesium product derivatives, it is necessary for the purposes
of analysis to narrow the scope of investigation beyond general applications to specific classes of
products. To align risk analysis of magnesium supply-chains with critical infrastructure, specific products
that are aligned with the risk management practices and policies of the EU’s critical infrastructure sectors,

as well as the defense secto

25 Also referred to as Epsom salt.
26See Section [[V-E.2
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With good providence, this task is ameliorated by the European Commission’s 2023 "Supply chain
analysis and material demand forecast in strategic technologies and sectors in the EU — A foresight
study’, where the different CRMs identified by the report are correlated with fifteen different strategic
technologies[182]. Magnesium, in particular is noted to be relevant to the production and operation of
the following seven technologies[182]:

Solar photovoltaics (PV)

Data transmission networks

Data storage and servers

Smartphones, tablets and laptops

Robotics

e Drones

e Space launchers and satellites

It must be noted that these technologies are identified as strategic, which pertains to technologies
relevant to those materials that are tied to critical infrastructure, the European green transition, the
defense sector, and the space sector as per the annex 1 of the ECMA[13]]. Therefore, these identified

technologies perfectly aligned with the amended critical infrastructure sectors selected in SectionlV-E.2

E. Supply-chain Characteristics

Consider the aggregate supply-chain for pure magnesium on a global scale. Each supply-chain can
be generalized into a generic set of upstream, midstream, and downstream steps that exist in sequential
order. The upstream portion is orientated around the mining of magnesium-bearing ores, the extraction
of magnesium, removing impurities, and the subsequent processing into ingots or powders[182]. These
processed forms of pure magnesium are shipped before their further employment in manufacturing or
chemical industries[|182]]. These elements of the supply-chain constitute the midstream.

The extraction of magnesium for ores such as dolomite can be accomplished by either one of two
methods: hydro-metallurgical extraction and thermal reduction[221], or hydro-metallurgical extraction
and molten salt electrolysis[221]]. Hydro-metallurgical extraction refers to the process in which metals
are ’leached, with organic and inorganic acids, or ammonium salt, from an ore into an aqueous
solution[221]]. This is a fairly cost-effective process with little economic impact[221]].

Electrolysis, mentioned in the above paragraph, is a popular method of magnesium extraction
following hydro-metallurgical extraction and is the exclusive method practiced in the United States[221]].
This extraction method does not rely on ores and instead extracts magnesium from salt water brine[221]].
According to Simaldi et al., electrolysis is “less labor and energy-intensive” but incurs greater capital

expenditure(222]].
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By contrast, thermal reduction methods are much more financially expensive, energy-intensive,
requiring higher temperatures, and impactful on the environment[221]. For example, the most common
and notable thermal reduction method is the Pidgeon process[221]], which is commonly employed in
countries such as China[221} [222]], is widely considered to be environmentally sub-optimal[221], 222],
requires high energy input of around 366 MJkg~! of magnesium[223]], and is limited in production
volume arising from heat transfer inefficiencies[223]]. Other thermal extractive processes include the,
Bolzanol222]], carbothermic, magnethermic, alumino-thermic, or Mintek processes[223]].

Given the ubiquity of the Pidgeon process, a quick rundown of this method of magnesium production

is provided below and summarized in Fig. [§
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Fig. 8: Schematic Flowsheet of the Pidgeon Process[223, 224|]

In the Pidgeon process, Dolomite is crushed and then processed in a rotary kiln at around 10000C
where the feed is calcined[223]]. Ferrosilicon is produced by carbothermically reacting quartzite with
silica in an arc furnace at 1600 oC, before both the calcined dolomite and ferrosilicon are briquetted
and mixed[223]. The mixture of the two inputs is then processed in a Ni——Cr stainless steel retort
where the dolomite is reduced at high pressures of around 13 to 67 PaF_TI and temperatures of 11600C,
producing magnesium vapor[223]]. This vapor is then condensed via water cooling, producing low
impurity magnesium that is subsequently melted down into ingots[223].

Following extraction, impurities are removed, and then the purified magnesium is cast into its final

form before shipping to downstream actors for further utilization[|182]. Casting is commonly done with

2Tpascals
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steel crucibles and transported in steel vessels[225].

Once shipped to the actor that uses raw magnesium in the manufacture of an alloy or some chemical
process, the product can be recast through a variety of methods, including high-pressure die casting, hot
chamber die casting, cold chamber die casting, vacuum die casting, super vacuum die casting, permanent
mold casting, thixomolding, indirect squeeze casting, lost foam casting, or ablation casting, depending
on the application[225]]. Alternatively, magnesium alloys can be wrought through several methods, such
as milling or forging, or printed with additive manufacturing methods.

As it pertains to magnesium, the midstream elements of the supply-chain are not particularly unique
to magnesium, save for the fact that shipping magnesium requires diligent handling[226]] given that the

element poses significant thermal hazards[226].

F. Price History and Volatility Analysis

The following sub-section is derived of the results from the implementation of the quantitative portion
of the methodology described in Section This analysis is separated into three sections, the list of
identified and selected mineral manifestations, an investigation on the relationship between the method
of shipping and how that reflects on the aggregate risk captured in price volatility, and the breakdown
of historical prices and their volatility over the COVID-19 pandemic.

1) Selected Mineral Manifestations

The following is a list of the selected forms of magnesium metal that were selected for analysis,
based on the availability of datasets from the Institute for Rare Earths and Strategic Metals[172]:

o« AMS50A magnesium alloy

o« AM60B magnesium alloy

o AZ911 Magnesium alloy

e 99.9% pure magnesium ingot

e 99.9% pure magnesium powder

The aggregate volatility for each selected mineral manifestation was calculated not just for each type,
but for the specific port from which it was shipped, and the method of transport.

It should be noted that the limited selection of investigated commodities stemming from the limited
dataset is a weakness of this analysis. Further iterations of this model should account for limited data.

2) Method of Delivery and Impact on Implications of Price Volatility

The available data the price of a commodity from one of four locations: India, Russia, China, or
Rotterdam. As part of the dataset, the specific port of origin, as the port’s name was only provided.

Additionally, not all selected commodities were transported in the same manner. Some were shipped
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Free-on-board (FOB) or Ex-works (EXW). Others were presumably transported over land routes, or
were otherwise not identified as being transported by a particular method.

FOB is a term set forth by the International Chamber of Commerce, and can be split into two types:
FOB Destination and FOB Shipping Point[227]. FOB Shipping Point describes a shipping practice
whereby the seller assumes risk in the form of liabilities and costs for the following activities: the
delivery of the good to a port, handling of the good at the port, but not loading of the good onto the
ship; and customs at the point of shipping[227]. The ownership of the good is transferred to the buyer
subsequently[227]. Thereafter, the buyer assumes costs and liabilities for the loading of the goods onto
the ship, handling at the port of delivery, customs at the end location, and transportation to the buyer’s
inventory[227]].

In FOB Destination, the seller additionally assumes liability and the financial cost for all activities
until delivery at the specified destination of the buyer’s inventory[227]].

Ex-works, meanwhile, refers the commercial and legal practice that places the greater liability and
cost on the buyer. The seller must only provide the goods to be shipped, relevant documentation, and
inform the buyer of the goods being ready to ship[228]]. Thereafter, the buyer assumes custodianship
and all subsequent risk[228]. The price of a good ex-works, therefore, reflects the price of the good
when it leaves the point of production or extraction[229].

The datasets taken from the Institute for Rare Earth and Strategic Metals do not distinguish between
FOB Destination and FOB Shipping point. If all FOB prices are to assumed to be FOB Destination, then
annualized price volatility better captures the aggregate risk represented by the entirety of midstream
supply-chain operations. If all FOB prices are FOB Shipping point, then this price volatility still captures
in some part the risks relevant to the midstream elements of the supply-chain, albeit to a lesser extent
as price still reflects the willingness of the buyer to assume the risks of shipping themselves. The same
is true for Ex-Works.

3) Breakdown of Findings

As can be seen in Fig. [9] the price increases of the magnesium commodities that were selected all
tightly cluster together and, on first inspection, appear to visually mirror each other. It can therefore be
speculated that the key drivers of aggregate risk did not significantly differ between commodities.

The only notable exception to this trend was the price of 99.9% magnesium ingots originating from
Russian warehouses, where the prices of these commodities tend to appear less tightly correlated with
overall price trends in magnesium. This clearly correlated with the Russian military invasion of Ukraine
on the 22" of February, 2022, where this visual divergence from magnesium as an overall group of

commodities can be visually observed.
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Average Prices for Magnesium Group
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Fig. 9: Price history of investigated commodities

In general, there was a precipitous increase in the prices of all investigated Magnesium commodities
from between 2021 and 2022, which is commensurate with increased stresses on global supply-
chain operations, particularly arising from shortages in raw materials and the lag-time during which
supply-chain resilience was tested while reorientation was occurring. The mining sector in general was
negatively effected, arising from trade restrictions and, in some instances, the closure of mines from
2020 onwards[154]].

Upstream activities such as smelting and mining were particularly impacted in 2020, originating
primarily from logistical challenges instead of resultant knock-on effects from government COVID-
19 policies[|154]. Strangely, however, this did not result in nearly as marked an increase in prices for
magnesium commodities from 2020 to 2021, only peaking twice at the beginning and end of the year,
as the price increased from 2021 to 2022. Prices for magnesium did increase from 2020 to 2021, as
did all metals except for gold and palladium(/154].

When annualized price volatility is observed, however, there is a definite spike for the 2020-2021
period in all magnesium commodities, except for magnesium ingots from Russia, which peaked at in
2022. Aggregate risk can therefore be concluded to have materially increased for almost all magnesium

commodities, and Russian magnesium ingots are isolated as an outlier for further study in risk analysis.
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Annual Volatility for Magnesium Group
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Fig. 10: Annualized Price Volatility

A more granular examination of daily price volatility shows that the largest spikes in volatility occurred

in Q2, Q3, and Q4 of 2021, before the onset of the Ukrainian war.

Rolling Volatility for Magnesium Group
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Fig. 11: Rolling Volatility

These price volatility increases can be partially explained by a supply crisis originating from the
decreased production of Chinese magnesium ingots, partly from decreased power generation due to
power rationing[230, 231]. From Q2 until the end of Q4 2021, Chinese coal supply was rationed
arising from a confluence of factors, including supply-side shortages such as the cessation of coal mining

activity, the impact of the COVID-19 pandemic on coal imports (particularly from Indonesia), flooding
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leading to reduced supply of coal by rail, decreased water supply stemming from meager precipitation,
operational caps of 65-75% during China’s 14" National Games to reduce smog for political reasons,
and the cessation and decreased production of some mining operations as result of increased safety
standards from as far back as 2020 due to a slew of miner deaths[230].

Price volatility and hikes for Chinese magnesium ingots and magnesium derivatives can also be
attributed to demand-side issues. Provinces with heavy manufacturing output, notably Jiangsu, Zhejiang,
Fujian and Guangdong, contributed to a 4.5% year-on-year increase in electricity consumption through
Q1 to Q3, 2021[230], attributable to increased demand for[230],

”...machinery, consumables, electronics, chemical intermediates and construction materials.

machinery, consumables, electronics, chemical intermediates and construction materials.”
The effect of this supply reduction was deleterious on European production of manufactured goods
and critical infrastructure[230]]. Production shortages were pronounced notably because American and
EU downstream actors re-shifted demand towards Chinese manufacturers from South East Asian
alternatives[230]]. Given the dependence of the EU on Chinese magnesium, it is highly likely that
these particular supply chains were likewise impacted on the same basis. Certainly, given their ubiquity,
the supply-chains for products that rely upon Chinese magnesium, even if processed in China, were
disrupted.

Additionally, on the supply side, price volatility and price increases can be attributed to shipping
bottlenecks in freight arising from insufficient capacity to procure containers, load said containers onto
ships, and then ship goods to their port of call[230].

Therefore, risks related to the supply of electricity to industrial activities and midstream are heavily

investigated when applying the analysis of disaggregated risks to magnesium-related supply-chains.

VI. MODEL OF DISAGGREGATED RISKS

The disentangling of one risk from another is difficult due to the non-linear interplay of supply-chain
elements and actors. This is easily illustrated when referring the example of the impact of coal power
shortages on the price of magnesium through Q2 to Q4 2021. Which risk precedes all others as the
basis for overall classification when considering the cascade of effects that lead to lowered production
capacity? Was it the internal political dimension of the administrative apparatus of the Chinese state
which imposed price caps on the price of primary energy in the form of coal; was it the manifestation
of environmental risk in the form of simultaneous drought and flooding; or was it the long-standing
serious of embedded risks which led to insufficient freight capacity to meet downstream demand? As

these cannot be disentangled from each other, the approach that has been taken in the disaggregation

56



of risks is to classify portions of aggregate risk by the broadest possible definitions, to identify specific
sub-categories of these risks and their manifestations in magnesium supply-chains, and then to draw
links across these broad categories of risks to create a fuller picture of disaggregated risk.

The four generic disaggregated risks that have been selected are operating risk, technological risk,
market risk, and political risk. Operating risk and technological risk are perhaps the most difficult
to disentangle from each other, as it is difficult to separate the operation of supply-chains from the

technology that underpins them.

A. Political risk

This paper defines political risk as a class of risk that encompasses those factors most closely
associated with conventional security studies and strategic studies subject matters, including warfare.
That is, political risk refers to the class of risk that are modulated through international institutions, state
actors, and local governance. Note that, like all other four broad classes of risk, political risk intersects
with the others, especially when it pertains to military action.

Political risk as a class is filtered through offensive realism. The actions of the actors which impact
political risk are therefore conceptualized as reflective of the realist objectives of state actors as the
primary reference point. This does not necessarily imply that all actors which affect political risk
factors are necessarily rational at every single level of analysis, nor that their rationality is necessarily
perfect. Rather, the aggregate behavior of state objectives is construed as rational.

The specific sub-classes of risk subsumed by the political risk label include the following six factors:

1) War, piracy, and other military action

Warfare is perhaps the most interesting factor in the way that military actions can have a pronounced
effect on market risk, operating risk, and technological risk. Consider the deliberate employment of
resources by the Russian army from it’s initial invasion of Ukraine in 2022, where military assets
were used to deliberately attack energy infrastructure resulting in 30% of the Ukrainian population
lacking access to heat and electricity[232]]. The total power generation capacity of Ukrainian energy
infrastructure had been reduced by 63% to only 13.9GWh by the end of December, 2022[232]. By
March, 2023, roughly 45% of the high-voltage substations in the country were under Russian military
control. The impact of this on Ukrainian supply-chains cannot be understated, with only eight of twenty
four industrial sectors reporting increases in production during 2022[232].

Wartime or military activities, especially aerial and naval warfare, can also have profound impacts on
all elements of the supply-chain, particularly midstream activities. From piracy off in the Straights

of Malacca[233-236] to the blockage of the Suez Canal in 2021[233]], and the hostile actions of
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Houthi rebels in the Bab El-Mandab straight from 2023 onwards[237-240], critical shipping lanes for
commodities and products upon which critical infrastructure is reliant are all subject to disruption[233,
241], 242].

The question remains how to disentangle the impact of wartime activities from the technological and
operational risks which can be exploited using wartime tactics. The answer that this framework arrives
at is to designate wartime activity as a special or unique set of risks, derivative from political risk, and
arbitrarily separate from operational and technological risks to which supply-chains are party to during
normal or regular operation.

2) Expropriation

The expropriation of assets by national or state entities is a risk borne by both domestic and
international actors, including states, if a particular portion of the supply-chain is partially funded through
foreign capital. Additionally, because of the realist framework adopted by this paper, companies operating
in foreign countries are partially representative of foreign national interests. Therefore, expropriation
of assets is not only a risk assumed by private actors. The act of asset appropriation is subsequently a
political one.

Expropriation of assets is distinct from nationalization in that it covers a wider set of activities that
a state undertakes to acquire assets from supply-chain elements. Taxation, for example, is a form of
expropriation, as is a state off-taker refusing to pay or service their contractual obligations, the imposition
of price caps and price floors due to the creation of a welfare loss in microeconomic terms, and even
licensing issues can be perceived as a form of expropriation.

The risks encapsulated by this sub-category are inherently political, stemming from not only the
internal machinations of state actors but also because expropriation can be spurred by political actions
of foreign actors, including activities such as sanctions[243|].

It bears mentioning that expropriation of assets can have severe knock-on effects on legal and structural
risks, sovereignty risk if (a) foreign state(s) are involved, and a slew of market and operational risks.

3) Nationalization

This risk is defined as, "the taking of control by the government over assets and over a corporation,
usually by acquiring the majority or the whole stake in the corporation.”[244]

This subset of risk comes in two forms as defined by the OECD, which records nationalization in two
different instances, expropriation/confiscation or through financial recompense[244]]. The first of these

defines the activity in the following manner(244]:

”Nationalisation of private corporation by mean of confiscation is to be recorded as an

uncompensated seizure, to be recorded in the other change in the volume of assets account.”
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When a state nationalizes the assets of a firm, it need not be uncompensated. It can also be recorded
as:[244]
”Nationalisation of a private corporation by mean of purchase of shares (at market price, by

mutual agreement) is a financial transaction, to be recorded in the financial account.”

The distinction in this framework between expropriation and nationalization is that in the former, the
state needs not to seize the entirety of a supply-chain actor. Different assets under the management of
private and foreign state actors may be confiscated, but there is no requirement for the entirety of those
assets to be seized. In nationalization, the entirety of that element of a supply-chain which is being
acquired by a host state is taken under control.

4) Political stability risks

The link between political instability and supply-chain disruptions is undeniable[245-248]]. Revo-
lutions, domestic upsets, changing governments, civil-unrest, the influence of foreign actors on the
behaviour of states within which key elements of supply-chains operate, these are the factors that
dominate political stability risks and are a focus of investigation in Section |VII

5) Legal and Structural Risks

Legal and structural risks pertain to the regulatory frameworks which govern the fulfillment of
contractual obligations between related actors in a supply-chain. This risk does not, however, pertain
to the specific contractual agreements between actors, merely the frameworks which govern their
enforcement. This class of risk also covers regulatory risk, including environmental regulation and
licensing, which are subject to both either national and/or international law.

This includes the concept hereto for coined as sovereignty risk. The primacy of which country’s
sovereignty defines the behavior of supply-chains over different geographic areas, as well as the interplay

between inter-state logistical networks, is a crucial concern for supply-chain operation.

B. Market Risk

As defined by the European Banking Authority[249], market risk is defined as the risk of losses in
on and off-balance sheet positions arising from adverse movements in market prices.” Under regulation
(EU) 2019/876 of the EU Parliament and Council[250], market risk is additionally defined as ...the risk
of losses arising from movements in market prices, including in foreign exchange rates or commodity
prices.” These definitions harmonize with the definition of market risk in the context of project financing
special purpose vehicles, where Farrell defines market risk as the threats to the competitiveness of the
firm in the market[1]]. This definition is retooled for supply-chains to apply to all actors which service the

supply-chain. Market risk is, therefore, defined as those classes of risk that threaten the competitiveness
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of the market as a whole. The lower the prices of magnesium prices on the market while maintaining
a sufficient volume of product, the lower the market risk to which the supply-chain is a party.

The following are the primary sub-categories of risk that are encapsulated by market risk as a class.

1) Financial risk

These risks broadly pertain to the financial health of individual actors that act within the context
of supply-chains. In other words, it refers to all those risk encapsulated by on-balance sheet positions
held by various entities which are stakeholders within a supply-chain. Borrowing from a framework
provided by Dentons[43]], financial risks also include the contractual relations and the risks pertaining to
contractual obligations of not just the producers, operators, and offtakers of the supply-chain, but also
the financial institutions and other stakeholders which are marked by some form of fiduciary relationship
as mediated through shareholder agreements, credit agreements, and other documents.

2) Counterparty risk

In the course of commercial activity between different actors, it may arise that a counterparty to a
supply-chain operation will default on its contractual obligations[43|]. More percisely, counterparty risk

1s defined as[249],

”...the risk that the counterparty to a transaction could default before the final settlement of

the transaction cash flows.”

This class of risk is not narrowly limited only to counterparty credit risk, which is in the only context
in which the concept is regulated in (EU) 2019/876[250]. Counterparty risk also includes the failure of
suppliers, customers, insurers, and other parties to meet their contractual obligations[43] to legal private
entities that operate within a supply-chain.

3) Supply and demand risk

As 1illustrated by the example of soaring magnesium commodity prices through Q2 to Q4, 2021,
supply and demand risks constitute the classes of risk related to the failure of the market, even in only
in the short term, to meet the needs of any actor downstream from the next.

Supply risk, as defined by the annexes to the CRMA, relates to the risks which would hinder the
provision of transport or production to downstream actors based on aggregate production, import reliance,
the availability of substitutes, and a variety of other factors including political stability via the proxy
of the World Governance Index of a nation within the supply-chain[13]]. This definition of supply risk
poses an issue, in part because it subsumes other broad classes of risk as inputs into its calculation.

The definition of supply risk set forth by the CRMA is then a quantitative measure of supply risk,
aggregating several factors. It is a form of risk aggregation that seeks to encapsulate all elements within

the market to quantify the ability of the market to supply EU consumers with inputs. As some of these
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inputs have already been disaggregated into other broad classes of risk that seek to qualitatively describe
risks contributing to the ability or inability of the market to supply selected commodities or products,
this framework instead redefines supply risk to be those factors related to the depth of the market relative
to the size of transactions, and the ability of midstream actors to provide cargo to relevant buyers, as
well as receive and ship cargo from buyers.

This risk encapsulates a number of the nonlinear supply-chain chain phenomena identified by Blanco
et al.[lO]@ including self-interest in the case of supply dumping of commodities on the market,
uncertainty of the supply of a commodity across a supply-chain arising from volatile supply contexts,
congestion, and waste arising from the time-lag during which a supply-chain struggles to re-orientate
resources.

It is also vital to consider that since supply risks are not narrowly limited to only the mineral
commodities shipped by supply-chains, but also input goods and commodities, all of the strategic logics
that are described in Section [lII-G.1| ought to be considered when evaluating how an opponent may
seek to maximize supply-risks on a market level.

Demand risk, on the other hand, originated from downstream actors and is the risk that either demand
is insufficient to justify or allow for the continuation of upstream operations, or that the aggregate demand
for a commodity in different regional and global markets outstrips supply[251]] arising from demand
volatility or sub-optimal/inaccurate demand forecasting[251, [252].

4) Commodity price risk

Unforeseen fluctuations in the prices of different commodities can directly impact the ability of private
entities within a supply-chain to be unable to meet their long-term and short-term debt obligations, as
well as maintaining profitability, revenue, and firm value[253]]. In the particular instance of supply-chain
orientated around the production of a specific commodity, this risk extends beyond simply the price
fluctuations of the commodity itself and extends to all commodities which act as inputs to upstream,
midstream, and downstream activities.

5) Currency transaction risk

When trading commodities, goods, and services across international borders, the issue of currency
transaction risk is a firm consideration for all actors within a supply-chain. The same phenomena of
supply and demand risk and shocks which apply to the commodity why is provided for by a supply-
chain apply to currency. This class of risk is only isolated as separate from supply and demand risks
as that class of risk pertains to the mineral commodity being investigated.

Again, the depth of the market can pose an in issue for the supply-chain as a whole. If the liquidity

28See Section [III-Al
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in a market is thin, that is insufficiently, a transaction which large relative to ordinary transactions in
the market results in a scenario where an exchange will not be executed anywhere near the published
nominal exchange rate[254, [255]].

This class of risk is also especially pertinent for those actors who are affected by politically-motivated
economic activities such as as sanctions. For example, Russian banks which are sanctioned and unable
to use SWIFT for the execution of transactions in U.S. dollars[256, [257] must seek to engage in off-
market transactions[255} 256]] which similarly constrain the ability of Russian upstream and midstream

actors to execute transactions[256], relegating them to currency exchange at below market rates[256].

C. Operating risk

Suppose market risks apply to the market in aggregate or portions of the global supply-chain. In that
case, operating risks pertain to individual actors and their ability to maintain production sufficiently to
meet upstream demand. All of the risks itemized in the market risk class affect individual actors within
a supply-chain, and these operating risks are a class of risk that allows for re-contextualization for more
granular analysis. Therefore, to reduce redundancy, this sub-section on operating risks is orientated only
around the ability of an actor in a supply-chain to meet their contractual obligations from a technical
perspective. This is distinct from the technology risks discussed in the next sub-section, which are
technological risks pertaining to vulnerabilities in specific technologies.

1) Energy risk

The events which may arise which arise in the production, transmission, energy storage, distribution,
transportation, and use of primary energy sources, that directly affect and individual actors ability to meet
their contractual obligations or otherwise impede the operation of their activities. Of all the operational
risks, energy related risks are perhaps the most intersection with market risks and political risks, due
to the inherently politically-sensitive and strategic nature of primary energy.

2) Insufficient production capacity

Influenced by all other risks, and vice-versa, insufficient production capacity is simply the inability for
upstream actors to provide sufficient volume of output to meet obligations. This sub-class of operating
risks is distinct from low production volume despite sufficient capacity, which may arise from political,
strategic, market conditions, or supply disruptions arising from adverse conditions.

3) Shipping and transport risk

For individual upstream, midstream, and downstream actors in a supply-chain, the ability to receive
and send critical inputs is a key concern. All those events which effect the ability of logistical transport

of commodities, goods, and services to an individual actor are subsumed by this class of risk.
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D. Technology risk

The final class of risk is unique in that, while again intersecting with operational risk and political
risk, the focus of this lotus of risk is on the vulnerabilities of technical components in a supply-chain
may fail to provide sufficient absorptive, adaptive, and restorative capacity on a purely technical level.
Technology risk is then representative of a perspective shift in analysis away from political, strategic, and
market concerns, and instead the narrow focus on embedded technical subsystems. This perspective shift
is applied categorically to each different element of an analyzed supply-chain regarding the elements
of critical infrastructure which constitute its operation.

Technology risk is not distinct from operational risk, rather it is a perspective shift away from the
effects and events which may impact operations to different risks which impact how operations proceed

under adverse or sub-optimal conditions.

VII. ANALYSIS - APPLICATION OF FRAMEWORK TO SELECTED SUPPLY-CHAIN ELEMENTS AND

IDENTIFICATION OF ATTACK VECTORS

Pursuant to the framework established in the previous Section on disaggregated risks, the analysis
portion of this paper applies the primary classes of risk established previously to magnesium and
magnesium-adjacent supply-chains as filtered through the perspective of a malicious opponent seeking
to induce risk in European Union actors. To frame such risks from such a perspective, the potential
actions which are proposed are drawn from empirical and historical evidence of previous such actions
or are extrapolated from such previous patterns of behaviour.

Analysis is broken into three sections, in accordance with the system scope described in SectionI V-C
and Figd which are correspond to different potential attack vectors on the upstream, midstream, and

downstream portions of magnesium supply-chains.

A. Upstream Attacks

Without the production of magnesium, there is insufficient supply for the market. If alternative sources
cannot provide magnesium to downstream offtakers at the same or lower price, the quality of the
commodity is inferior, or if an alternative supplier cannot have their output produced and shipped in
a period of time greater than downstream offtakers can tolerate, then the overall effect on a targeted
opponent is negative. This truism mandates then that whatever upstream attacks disrupt production
must fundamentally ensure that whatever the chosen targets and methods, either the producer of the
commodity experiences sufficient decreases in cash flow from operations over a long enough period of
time to decrease their fitness in the market, or that whichever producers will assume responsibility to

close the supply gap will either provide magnesium at higher prices.
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Given the reliance of EU member states on Chinese-produced magnesium and associated derivative
products[|182], it is unlikely that an offensive actor that attacks magnesium production will fundamentally
change that relationship to the detriment of EU critical infrastructure reliant upon that same commodity.

If the opponent chooses to attack Chinese production of magnesium to increase the commodity’s price,
that effect will most likely be transient on the balance of probabilities. The transient nature of such an
effect does not mean that there will not be a negative effect on EU member states; rather, referring again
to TABLE [[I} the likelihood that any alternative producer will displace the loss in Chinese production
is low. Not the least of which because the Pidgin process employed by Chinese and other producers
is significantly cheaper than alternative processes, electrolytic processes, or other thermal reduction
processes like carbothermic, magnethermic, alumino- thermic, or Mintek processes[222} [223]].

Instead, if one were to target magnesium production, it would be far more prudent to target producers
in regions with little production relative to the overall market, operating in nations with few competitors
and that employ more expensive methods. Here, American primary magnesium production posed a
perfect target: there was only one producer in the country, US Magnesium LLC, which employed an
electrolytic process to extract magnesium from salt brine[222, 223| 258]]. US Magnesium LLC has since

ceased production[258]].

B. Midstream Attacks

As evidenced by the COVID-19 pandemic, global supply-chains were increasingly constricted by
a lack of supply-chain resilience regarding transport infrastructure[9]. On this basis alone, reducing
the ability of midstream actors to either be unable to meet their contractual obligations, leveraging
counterparty risk, or be reticent to engage in new contractual agreements regarding magnesium supply-
chains-related activities is, without question, a broad class of attack vectors that an opponent would and
ought to seek to exploit to induce risk.

Ultimately, the goal of objective in potential midstream attacks is to either deny or constrain the
ability of European downstream consumers of magnesium commodities to receive the goods that they
have already purchased, to ensure that there is an insufficient supply of commodities on the market
so as to induce higher prices (thereby denying or constraining the ability for European offtakers to
acquire new assets), or to increase demand risk such that the midstream elements of the supply-chains
are unable to meet fluctuations in demand due to poor forecasting.

The question remains as to how this could be accomplished. Via first-parties or proxies? Are there legal
methods with which these objectives could be fulfilled, are there clandestine methods which could do

the same, or is the direct application of kinetic energy a viable (perhaps) necessary option to accomplish
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this task? Given the theoretical and ambiguous nature of the constructed opponent outlined in Section
IV-C.1] the answer in a practical sense to the viability of these queried positions is entirely dependent

on the assets and tools available to the opponent.

C. Downstream Attacks

The purpose of downstream attacks is to target the distribution and sale of finished goods, which,
as per section are goods related to the following classes of products: solar photovoltaics (PV),
data transmission networks, data storage and servers, smartphones, tablets and laptops, robotics, drones,
space launchers, and satellites. Downstream attacks can therefore be folded into two categories: those
attacks which are materially the same as midstream attacks, and attacks which specifically target the

sale of finished goods.

D. Vector I: Denial of Physical Assets

To deny physical assets is to render access to their use or ownership temporarily or permanently
infeasible. Thus, this vector of attack is orientated around ensuring that between any set of stakeholders
within a subsystem, at least one stakeholder is unable to meet their system obligations such that the
effects of a specific risk are magnified outside of the overall supply-chains ability to absorb, adapt,
or restore standard functionality to pre-attack levels of operation without significant cost in either the
short, medium, or long term.

This vector is broadly applicable to all elements of the supply-chain, but particular emphasis is put on
its applications to midstream elements of a supply-chain. Hereafter, this subsection separates potential
ways in which this vector can be exploited into three levels of analysis corresponding to the three
subsystems within a supply-chain.

1) Upstream

Disrupting the flow of production of magnesium depends on attacking either the mining of magnesium-
bearing mineral rocks or the production and refinement of magnesium by producers. To physically deny
access to assets is not only limited to the destruction of those assets but includes halting their normal
function at required levels. Thus, to analyze potential manifestations for this vector of attack as applied to
upstream operations in the magnesium supply-chain, the method of production, access of the production
facility to primary energy, quantities of raw and semi-finished minerals which the producer can acquire,
forecasting of downstream demand, and the relative cost of inputs are all considerations.

This analysis identifies three different classes of targets in the upstream production of magnesium:

mining infrastructure, production infrastructure, and energy infrastructure. The first of these are all of
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those elements necessary to maintain mining operations at desirable levels. Production infrastructure,
meanwhile, refers to those elements of either the electrolytic or thermal reduction processes employed
by a magnesium producer that, when disrupted, would lead to a halt or slowing of production, however
temporary. Finally, energy infrastructure is the upstream, midstream, and downstream elements of the
supply-chains that ensure constant access to variable loads during peak production hours.

Referring back to Section the Pidgeon process is one of the most commonly employed methods
of magnesium production and is widely utilized by Chinese firms[221} |223]]. This process, which has
only a 12% efficiency during the reduction stage using coal[223]], provides insights into how an opponent
may exploit production infrastructure to reduce productive output. One notable element of the Pidgeon
process is that it requires two input streams, one for dolomite and one for silica, which is then processed
into ferrosilicon[223]]. Limiting access to the amount of heat that a production facility can produce
consistently by restricting access to coal or electricity can result in even lower efficiency of magnesium
output. The same principle applies to the electric arc furnace, which is utilized to react quartzite with
silica to produce silicon. The reader should also note that scrap iron and coke are used during this
step[223) 224]; reducing access to these secondary inputs will, therefore, also lead to lower production.

Affecting this reduction in access to production inputs could be accomplished through a variety of
methods: industrial sabotage of relevant elements through destruction of assets, fomenting workplace
dissatisfaction, creating protests and strikes in either mining operations or the actual production of
magnesium, sanctioning access to primary energy or using political pressure to demand that greener
sources of energy are used instead of primary energy sources like coal, or otherwise applying the use
of kinetic force during wartime activities to reduce production.

2) Midstream and Downstream

To remove the ability of individual midstream and downstream actors to move commodities in their
legal care physically is to halt the supply-chain for a single set of actors until the supply-chain reoriented
itself to be able to move inventory. To remove the ability of all midstream actors to move commodities
in their legal care is to halt the supply-chain entirely.

Empirical evidence shows that states frequently implement these attack vector objectives to seize
economic advantage or strategic superiority over their foes. Perhaps the two most pertinent examples
of the utilization of this attack vector were the 1956 Suez crisis, the Iran-Iraq war, the blockade of the
Black Sea from 2014 onwards, and the Iranian use of Houthi proxies in attacking commercial vessels
from 2023 onwards.

Consider the infamous 1956 Suez crisis, where President Nasser announced the nationalization of the

Suez Canal on July 26""[259]. The operative objective of this nationalization was to leverage strategic
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power over European and Israeli off-takers and finance the construction of the Aswan Dam. The effect
of this event was that downstream actors found themselves having been party to the costs arising from
a series of manifested risks from sovereignty risk to constrained supply of critical resources, notably
petroleum[259]]. Israel, in particular, found itself in the precarious position of having its ability to ferry
goods across the canal completely halted[259].

Likewise, the Iran-Iraq war illustrates how the cessation of physical transport significantly impacts a
state’s ability to generate revenues and acquire vital energy resources to operate downstream activities.
The aptly-dubbed “Tanker War” manifested in the targeting of ports by both sides in the conflict, leading
to the resuscitation of overland transport of petroleum by Iraq and disruption of shipping traffic in the
Straits of Hormuz, not just for active participants in the war, but for the shipping activities of unrelated
commodities inbound for Iraqi and Iranian ports[260]].

To disrupt midstream supply-chain activities for an opponent, therefore, does not necessarily rely
upon direct targeting of kinetic energy upon the transportation of goods by an opponent. All actors that
must ferry their goods through specific logistical corridors keenly feel the knock-on n'" order effects of
supply-chain disruption.

This reality is further conditioned in two different cases: the impact of the Ukrainian war on Black
Sea trade and the contemporary case of shipping supply-chain reorientation from inbound and outbound
traffic through the Bab El-Mandab and, subsequently, the Suez Canal.

In the first instance, the outbound flow of commodities (notably grain and energy) significantly
decreased from Ukraine[261]]. In concert with this decrease in Ukrainian exports, several other countries
in the Black Sea region significantly increased their exports over the same time period as the supply-
chain adapted to the lack of supply and upstream demand[261]. As risk is neither inherently positive
nor negative as a concept, it should be noted that attacking the supply of different commodities by
reducing supply can have positive knock-on effects for other potential commodity suppliers.

Thus, for any potential risk induction to have a significantly deleterious effect on the supply of a
commodity, resulting in a negative impact on downstream actors, the magnitude of the risk induced
must be sufficient to affect all suppliers in a region or market. When the case of constricted supply in
the Black Sea contrasts with the impact of the supply and price of transportation arising from attacks
on international shipping in the Bab El-Mandab region by Houthi military action, this condition for the
efficacy of risk induction can be observed.

As a direct retaliation to the Israeli Defense Force’s 'Swords of Iron’ operation, starting from
November 19", 2023, Yemeni Houthi Rebels began targeting naval cargo ships, including oil tankers,

with ordinance[237] in the Bab El-Mandab straight. This logistical straight is crucial to the inbound
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shipping of critical raw minerals to European and Western ports, as 28.8% of global raw mineral
supply passed through that same corridor in 2019[262]. This series of actions prompted the cessation of
shipping through perhaps one of the most critical global logistical corridors by firms such as MAERSK,
Frontline Ltd., EURONAYV, and other companies[238, 239]]. Instead, these logistical firms and others
rerouted freight traffic around the Cape of Good Hope. This supply-chain adaptation was accompanied
by increased shipping premiums[240], increased delivery times for CRMs and other commodities[240],
and deleterious effects on ports along this alternative route, which became overburdened due to being
unable to forecast such black swan events[263]].

It is problematic and erroneous to directly attribute the impact of these attacks to increased magnesium
price volatility, as the dataset used previously for the calculation does not go beyond the end of January
2024, and there is no appreciable trend that can observed on the impact of magnesium volatility or
prices. What can be affirmatively stated, however, is that the effects of these supply-chain disruptions
resulted in increased financial stress on both logistical firms such as Maersk, which recorded a decrease
in profits partially attributable to these activities from $29.2 billion to $3.8 billion[264], and revenues
for state actors such as Egypt, which reported a 40% drop in revenue from the Suez Canal[265]]. These
effects are not transient as shipping costs remain impacted as of July 8/[266], and so this attack vector
remains a valid tool that an opponent may seek to leverage.

These are all instances of using kinetic energy in military contexts between state/quasi-state actors
or the threat of applying kinetic energy to deny supply-chains the physical movement of goods. Force
majeure events that impact counterparty risk need not be military when discussing cessation of the
physical flows of goods, nor are they necessarily limited to shipping as the only form of transport.

An opponent can leverage technology risks to disrupt midstream supply activities through covert
methods that offer more plausible deniability. For example, ship tracking technology, which notifies
surrounding vessels as to its presence, is a well-established tool that is mandated by the 2002 Safety
of Life at Sea (SOLAS) convention for ships over 300 gross tonnage (GT)[267] that can lead to
the disruption of supply-chains in the event of Automatic Identification System (AIS) failure or non-
compliance.

On October 7%, 2023, the Hong Kong-flagged vessel Newnew Polar Bear arrived at the Estonian
Exclusive Economic Zone (EEZ) from China via the Arctic Circle returning from a round trip that
it had started in Saint Petersburg that summer, soon after it’s Russian escort, the nuclear-powered
vessel Sevmorput[268]. Newnew Polar Bear established communications with the Estonian Transport
Administration during a storm and promptly ceased contact. Both ships presumably turned off their AIS

transponders in contradiction to the SOLAS convention. Subsequently, both fiber optic cables and the
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Balticconnector pipeline were found to be damaged on October 11?* by an anchor[268]. Although not
directly provable by the damaged actors, this behavior pattern is representative of a pattern of behavior
by Russian research vessels that purportedly operate with their transponders off[268]].

Therefore, it is clear that the sabotage of critical transport infrastructure can be affected just as much
by technology-related attacks like cyberwarfare as by non-compliance with regulatory standards and
established operational practices. A hypothetical opponent attacking infrastructure under the cloak of

plausible deniability can deliberately ignore regulatory requirements regulating technology.

E. Vector IlI: Cyberattacks - Software and Hardware

Using malicious software to compromise complex embedded systems is a well-established practice,
both by private and state actors[269, 270]. Of course, the use of software to temporarily disable
critical infrastructure or otherwise gain intelligence is by no means a phenomenon limited to midstream
activities[271-274]]. What this set of practices does represent, however, is a multi-domain threat that
remains easily accessible to actors who would otherwise have little ability to apply kinetic energy to
attacking their targets due to limited resources or the context of the operating environment[275—277@
because midstream activities are so broad in scope and intertwine the supply-chains of so many disparate
commodities or goods which are often transported together across different nodal points, cyberwarfare
provides a unique opportunity to create out-sized damage to downstream actors relative to the resources
employed.

Midstream shipping, in particular, despite constituting a series of economic activities that are
historically resistant to change[278, [279]], are increasingly using tools such as machine learning at
key logistical junctures[278, 280], notably ports such as Hamburg[278, [280], Rotterdam[281]], and
Singapore[282]]. These logistical hubs constitute valuable downstream targets for disruption by an
opponent, and technological risks associated with newly implemented systems ought to be considered
by an actor seeking to induce risk.

In the maritime shipping industry, different machine learning networks have been applied in the
literature to potential problems, including voyage optimization, maintenance and repair, freight cost,
fuel consumption, and security practices[283, |284]. As machine learning techniques disperse across an
increasing amount of freight transportation systems, as they already are[285], the attack surface for a

malicious state actor seeking to induce risk will also increase.

291t ought to be noted that as the power of a state increases, however, so does its cyberattack capabilities[275].
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FE. Vector III: Leveraging Sovereign and Contractual Risk

Perhaps the most interesting potential attack vector that a hypothetical opponent may seek to use is
the leveraging of sovereign risk. That is, a hypothetical actor may seek to utilize international regulation,
or lack thereof, to alter the behavior of either itself or other state actors within a supply-chain to affect
contractual obligations.

Two examples of this risk are the legal dispute over the Kirkuk-Ceyhan oil pipeline and the threatened
cessation of oil exports to Israel to Turkey via the Baku-Tiblisi-Ceyhan pipelinem

In the first instance, the Iraqi State Organization for Marketing of Oil (SOMO), on behalf of the
Iraqi Ministry of Oil, entered legal arbitration in the ICC International Court of Arbitration against
the Turkish state for violating the Irag-Turkiye Pipeline Agreement for transporting and storing Iraqi
Kurdish oil, absent authorization from the Iraqi state, from 2014 to 2023[286]. The issue at hand was
that the Iraqi state did not recognize the sovereignty of Iraqi Kurdistan, and so the Turkish state, which
sought to utilize Iraqi Kurdistan as a bulwark against the Kurdish Worker’s Party in neighboring Syria
by recognizing the sovereignty of that semi-autonomous Iraqi region, was perceived to have exported
oil without consent from the Iraqi state proper and therefore violated sovereignty[286]. While the Iraqi
litigation effort succeeded, resulting in a restitution payment of $15 billion, this came at significant
economic cost as the cessation of Kurdish oil exports of 450,000 barrels per day (bpd) resulted in
monthly financial losses over $1 billion, precipitating severe economic losses not just in Irag, but also
for the Iraqi Kurdish region, Turkey, international firms that had been operating out of the Iraqi Kurdish
region, and the world market which saw a decrease in global oil supply[286].

The second example, which is discussed in detail in the application of this framework to supply-
chain risk weaponization, relates to how despite the Intergovernmental Agreement (IGA) and Host
Government Agreement (HGA), which govern the operation of oil transport of approximately 1.2 mbpd
(million barrels per day) nominally hold the Turkish state to being unable to halt the flow of critical
primary energy in the Mediterranean area, the ruling of the ICJ regarding Israeli military actions in
Gaza may constitute a sufficiently robust legal framework to cease operation of the pipeline in so far
as providing Israeli off-takers with petroleum via maritime transport[287].

Sovereignty risk, therefore, encapsulates not only the issue of which a nation’s sovereignty determines
the contractual agreements between actors but also how, even when constrained by the contractual
surrender of sovereignty, international bodies can be used to reassert sovereignty to pursue political
objectives.

Thus, it is possible to conceive of a scenario where an offensive actor, either through a proxy or on

300riginally built in 1977[286]
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its own behalf, enters into a contractual obligation in the territory of another state and then covertly
engages in behavior in violation of the sovereignty of another nation knowing fully that its subsequent
withdrawal from that contractual agreement, either during arbitration or after, will significantly impact
both the global supply of magnesium as a commodity and the revenue generated by the counterparty.

Alternatively, the offensive actor may enter a contractual obligation with a counterparty that it knows
will, at some point, violate its contractual obligations. The offensive actor may even seek to promote the
violation of this contractual violation by leveraging techniques such as sub-rose payments of elements
of the counterparty to induce such behavior. In turn, arising from the contractual clauses to which both
parties are subject, the aggressive actor may call upon legal enforcement for the other party to surrender
its assets or even sovereignty in select instances.

This is by no means a purely hypothetical scenario that has never occurred, nor is this vector only
constrained to midstream elements. For instance, in their examination of one hundred loan agreements
between Chinese creditors and non-Chinese counterparties, Gelpern et al. found that supply-chain assets
were routinely used as securities by Chinese parties|[/136]] against non-repayment of loans.

This was in part facilitated by through confidentiality clauses, the severance of diplomatic com-
munication if a loan was defaulted on, at-will termination of the contract by the creditor arising
from perceived emergence of risk events considered unfavorable beyond typical contractual scope, and
agreement to arbitrate disputes under Chinese law and legal jurisdiction[136]]. Confidentiality clauses
were also employed, complicating risk management during debt restructuring and additionally obscuring
other financial risk[|136]].

Currency-related risk burdens were also employed as a form of weapon, as in the case of BANDES
- Venezuelan state-owned bank - where a foreign currency account was used as a form of security
against sovereign foreign debtors[136]. 70% of all contractual agreements investigated by Gelpern et al.
that mandated special accounts required revenues derived from operations funded by such contractual
agreements to be sent to such accounts[[136]. BANDES was explicitly prevented from withdrawing
funds from this special account up to 35 days before loan repayment, unlike China Development Bank,
which could do so at any time[136].

In instances where cash repayments of debt obligations were infeasible, alternative forms of security

were used instead of direct repayment, including mining rights, PP& and other financial assets[/136].

G. Vector IV: Policy and Structural Production Dumping

Product dumping refers to an actor exporting a commodity at prices lower than the fair market
value[288]. Releasing excess supply of a commodity at lower-than-market prices onto the market is

31plant, property, and equipment
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a well-tested method of removing competing producers from the market[289-291]]. Two variations of
dumping concern this section: policy dumping and structural dumping. The former term refers to a
practice where direct subsidization and “export bounties” by a state result in a “discriminative” low
export price for a commodity[288].

Meanwhile, structural dumping arises from the economies of scale of enabling industrial production
of a commodity to seize monopoly power in a market or to maintain full production capabilities without
reducing domestic prices for a commodity([288]]. The result of both manifestations is that the structural
dumper will export their commodity or good at below international market prices to maintain mass-
manufacturing efficiencies/economies of scale and to earn return on investment on capital-intensive
production assets[288]].

This practice can be observed in the behavior of numerous commodity producers, so much so that it
was noted in a 2023 notice by the U.S. International Trade Administration and Department of Commerce
regarding Chinese magnesium exports that,[292],

”The U.S. Department of Commerce (Commerce) and the U.S. International Trade Com-
mission (ITC) have determined that revocation of the antidumping duty (AD) order on
pure magnesium from the People’s Republic of China would likely lead to continuation or
recurrence of dumping and material injury to industry in the United States.”

Price dumping to attack European critical infrastructure is not a direct conventional attack that induces
risk and increases operational costs for critical European infrastructure. Instead, due to the overwhelming
reliance of European industry and infrastructure on very few producers of Magnesium[182], production
dumping can be utilized by an opponent to induce risk in European critical infrastructure operators by
removing potential substitutes for magnesium suppliers.

By increasing the supply of magnesium commodities in the market beyond profitable quantities,
presuming the attacker can bear the financial and operating risks, other magnesium suppliers face an
increased ability to service their operating costs and liabilities if the price of magnesium becomes too
low. Thus, production dumping magnifies the financial weakness of individual firms and the regional

market risks borne by certain producers.

H. Vector 1V: Inducing Political Instability through Covert Action

Inducing political instability for strategic was a key cornerstone of clandestine operations during the
Cold War[293| |294], perhaps most infamously during the year 1960, following a failed CIA coup in the
Democratic Republic of the Congo[295]], where the Belgian Stireté, the CIA and Ngondo’s Congolese

Streté under Mobutu Sese Seko and the Binza Group, conspired to remove the Prime Minister, Patrice
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Lamumba, as an opponent[296-301]. In part, these actions were motivated by the desire to secure
mineral control in Katanga and Kivu provinces for Société Générale de Belgique[302]], which are to
this day rich in Coltan, Cobalt, Diamonds, Uranium, REEs, and other resources[303, 304]].

Inducing political instability for strategy was an essential cornerstone of clandestine operations during
the Cold War[293, [294], perhaps most infamously during the year 1960, following a failed CIA coup in
the Democratic Republic of the Congo[295]], where the Belgian Siireté, the CIA and Ngondo’s Congolese
Streté under Mobutu Sese Seko and the Binza Group, conspired to remove the Prime Minister, Patrice
Lamumba as an opponent[296-301]]. In part, these actions were motivated by the desire to secure mineral
control in Katanga and Kivu provinces for Société¢ Générale de Belgique[302], which are to this day
rich in Coltan, Cobalt, Diamonds, Uranium, REEs, and other resources[303/ [304].

A theoretical opponent can employ a variety of methods to achieve political instability, drawing upon
historical implementation of cover tools including funding political parties as in Chile[294], political
actions groups[294]], acquiring control of media publications to disseminate favorable information or
to control narratives[294], coups[294} 305]], bribery[305]], funding militant groups in opposition of the
government in an area of interest or an invading force[306], sometimes through illicit activities such as

the narcotics trade[307]], and political assassination[305].

VIII. DISCUSSION AND CONCLUSION

By creating a generic framework for disaggregated risks that could be applied to any commodity
supply-chain, and then identifying how an opponent may seek to induce these various classes and sub-
classes of risk, this paper helps to broaden the understanding of risk from a technical perspective in
the context of securing critical supply-chains which are crucial to the economic and military security
of different EU member states. Doing so has created a durable and flexible framework that can be
reapplied and refined in other contexts and further investigations. This, in turn, will allow for future
investigations and analysis in the Security and Strategic Studies frameworks to apply risk as a concept
from the perspective of those stakeholders in a supply-chain that are responsible for the construction
and operation of those systems.

The five identified vectors of attack discussed in the previous section are, constrained by the scope of
analysis, broad and by no means extensive. To examine each individually would require a much narrower
focus on different elements of the magnesium supply-chain, how specific segments of the supply-
chain contribute to the flow and maintenance of goods relevant to each European critical infrastructure
sector, and the degree to which these goods and magnesium-derivative commodities are pertinent to the
operations of these systems. An analyst cannot accomplish such a feat in a single iterative, chronological

walk through the DSR design cycle. Instead, this paper provides a framework: a prescriptive model,
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which is amenable to change depending on the contextual circumstances and commodity to which it is
applied, that re-orientates analysis of strategic thinking regarding how an opponent could conceive of
how to target different supply-chains on the basis that stakeholders perceive the financing and operations
of these supply-chain elements systematically.

Arising from the axiomatic realist objectives of the constructed opponent, outlined in Section
and in line with offensive realist axioms relating to the anarchic world order, state rationality, and
the uncertainty of other actors in the geopolitical area, it is difficult to evaluate which attack present
themselves as the most feasible. For one, even if an opponent is confident as to the potential retaliatory
behavior of its target within certain confidence limits, the holistic nature of supply-chains ensures that
it is difficult to target only a specific subset of supply-chain actors. Indeed, to ensure that nominal allies
do not bandwagon with retaliatory efforts if an attack is attributed to the correct attacker, arrangements
in the form of bilateral or multilateral risk management will need to be struck.

Secondly, the capabilities of a theoretical opponent that seeks to attack supply-chains, not just in
material access to assets which may be used to disrupt supply-chain elements, but also the positioning
of that actor in the supply-chain, underpin which and when attack vectors ought to be attacked for
optimal (not necessarily maximum) risk induction. As all complex systems that regulate the behavior of
supply-chains are time-bound, the timing of an attack becomes a critical component in when an attack
vector will present itself.

Such conditions complicate an attacker’s calculus and should be considered in future iterations of this
model. Of course, if the same broad resolution of analysis is taken in a future iteration that examines an
entire set of commodity and commodity derivative supply-chains. In that case, the same issue outlined
in the first paragraph of this section holds when applied to timing supply-chain attacks and accounting
for retaliation.

Another weakness of this model is that it does not frame the theoretical manifestation of the
offensive actor’s decision-making calculus. Whereas broader realist models such as Fearon’s ’Rationalist
Explanations for War’ provide a mathematical bargaining range month and algorithmic basis for the
behaviors that determine whether or not a state is willing to go to war[308]], which could be extended
in application to the decision of if a state should attack a supply-chain, this framework does not have
provisions for such considerations. However, using DSR protocols, there is no reason a future iteration
of this model could not be adapted for such purposes, given the correct orientation of the system scope.

The decision not to incorporate such a mechanism into the framework presented in this paper was
deliberate. Due to the complexity and number of different stakeholders in magnesium and magnesium-

adjacent supply-chains, accounting for such a model without a narrower scope of analysis would result
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in a spiraling, monolithic model that would inevitably never be able to capture the complexity of the
entire magnesium supply-chain system.

In conclusion, the disaggregated risk framework and subsequent application to upstream, midstream,
and downstream elements of magnesium-related supply-chains provides a reorientation of perspective
regarding how to defend against malicious, deliberate actions by aggressive actors against European
supply-chains by accomplishing two objectives: first, orientating analysis of these elements in the context
of security around the opponent’s perspective on how risks may be exploited, and by conceptualizing risk
in security contexts in the same manner that the systems which are targeted are themselves conceived,
operated, and maintained by their stakeholders in accordance with best practices.

Future implementation of this framework should be orientated around the refinement of risk categories
in line with further research regarding each relevant critical infrastructure and supply-chain element
by refining the scope of application to narrower investigations to generate a greater explanatory
understanding of how opponents may seek to disrupt supply-chain operations. Emphasis should also be
focused on identifying other potential attack vectors and examining how those attack vectors identified
in this paper may be expanded by future research in specificity by generating a procedural framework

for that purpose or reviewing other relevant case studies for each specific vector.
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IX. APPENDIX - SUMMARY

Using Design Science Research (DSR) and Systems Engineering Principles (SEP), and pursuant
to the requirements of Charles University’s Faculty of Social Sciences Security Studies program, in
Section this thesis first interrogated the literature regarding the nature of risk; existing legislation
and political orientation of different actors around supply-chains, critical infrastructure, and critical raw
minerals (CRMs); reviewed literature regarding supply-chains themselves and relevant models; outlined
the fundamental concepts behind realism, and also investigated literature regarding the strategic logics
that dictate state attitudes to CRMs.

Next, the paper provided both a theoretical outline (Section where the thesis was aligned with
the Security Studies and Strategic Studies fields. An explanation and orientation of DSR was additionally
provided, and a risk definition that the paper would adopt was presented. The theoretical outline would

continue to define weaponized risk as,

The increase of either specific risk, and/or aggregate risk, in a supply-chain as the result of a
deliberate course of action on the part of a state power, the organs of a state, or an aligned
private entity beholden and/or loyal to a state. Weaponized risk is induced directly within the

supply-chain or any adjacent system of sufficient importance,

as well as the behavior of the aggressing actor, along with their objectives.

Subsequently, the methodology outlined six different steps that were to be carried out in sequential
order: identification of initial mineral candidates, refinement and selection criteria for the investigated
final candidate (magnesium) using price volatility measures, alignment of risk with critical infrastructure
sectors, disaggregation of risks, mapping of specific risks to the magnesium supply-chain, and then
identification of attack vectors.

These steps were fulfilled first in Section [V where the material properties, a picture of global supply,
derivative products, supply-chain characteristics, products reliant on magnesium supply-chains, and
supply-chain behaviour during the COVID-19 pandemic.

In Section [VI] the framework of disaggregated risk was presented as consisting of four main classes
of risk: political, market, operating, and financial risk.

Analysis identified five attack vectors in Section The first vector was split into upstream, and
midstream/downstream components. In the upstream portion, the paper drew upon the Pidgeon process
as a frame of reference for analysis, identifying the leveraging of energy risk to reduce outputs, as well
as industrial sabotage through the destruction of assets, fomenting workplace disturbances, and the use
of political pressure to demand the use of greener energy sources.

The midstream and downstream portions of this attack vector emphasized the utility of an aggressive
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actor in halting supply-chain operations for a duration of time before the supply-chain could reorientate
itself. The paper demonstrated this by examining the 1967 Suez Crisis, the Tanker War during the
conflict between Iraq and Iran, the cessation of Ukrainian exports from the Black Sea, and the use of
munitions by Houthi rebels to hold logistical corridors. This portion of the analysis also drew upon the
potential sabotage of the Blaticconnector pipeline to illustrate how both technology risks can be utilized
to sabotage midstream operations through non-compliance with best practices.

The second vector, cyberattacks, emphasized how midstream operations can suffer induced risk given
an increased attack surface through greater utilization of advanced machine learning technology, itself
a risk management tool.

The third vector is perhaps the most notable. It first outlines two examples where sovereign risk were
utilized. First, an review of Turkish and Iraqi actions regarding Turkish dual recognition of Iraqi and
Kurdish sovereignty was used to extract revenue from Kirkuk-Ceyhan despite contractual violations, and
then how the halting petroleum goods despite settlement of arbitration ruling in favor of the aggrieved
party lead to a massive short fall in critical revenue. The second example pertains to how Turkish
stakeholders could lever the actions of their Israeli counterparties to extract themselves from contractual
concessions which would otherwise mandate the uninterrupted flow of petroleum products from the
Baku-Tiblisi-Ceyhan to Israeli offtakers.

From there, drawing upon the example contracts from Gelpern et al.[136]], the paper showed how an
attack can use binding contractual agreements to ensure that a counterpart surrenders their sovereignty
in the case of default of certain loan agreements or unfavorable actions, with emphasis put on currency
risks and the mandating of alternative repayment in the form of assets as a form of security against
contract non-performance.

The next vector investigated was the implementation of policy and structural dumping by an actor
within the supply-chain to provide magnesium at below-market prices, thereby negatively effecting the
competitiveness of alternative suppliers. This is a practice that is prevalent to such an extent that the U.S.
Department of Commerce and U.S International Trade Commission stated in a note[292] that without
antidumping duties against Chinese magnesium suppliers, there would be a ”...continuation or recurrece
of dumping practices and material injury to industry in the United States.”

Given the reliance of European critical infrastructure on Chinese magnesium(182], such activity would
only further increase reliance on an ever-shrinking number of alternative suppliers.

The final vector identified how covert action could be used to induce political risk in different disparate
supply-chain elements, first drawing upon Belgian and American action against then Congolese Prime

Minister Patrice Lumumba and then identifying different clandestine methods that have been used to
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leverage political unrest in a variety of other instances. These methods include assassination, the use of
propaganda through media organizations, the funding of militants through cash or narcotics, and coups.

Finally, in Section ??, the paper first discussed how the specificity of the five identified attack vectors
was limited to broad categories of activities arising from the system-scope. The purpose of this paper
was to create an iterative framework for further implementation and investigation, which it did, but this
limited scope precluded more granular analysis.

Additionally, this section discussed that future iterations and implementations of this framework
should focus on what supply-chains can be targeted and when. This is especially pertinent given the
time-bound nature of complex systems like supply-chains. A further limitation was that the construction
of a theoretical opponent was limited in this iteration of the framework and application: future efforts
should outline the capabilities of the attacker to gain a better estimation of attack vector feasibility. This
would also allow other research to investigate the decision-making process of an attacker, especially
regarding how they could mitigate their own risk arising from their attacks concerning other actors in
the supply-chain.

Finally, the paper concludes with the acknowledgment that further research ought to be more

constrained in scope and that other attack vectors ought to be investigated.
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X. APPENDIX - SUPPLY RISK RANKING

library (readxl)
library (lubridate)
library (plotrix)
library (vcdExtra)
library (car)
library (Imtest)
library (purrr)
library (tidyverse)

#Import Datasets

raw<-read . table (”"/Documents/thesis/datasets/output_base.csv”, header = TRUE, sep = ”.,”) #EU
CRM summary

refined _table<-raw%>%filter (Material %in% c(”Aluminium”, ”Antimony”, ”Baryte”, ”"Beryllium”,
”Bismuth” , ”Boron”, ”Cobalt”, ”Coking coal”, ”Copper”, ”
Feldspar”, ”Fluorspar”, ”Gallium”, ”Germanium”, “Hafnium”, “Helium”, "HREES”, ”Indium”,
”Lithium”, “LREEs”, “Magnesium”, ”Natural graphite”, ”Natural Rubber”, ”Nickel”, ”
Niobium”, ”"PGMs”, ”Phosphate rock”, ”Phosphorus”, ”Scandium”, ”Silicon metal”, ”
Strontium”, ”Tantalum”, ”Titanium metal”, “Tungsten”, ”Vanadium”)) %% select(Material ,

SR_2020, SR_2023, EI_2020, EI_2023)

# Assuming ’refined _table’ is your filtered dataset

# Find top 10 highest values for SR_2020

top-10_SR_2020 <- refined_table %%
select (Material , SR_2020) %%
arrange (desc (SR_-2020)) %%
slice - max(order _by = SR_2020, n = 10)

# Find top 10 highest values for SR_2023
top_-10_SR_2023 <- refined_table %%
select (Material , SR_2023) %%
arrange (desc (SR-2023)) %%
slice _max(order _by = SR_2023, n = 10)
# Rename the year—specific columns to a common name in both data frames
top_10_SR_2020 <~ top_10_SR_2020 %%
rename (SR_Value = SR_2020)

top_-10_SR_2023 <- top_-10_SR_2023 %%
rename (SR_Value = SR_2023)

# Add a column to each data frame to indicate the year
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top_10_SR_2020$Year <- ~2020”
top_-10_SR_2023$Year <- 72023~

# Combine and print the tables
top_10_combined <- rbind(top_10_SR_2020, top_10_SR_2023)

# Print the combined table

print (top_10_combined)

# Add a ranking column to both data frames
top-10_SR_2020$Rank <- 1:nrow(top_10_SR_2020)
top-10_SR_2023$Rank <- l:nrow(top_10_SR_2023)

# Rename the columns to have unique names, except for the common key (Rank)
colnames (top _10_SR_2020) <- c¢(”Material 2020”7, ”SR_2020”, ”Rank”)
colnames (top_10_SR_2023) <- c¢(”Material _2023”, ”SR_2023”, ”Rank”)

# Merge the data frames side by side based on the Rank column
combined _table <- merge(top_10_SR_2020, top_-10_SR_2023, by = ”Rank”)

# Print the combined table

print (combined _table)

XI. APPENDIX - ANNUAL VOLATILITY CALCULATION

library (tidyverse)
library (lubridate)
library (readr)
library (purrr)
library (RColorBrewer)
library (ggplot2)

run_annual _volatility _analysis <- function(base_directory , output_directory , start_date,

date, k, N) {
calculate _annualized_volatility <- function(log_returns) {
mean_log _return <- mean(log_returns)
variance _log _return <- sum((log_returns — mean_log _return)”"2) / k
annualized _volatility <- sqrt(variance_log_return = (N / k)) = 100

return (annualized _volatility)
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#Takes price .csv files , computes log returns, and runs them through the calculate _
annualized _volatility function
# Also outputs annual volatility .csv files
process _file <- function(file _path) {
data <- read_csv(file _path) %%
mutate (
Date = ymd(Date),
Log_Return = log (( ‘Max. Price * + ‘Min. Price ‘) / 2 / lag((‘Max. Price * + ‘Min. Price
Do 2)),
Year = year(Date)
) %>%
filter (Date >= ymd(start_date) & Date <= ymd(end_date)) %% # Apply date range filter

na.omit ()

data _by_year <- data %%
group _by(Year) %%

summarise (Log_Returns = list (Log_Return), .groups = ’drop’)

annual _volatility _by_year <- data_by_year %%
rowwise () %%
mutate (Annual - Volatility = calculate _annualized_volatility (Log_-Returns)) %%

select(—Log_Returns)

identifier <— str _remove(basename( file _path), ”\\.csv$”)
write _csv(annual _volatility _by_year, file.path(output_directory , pasteO(identifier , ”_
annual _volatility .csv”)))
}
#If the output directory exists, save the _annual_volatility.csv files there

if (!dir.exists(output_directory)) {

dir.create (output_directory)

file _paths <- list.files(base_directory , pattern = ”\\.csv$”, full.names = TRUE)
walk (file _paths, process_file)

categorize _minerals <- function(mineral _name, patterns_df) {
category <- "Other Minerals” # Default category
for (i in seq_len(nrow(patterns_df))) {
patterns <- strsplit(trimws(patterns_df$Pattern[i]), "\\|”)[[11]1 # Split patterns by ’|’
for (pattern in patterns) {
if (grepl(pattern, mineral _name, ignore.case = FALSE)) {

category <- patterns _df$Category[i]
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break # Break inner loop
} else {
print (paste(”Pattern not matched:”, pattern, “with mineral name:”, mineral _name)) #

Debug print, technically redundant

}
if (category != ”Other Minerals”) {

break # Break outer loop if a category is found

}
print (paste(”Final category for”, mineral _name, “is”, category)) # Debug print

return (category)

#This function calculates the mean prices for each date, and than graphs it.

analyze _and _plot_prices _by_group <- function(price _directory , patterns _file , plot_output_

directory) {

patterns _df <- read.csv(patterns_file)

price -paths <- list.files (price_directory , pattern = ”\\.csv$”, full .names = TRUE)

group _data_list <- list ()

# Define the date range
start _date <- as.Date(72019-01-01")
end _date <- as.Date(72023-12-31")

for (price_path in price_paths) {
mineral _data <- read_csv(price _path, show_col_types = FALSE) %%
mutate (Date = ymd(Date), Avg_Price = (‘Max. Price * + ‘Min. Price ‘) / 2) %%
# Filter data within the specified date range
filter (Date >= start_date & Date <= end_date)

base _filename <- gsub(”\\.csv$”, ””, basename(price _path))

mineral _group <- categorize _minerals(base_filename, patterns_df)
if (!mineral _group %in% names(group_data_list)) {

group _data_list [[ mineral _group]] <- tibble ()

mineral _data$Mineral <- base _filename
group _data_list [[ mineral _group]] <- bind_rows(group_data_list [[ mineral_group]], mineral._

data)
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96
97 if (!dir.exists(plot_output_directory)) {

98 dir . create (plot _output_directory , recursive = TRUE)
92 }

100 #Plotting

101 for (mineral _group in names(group_data_list)) {

102 p <- ggplot(group_data_list[[ mineral _group]], aes(x = Date, y = Avg_Price, color =
Mineral)) +

103 geom_line () +

104 labs(title = paste(”Average Prices for”, mineral_group, ”Group”),

105 x = "Date”, y = "Average Price ($)/unit”) +

106 theme _minimal () +

107 scale _color_viridis _.d() +

108 theme (legend . position = "right”) + #move legend to the right

109 guides(color = guide_legend(ncol = 1)) #ensure all legend entries are shown

110

111 file _name <- pasteO(gsub(”["[:alnum:]_]", ””, mineral _group), ”_avg_price.png”)

112 print (paste(”Saving file:”, file_name)) # For debugging

113

114 ggsave (filename = file .path(plot_output_directory , file _name),

115 plot = p, device = "png”, width = 14, height = 8) # Increase plot size

116 }

117] }

118

119| plot _volatility <- function(volatility _.data_directory , patterns_file , plot_output_directory)
{

120 patterns _df <- read_csv(patterns_file)

121

122

123 file _paths <- list.files(volatility _data_directory , pattern = ”\\.csv$”, full.names = TRUE)
124 group_data_list <- list ()

125
126 for (volatility _path in file _paths) {

127 volatility _data <- read_csv(volatility _path, col_types = cols(Year = col_integer (),
Annual _Volatility = col_double()))

128 base _filename <- gsub(”\\.csv$”, ””, basename( volatility _path))
129 mineral _group <- categorize _minerals(base_filename, patterns_df)
130

131 if (!mineral_group %in% names(group_data_list)) {

132 group _data_list [[ mineral _group]] <- tibble ()

133 }

134

135 volatility _data$Mineral <- base_filename
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136 group _data_list [[ mineral _group]] <- bind_rows(group_data_list [[ mineral_group]],
volatility _data)

137 }

138

139 if (!dir.exists(plot_output_directory)) {

140 dir . create (plot _output_directory , recursive = TRUE)
141 }

142 #Actually plotting

143 for (mineral _group in names(group_data_list)) {

144 p <- ggplot(group_data_list[[mineral_group]], aes(x = Year, y = Annual_Volatility , color
= Mineral , group = Mineral)) +

145 geom_line () +

146 labs(title = paste(”Annual Volatility for”, mineral _group, ”Group”),

147 x = "Year”, y = ”"Volatility (%)”) +

148 theme _minimal () +

149 scale _color_viridis _d() +

150 theme (legend . position = “right”) + # Move legend to the right

151 guides (color = guide_legend(ncol = 1)) # Ensure all legend entries are shown

152

153 file _name <- pasteO(gsub(”["[:alnum:]_]", ””, mineral _group), ”_volatility .png”)

154 print (paste(”Saving file:”, file _name)) # For debugging

155

156 ggsave(filename = file.path(plot_output_directory , file _name),

157 plot = p, device = "png”, width = 14, height = 8) # Increase plot size

158 }

159 }

160

161| # Main function to analyze and plot volatility and price data

162| run_annual _volatility _analysis(”/home/contractor —think/Documents/thesis/datasets/original _
datasets/”, ”/home/contractor —think/Documents/thesis/datasets/outputs/”, 72020-01-30", ”
2023-12-31”, 21, 252)

163| analyze _and _plot _prices _by_group (”/home/contractor —think/Documents/thesis/datasets/original _
datasets”, ”/home/contractor —think/Documents/thesis/datasets/patterns.csv”, ”/home/
contractor —think/Pictures /backup/prices”)

164| plot _volatility (”/home/contractor —think/Documents/thesis/datasets/outputs”, ”/home/contractor
—think/Documents/thesis/datasets/patterns.csv”, ”/home/contractor —think/Pictures/backup/

volatility”)
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XII. APPENDIX - AGGREGATE VOLATILITY INDEX FOR MINERAL GROUPS

library (tidyverse)
library (lubridate)
library (readr)
library (purrr)
library (RColorBrewer)
library (ggplot2)

categorize _minerals <- function(mineral _name, patterns_df) {
category <- "Other Minerals” # Default category
for (i in seq_len(nrow(patterns_df))) {
patterns <- strsplit(trimws(patterns_df$Pattern[i]), "\\|”)[[11]1 # Split patterns by ’|’
for (pattern in patterns) {
if (grepl(pattern, mineral _name, ignore.case = FALSE)) {
category <- patterns _df$Category[i]
break # Break inner loop
} else {
print (paste(”Pattern not matched:”, pattern, ”with mineral name:”, mineral _name)) #

Debug print, technically redundant

}
if (category != ”"Other Minerals”) {
break # Break outer loop if a category is found
}
}
print (paste(”Final category for”, mineral _name, “is”, category)) # Debug print

return (category)

# Function to calculate mean annual volatility and save to CSV
calculate _and_save _mean_volatility <- function(base_directory , output_directory) {
file _paths <- list.files (base_directory , pattern = ”_annual_volatility \\.csv$”, full.names

= TRUE)

process _file <- function(file _path) {
data <- read_csv(file _path)
mean_volatility <- data %%
filter (!is.na(Annual_Volatility)) %%
summarise (mean_annual _volatility = mean(Annual_Volatility)) %%
pull (mean_annual _volatility)

299

base _filename <- gsub(”_annual_volatility \\.csv$”, , basename ( file _path))

result <— tibble(Mineral = base_filename , Mean_Annual_Volatility = mean_volatility)
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write _csv(result , file.path(output_directory , pasteO(base_filename, ”_mean_volatility.csv
"))
}
if (!dir.exists(output_directory)) {
dir . create (output_directory , recursive = TRUE)
}
walk (file _paths, process_file)
}
# Function to calculate mean annual volatility and save to CSV

calculate _and _save _mean_volatility <- function(base_directory , output_directory) {

file _paths <- list.files(base_directory , pattern = ”_annual_volatility \\.csv$”, full.names
= TRUE)
process _file <- function(file _path) {
data <- read_csv(file _path)
mean_volatility <- data %%
filter (!is.na(Annual_Volatility)) %%
summarise (mean_annual _volatility = mean(Annual_Volatility)) %%
pull (mean_annual_volatility)
base _filename <- gsub(”_annual_volatility \\.csv$”, ””, basename(file _path))
result <- tibble (Mineral = base_filename , Mean_Annual_Volatility = mean_volatility)
write_csv(result, file.path(output_directory , paste0(base_filename, ”_mean_volatility.csv
"))
}
if (!dir.exists(output_directory)) {
dir . create (output_directory , recursive = TRUE)
}
walk (file _paths, process_file)
}
# Function to read results, categorize, average, and plot

read _and _plot _mean_volatility <- function(volatility _.data_directory , patterns_file, plot._
output_directory) {
patterns _df <- read_csv(patterns_file)
file _paths <- list.files(volatility _data_directory , pattern = ~”_mean_volatility \\.csv$”,
full .names = TRUE)
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80
81 process _file <- function(file _path) {

82 data <- read_csv(file _path)

83 mineral _name <- data$Mineral[1]

84 mean_volatility <- data$Mean_Annual_Volatility [1]

85 mineral _group <- categorize _minerals(mineral _name, patterns_df)

86

87 tibble (Mineral = mineral _name, Group = mineral _group, Mean_Annual_Volatility = mean_

volatility)

88 }

89

90 volatility _.data <- map_df(file _paths, process_file)

91

92 group_averages <— volatility _data %%

93 group by (Group) %%

94 summarise (Average Mean_Annual _ Volatility = mean(Mean_Annual_Volatility , na.rm = TRUE))
9>%

95 ungroup ()

96

97 plot_volatility _group_averages <- function(group_averages, plot_output_directory) {

98 p <- ggplot(group_averages, aes(x = reorder (Group, Average_Mean_Annual_Volatility), y =
Average _Mean_Annual _Volatility , fill = Group)) +

99 geom_bar(stat = "identity”, position = “dodge”) +

100 labs(title = “Average Mean Annual Volatility for Mineral Groups”,

101 X = ”Mineral Group”, y = "Average Mean Annual Volatility (%)”) +

102 theme _minimal () +

103 theme (axis.text.x = element_text(angle = 45, hjust = 1)) +

104 scale _fill _viridis _d()

105

106 file _name <- ”group_averages _mean_annual_volatility .png”

107

108 ggsave (filename = file.path(plot_output_directory , file _name),

109 plot = p, device = "png”, width = 14, height = 8)

110 }

111

112 if (!dir.exists(plot_output_directory)) {

113 dir.create(plot_output_directory , recursive = TRUE)
114 }

115
116 plot _volatility _group_averages (group_averages, plot_output_directory)
117] }
118

119|# Combined function to execute both steps

121




120| process _and _plot _-mean_volatility <- function(base_directory , patterns_file , intermediate _
output_directory , plot_output_directory) {

121 calculate _and_save _mean_volatility (base_directory , intermediate _output_directory)

122 read _and_plot _mean_volatility (intermediate _output_directory , patterns_file, plot_output._
directory)

123] }
124

125| process _and _plot _mean_volatility (”/home/contractor —think/Documents/thesis/datasets/outputs”,”

/home/ contractor —think /Documents/thesis/datasets/patterns.csv”,”/home/contractor —think/

avg_outputs _dir”,”/home/contractor —think/Pictures/avg_vol”)
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XIII. APPENDIX - PARKINSON’S VOLATILITY CALCULATION WITH A FIVE DAY WINDOW

library (lubridate)
library (readr)
library (purrr)
library (dplyr)
library (zoo)
library (stringr)
library (ggplot2)
# Define the Parkinson’s Volatility Function
parkinsons_volatility <- function(high_prices, low_prices) {
# Calculate the logarithmic range

log _range <- log(high_prices / low_prices)

# Calculate the squared logarithmic range

squared _log _range <- log_range”2

# Calculate the mean of the squared logarithmic ranges

mean_squared _log _range <- mean(squared _log_range, na.rm = TRUE)

# Calculate Parkinson’s volatility

parkinson_volatility <- sqrt(mean_squared_log_range / (4 = log(2)))

# Convert to percentage

parkinson _volatility _percentage <- parkinson_volatility = 100

return (parkinson_volatility _percentage)

# Define the Rolling Volatility Function
calculate _rolling _volatility <- function(high_prices, low_prices, window_size) {
rollapplyr (
data = seq_along(high_prices),
width = window_size ,
FUN = function (i) parkinsons_volatility (high_prices[i], low_prices[i]),
by .column = FALSE,
fill = NA

# Function to identify largest increases in volatility on a quarterly basis
identify _largest_increases <- function(volatility _data) {
volatility _data <- volatility _data %%

mutate (
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Quarter = floor _date(Date, “quarter”)

) %%
group _by(Quarter) %%
mutate (
Volatility _.Change = Rolling_Volatility — lag(Rolling_Volatility)
) %>%
filter (!is.na( Volatility _.Change)) %%
arrange (Quarter, desc(Volatility _Change)) %%
slice (1) %%
ungroup ()
return(volatility _data)
}
run_rolling _volatility _analysis <- function(base_directory , output_directory , start_date, end

_date, window_size) {
process _file <- function(file _path) {
data <- read_csv(file _path) %%
mutate (
Date = ymd(Date)
) %>%
filter (Date >= ymd(start _date) & Date <= ymd(end_date)) %% # Apply date range filter

na.omit ()
dates <- data$Date
high _prices <- as.numeric(data$ ‘Max. Price )

low_prices <- as.numeric(data$ ‘Min. Price )

# Calculate rolling Parkinson’s volatility in percentage

rolling _volatility <- calculate _rolling_volatility (high_prices, low_prices, window_size)
result <- tibble (Date = dates, Rolling_Volatility = rolling_volatility)
identifier <- str_remove(basename( file _path), ”\\.csv$”)

write _csv(result , file.path(output_directory , pasteO(identifier , ”_rolling_volatility.csv

"))

if (!dir.exists(output_directory)) {

dir . create (output _directory , recursive = TRUE)

file _paths <- list.files (base_directory , pattern = ”\\.csv$”, full.names = TRUE)
walk (file _paths, process_file)
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categorize _minerals <- function(mineral _name, patterns_df) {
category <- “Other Minerals” # Default category
for (i in seq_len(nrow(patterns_df))) {
patterns <- strsplit(trimws(patterns _df$Pattern[i]), "\\|”)[[1]1] # Split patterns by ’|’
for (pattern in patterns) {
if (grepl(pattern, mineral _name, ignore.case = FALSE)) {
category <- patterns _df$Category[i]
break # Break inner loop
} else {
print (paste(”Pattern not matched:”, pattern, ”with mineral name:”, mineral _name)) #

Debug print

}

if (category != ”Other Minerals”) {

break # Break outer loop if a category is found

}
print (paste(”Final category for”, mineral _name, “is”, category)) # Debug print

return (category)

plot _volatility <- function(volatility _.data_directory , patterns_file, plot_output_directory)

{

patterns _df <- read_csv(patterns_file)

file _paths <- list.files(volatility _data_directory , pattern = ”_rolling_volatility \\.csv$”,
full .names = TRUE)
group_data_list <- list ()

for (volatility _path in file _paths) {
volatility _data <- read_csv(volatility _path, col_types = cols(Date = col_date(), Rolling._
Volatility = col _double()))

2995

base _filename <- gsub(”_rolling _volatility \\.csv$”, , basename(volatility _path))

mineral _group <- categorize _minerals(base_filename , patterns_df)

if (!mineral_group %in% names(group _data_list)) {

group _data_list [[ mineral _group]] <- tibble ()
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125 volatility _data$Mineral <- base_filename

126 group _data_list [[ mineral _group]] <- bind _rows(group_data_list [[ mineral _group]],
volatility _data)

127}

128

129 if (!dir.exists(plot_output_directory)) {

130 dir.create (plot_output_directory , recursive = TRUE)
131 }

132

133 for (mineral _group in names(group_data_list)) {

134 p <- ggplot(group_data_list[[mineral_group]], aes(x = Date, y = Rolling_Volatility , color
= Mineral , group = Mineral)) +

135 geom_line () +

136 labs(title = paste(”Rolling Volatility for”, mineral _group, ”Group”),

137 x = "Date”, y = ”Volatility (%)”) +

138 theme _minimal () +

139 scale _color_viridis _d() +

140 theme (legend . position = “right”) + # Move legend to the right

141 guides (color = guide_legend (ncol = 1)) # Ensure all legend entries are shown

142

143 file _name <- pasteO(gsub(”["[:alnum:]_]", ””, mineral _group), ”_rolling_volatility.png”)

144 print (paste(”Saving file:”, file _name)) # For debugging

145

146 ggsave (filename = file.path(plot_output_directory , file _name),

147 plot = p, device = "png”, width = 14, height = 8) # Increase plot size

148 }

149| }

150

151 run_rolling _volatility _analysis (”/home/contractor —think/Documents/thesis/datasets/original _
datasets”,”/home/contractor —think/Documents/rolling _vol _dec”, 72023-12-01", ”2024-01-30",
2)

152 plot _volatility (”/home/contractor —think/Documents/rolling _vol_dec”,”/home/contractor —think/

Documents/thesis/datasets/patterns.csv”,”/home/contractor —think/Pictures/dec_vol”)

126



	Abbreviations
	Introduction
	Literature Review
	Supply-chains and Associated Phenomena
	Risk
	The Nature of Risk
	Risk Contexts

	Risk Management and Standards
	Risk Identification/Event Identification
	Risk Analysis
	Risk Evaluation

	Risk Frameworks in Systems
	Supply-chain Risk Management and Resilience
	Risk Management Frameworks Derived from Standards
	Risk Management in Systems
	Defensive Ambiguity and Orientation
	Offensive and Defensive Risk Models Specific to Critical Raw Minerals

	Realism
	Fundamental Concepts
	Balance of Power
	Balance of Threat
	Offensive Realism
	Defensive Realism

	Existing Appraisal of Critical Raw Mineral Supply Risk
	Strategic v. Critical Minerals

	Realism, Minerals, Supply-chains, and Weaponization
	Logics

	Critical Infrastructure Sectors

	Methodology and Theoretical Framework
	Overview
	Theoretical Framework
	Alignment with the Security and Strategic Studies Fields
	Alignment with Design Science Research
	Post-positivism and Risk
	Adopted Definition of Risk
	The Conceptualization of Weaponized, or Induced, Risk

	Scope and Delimitations
	Theoretical Aggressor

	Problem Definition
	Methodology - Stages of Processing and Analysis
	Identification of Critical Minerals and Target Selection, Including the Implementation of Price Volatility Analysis
	Stage 3 - The Alignment of the Aggregate Quantitative and Qualitative Risk with Different Critical Infrastructure Sectors
	Stage 4 - The Disaggregation of Risks into Different Universal Categories

	Stage 5 - Mapping of Specific Risk

	Mineral Profile of Selected Candidate - Magnesium
	Overview
	Material Properties
	Applications of Magnesium Commodities
	Pure Magnesium Metal and its Applications
	Key Magnesium Alloys and their Applications
	Key Applications of Magnesium Compounds

	Critical End Products and Infrastructure
	Supply-chain Characteristics
	Price History and Volatility Analysis
	Selected Mineral Manifestations
	Method of Delivery and Impact on Implications of Price Volatility
	Breakdown of Findings


	Model of disaggregated risks
	Political risk
	War, piracy, and other military action
	Expropriation
	Nationalization
	Political stability risks
	Legal and Structural Risks

	Market Risk
	Financial risk
	Counterparty risk
	Supply and demand risk
	Commodity price risk
	Currency transaction risk

	Operating risk
	Energy risk
	Insufficient production capacity
	Shipping and transport risk

	Technology risk

	Analysis - Application of Framework to Selected Supply-chain Elements and Identification of Attack Vectors
	Upstream Attacks
	Midstream Attacks
	Downstream Attacks
	Vector I: Denial of Physical Assets
	Upstream
	Midstream and Downstream

	Vector II: Cyberattacks - Software and Hardware
	Vector III: Leveraging Sovereign and Contractual Risk
	Vector IV: Policy and Structural Production Dumping
	Vector IV: Inducing Political Instability through Covert Action

	Discussion and Conclusion
	References
	Appendix - Summary
	Appendix - Supply Risk Ranking
	Appendix - Annual Volatility Calculation
	Appendix - Aggregate Volatility Index for Mineral Groups
	Appendix - Parkinson's volatility calculation with a five day window

